NOTICE INVITING TENDER

Ref: NBC/MM/NIT/E-CLOUD/2026-27 Date: 24/08/2026

1. INTRODUCTION:

M/s National Aluminium Company Limited (NALCO) having its Corporate Office at
Bhubaneswar, Odisha is a premier Public Sector Undertaking and a Navaratna
Company, under the administrative control of Ministry of Mines, Government of India
owns and operates a large integrated Mines-Alumina-Aluminium complex in India.

National Aluminium Company Limited (NALCO) intends to migrate and upgrade the
NIC’s developed eOffice application on CLOUD environment.

Bidder shall download the Tender Document in his own name and submit the Bid
directly. The Tender Document is non-transferable. Bidders shall submit the bid
directly and in their own name without involving any intermediaries.

The offers of only those Bidders who qualify the Bidder Qualification Criteria (BQC)
stipulated below and also meet / comply with the requirements specified under
various sections of the Tender Document will be considered for further evaluation.

Bidders shall submit, along with their Bids, the required documents, format enclosed
with this document. Bids of Bidders who do not submit the required document will
not be considered for evaluation.

2. SCOPE OF BIDDER::

Migration and upgradation the NIC developed e-office application on CLOUD
environment. The scope of bidder also covers the supply, installation,
implementation, commissioning and warranty support of Infrastructure allocated at
cloud.

3. INSTRUCTIONS TO THE BIDDER: As per Annexure -|

4. BIDDERS QUALIFICATION CRITERIA: As per Annexure-ll

5. TECHNICAL SPECIFICATIONS: As per Annexure-lll
6. SPECIAL CONDITIONS OF CONTRACT : As per Annexure-|V

7. SCOPE OF WORK: As per Annexure -V

8. BILL OF MATERIALS: As per Annexure-VI
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9. SPECIAL PURCHASE CONDITIONS - Annexure-VII

10. GENERAL PURCHASE CONDITIONS: As per Annexure - VIl

11. SUBMISSION OF BID : The Bids have to be submitted through the CPP Portal within
the stipulated due date & time of submission.

12. DELIVERY SCHEDULE: 30 days from the date of issue of SAP PO.

13. PAYMENT TERMS : Quarterly Payment on submission of tax invoice after completion
of each quarter. Onetime setup cost & and any licenses fee (Perpetual Licenses only)
will be paid along with the 1st tax invoice. More details related to Payment terms are
mentioned in Special Conditions of the Contract Clause no 7 (Annexure-IV).

14. EARNEST MONEY DEPOSIT (EMD) : The bidders intending to participate in the tender
should furnish Earnest Money Deposit (EMD) for Rs. 6,25,000/- (Rupees Six Lakhs
Twenty-Five Thousand only). More details related to EMD submission/Exemption are
mentioned in Instructions to Bidders (ITB)(Annexure-I) document clause no. 6.

15. CONTRACT-CUM-PERFORMANCE BANK GUARANTEE : Applicable. Details mentioned
in Special Purchase Conditions clause no. 3 (Annexure-VIl).

16. DELAYED DELIVERY CLAUSE : As mentioned in Annexure to Special Purchase
Conditions clause no. 5 (Annexure-VII).

17. GUARANTEE & WARRANTY CLAUSES : As mentioned in Technical specifications/
Scope of Work/Service Level agreement.

18. TENDER SUBMISSION AND OPENING DUE DATE & TIME: The tender submission and
opening timelines shall be as per the tender in CPP Portal.

19. VALIDITY OF THE OFFERS : 04 Months from the final due date of submission of bid.

20. OTHER POINTS:
20.1.NALCO will examine the Bids for completeness and authenticity including

whether the documents have been signed, complete and the details furnished
are in order.

20.2. NALCO reserves the right not to seek any clarification on documents submitted
in support of Pre-qualification requirements and to evaluate the Bids on "As
Received Basis".

20.3. While evaluating the Bidder’s conformity with Experience Criteria, the following

consideration shall be applied:
20.3.1. Only such Purchase Order /LOI/ FOA/ Work Order etc. shall be taken into

consideration, the details of which have been submitted by the Bidder,
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along with copy of Purchase Order / LOI/ FOA/ Work Order, completion
certificate etc. duly authenticated. The Bidder will not be allowed to submit
any document later on for any Purchase Order / LOI/ FOA/ Work Order or
to refer to any Purchase Order / LOI/ FOA/ Work Order etc., which has not
been mentioned in tender document.
20.3.2. Copy of Purchase Order / LOI/ FOA/ Work Order etc. shall establish
following:
20.3.2.1. The Equipment / Item was ordered on the Bidder and the said
Equipment / Item meets the Experience Criteria of the NIT for
Prequalification.
20.3.2.2. The Completion Certificate (If sought) shall establish following:
(i) The Equipment /Item under reference has been supplied during
stipulated time period as mentioned in the Experience Criteria.
(i) The Equipment / Iltem under reference has been in satisfactory
operation as mentioned in the Experience Criteria.

20.4. The failure to meet the BQC stipulated at Annexure-Il will render the bid to be
summarily rejected.

20.5. Experience of the bidding entity only shall be considered. A job executed by
Bidder for its own Plant / Projects, or Projects executed by the Bidder for its
Parent / Affiliate / Group company / Subsidiary | Fellow Subsidiary/ Holding
company cannot be considered as experience for the purpose of meeting
requirement of BQC of the Tender Document.

20.6. Submission of authentic documents is the prime responsibility of the Bidder.
However, NALCO reserves the right of getting the document cross verified, at
their discretion, from the document issuing authority.

20.7. NALCO reserves the right to complete the evaluation based on the details
furnished (without seeking any additional information) and / or in-house data,
survey, or otherwise.

20.8. Bidders who are on Holiday list of NALCO on the due date of submission of bid/
during the process of evaluation of the bids, the offers of such Bidders shall not
be considered for Bid Opening / Evaluation / Award.

20.9. The bidder shall in his own interest furnish complete documentary evidence in
the first instance itself along with their bids, in support of their fulfilling the
Qualification Criteria stipulated above. However, in case of any ambiguity in the

documents submitted by the Bidder or if the Bidder submits incomplete
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documents, pertaining to the BQC, NALCO may give an opportunity to the Bidder
to submit the required documents in support of meeting the stipulated BQC for
the jobs mentioned by the Bidder in their original offer, within the time period
specified. In case the Bidder fails to submit any document or submits incomplete
/ ambiguous document within the time period specified, the bid evaluation will
be done as per the evaluated documents.

20.10.NALCO shall not be responsible for any expenses incurred by bidders in
connection with the preparation & submission of their bids, site visit (if any) and
all other expenses incurred during bidding process regardless of the conduct or
outcome of the bidding process.

20.11. NALCO reserves the right to disqualify any bidder during the PQ process on
account of their non-performance in the earlier jobs executed by them for
NALCO.

20.12.Integrity Pact, duly signed & stamped on each page, shall be submitted along with
the Techno Commercial - Unpriced Bid. Bids of Bidders who do not sign & submit
the Integrity Pact will not be considered for further evaluation.

20.13.NALCO reserves the right to reject any or all the bids received or annul the
Bidding process at any time without assigning any reason whatsoever and
without assuming any liability or any obligation.

20.14.Canvassing in any other form by the Bidder or by any other agency on their behalf
may lead to disqualification of their Bid.

20.15.In case any bidder is found to be involved in cartel formation, their bid will not be
considered for evaluation / placement of Order. Such bidder will be debarred
from bidding in future. Even the bids submitted from single IP address are liable
for rejection.

20.16.Fax / Telex / e-mail Bids shall not be accepted.

20.17.The complete Bidding Document can be downloaded from the CPP Portal.

21. APPLICABLE LAW AND JURISDICTION : The Bidding Process shall be governed by,
and construed in accordance with, the laws of India and the Courts at Bhubaneswar
shall have exclusive jurisdiction over all disputes arising under, pursuant to and/ or
in connection with the Bidding Process.

22. ENVIRONMENT POLICY (Annexure-IX): The bidder shall ensure that the products
manufactured and supplied by them are manufactured through Eco-friendly

manufacturing processes with efficient use of natural resources and as per the
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standard statutory environmental norms/ requirement in compliance to NALCO'’s
environment policy.

23. OHSAS POLICY (Annexure-IX): The bidder should ensure that the materials supplied
by them are free from any occupational health and safety impact during
transportation, handling, installation, commissioning and subsequent use.

24. ENERGY POLICY (Annexure-IX) The bidder shall ensure to follow statutory norms for
energy use.

25. SOCIAL ACCOUNTABILITY POLICY (Annexure-IX): The bidder should ensure to follow
the statutory social accountability norms. The bidders are requested to fill up the
Vendor compliance format for Social accountability.

26. CONTACT DETAILS FOR QUERIES PERTAINING TO THIS TENDER:

26.1. Contact detail of concerned technical person is as below:-
Sri Sadanan Behera, GM(Sys), e-mail: sadanan.behera@nalcoindia.co.in
26.2. Contact detail of concerned tender issuing authority is as below:

Sri Kaibalya Mohanty, Mgr. (Matls.), e-mail: kaibalya.mohanty@nalcoindia.co.in.

Yours faithfully,
For National Aluminium Company Limited
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ANNEXURE-|

INSTRUCTIONS TO BIDDERS (ITB)

DESCRIPTION : Migration and upgradation the NIC’'s developed eOffice application on
CLOUD environment.

OWNER/PURCHASER: National Aluminium Company Ltd. (NALCO)

Page 6 of 134



NIT Number: NBC/MM/NIT/E-cloud/2026-27

Date: 24/08/2026

Migration and upgradation the NIC’s developed eOffice application on CLOUD environment.

Due Date for Submission of Bids: Please refer tender in CPP Portal

Date of Opening of Technical-Unpriced Bids: Please refer tender in CPP Portal

Address for submission of Bids: Please refer the details mentioned elsewhere in this
document.

Mode of Submission of Bids - CPP Portal

Mode of Tendering : Two part open tender

Required Delivery Period: Within 30 days from the date of SAP PO. Date of dispatch shall be
reckoned as Date of Delivery.

Payment Terms applicable for this Tender: Please Refer Special conditions of contract at
annexure IV (Point no. 7)
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2.

INSTRUCTIONS TO BIDDERS (ITB)

INTRODUCTION

1.1. Nalco invites bids against the above Notice Inviting Tender (NIT). These Instructions
to Bidders (ITB), the documents listed therein and the technical specifications
enclosed are a part of the above referred NIT, and may become a part of any
Purchase Order that might result from submission of a Bid in response to this NIT.

1.2. The issue of the NIT and these documents shall not automatically create any
relationship, contractual or otherwise, between Nalco and the Bidder. Nalco shall
not be liable for any costs and expenses incurred by the Bidder in the preparation
and submission of a Bid.

1.3. Bidders shall submit the bid directly and in their own name without involving any
intermediaries.

1.4. The Bidder shall carefully study the provisions contained in the tender and
specifications and quote his prices accordingly. The NIT together with all its
attachments thereto including these ITB shall be considered to be read, understood
and accepted by the Bidder, unless deviations are specifically stated separately by
the Bidder in the format provided in the tender document. Failure to furnish all
information required by the tender or submission of a Bid not substantially
responsive to the tender in every respect will be at Bidder's risk and may result in
the rejection of the Bid. Bidder shall submit their bid as per technical-specifications
and terms and conditions of this tender.

1.5. The Bidder shall bear all costs associated with the preparation and delivery of its bid
including (but not limited to) costs and expenses related to visits to the site(s) and
other locations, and the cost of any tests, investigations, evaluations and
consultations. The Owner (Nalco) shall in no case be responsible or liable for any
costs regardless of the outcome of the bidding process.

1.6. The following documents form a part of the Tender:

1.6.1. Notice Inviting Tender (NIT).

1.6.2. These ITB (along with the enclosures listed therein)

1.6.3. The Special Purchase Conditions (SPC) (along with the enclosures listed
therein)

1.6.4. General Purchase Conditions (GPC) (Indigenous)

1.6.5. Technical Specifications (along with the enclosures listed therein)

AMENDMENT TO TENDER:

2.1. At any time prior to the deadline for submission of bids, the Purchaser/Owner may,
for any reason whether at its own initiative or in response to a clarification or
modification requested by any prospective Bidder(s), modify the tender by way of an

Addendum/Amendment.

2.2. Any Addendum / Amendment thus issued shall be part of the Tender and shall be
binding on all Bidders.
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2.3. The Bidders will be required to acknowledge receipt of any such
Amendment/Addendum to the Tender. Bidders shall confirm the inclusion of
Amendment/Addendum in their bid and shall follow the instructions issued along
with the Amendment/ Addendum. Failure of the Bidder to submit Bid without taking
cognizance of Amendment / Addendum issued by Owner shall render the Bid liable
for rejection.

2.4. Bidders shall examine all the Tender documents thoroughly and inform the Owner of
any apparent conflict, discrepancy or error, so that the Owner may issue appropriate
clarification(s) or amendment(s), if required.

2.5. The Owner may, at its discretion, extend the date of submission of Bids in order to
allow the bidders a reasonable time to furnish their most competitive bid taking into
account the amendments issued.

PREPARATION / SUBMISSION OF THE BIDS

3.1. The bidder is required to make a proposal in a format as outlined below in order to
achieve the objective of maintaining a uniform proposal structure from all bidders.
The bids shall be submitted strictly as per these instructions.

3.2. The Bids have to be submitted through the CPP Portal (www.eprocure.gov.in). For
instruction to participate in the CPP portal, the bidders may go through the
Annexure-X.

3.3. The Bidder should submit the Bids in Part-1& Part-2 as mentioned below, in the CPP
Portal, within the stipulated Bid Submission due date & time.

3.3.1. Part - 1: Techno-Commercial Unpriced Bids:

The Bidder is required to submit bids in the CPP Portal. Techno-commercial
Unpriced Bid (PART-1) will contain the following documents :

(i) Format of “Agreed Terms & Conditions (ATC)” attached to ITB, duly filled
in, signed and stamped by the Bidder.

(ii) Integrity Pact as per the enclosed format, duly filled in, signed and
stamped by the Bidder.

(iii) Proof of submission of EMD or proof of EMD exemption.

(iv) Any Annexures enclosed with these documents which are required to be
filled in by the Bidder and enclosed with the techno-commercial and
unpriced bid, as per the instructions.

(v) The Guidelines for Bidder's sharing the land border with India are
enclosed with this tender. Bidder should submit the Declaration (as per

the enclosed format) along with their techno-commercial unpriced Bid.

(vi) Any other document which are required to be filled in by the Bidder or
required to be submitted by the Bidder, and enclosed with the techno-

Page 9 of 134



3.4.

3.5.

3.6.

3.7.

commercial and unpriced bid, as per the technical specifications enclosed
with this tender

The Bidder shall also separately submit Original EMD BG (If EMD BG is
submitted) to NALCO within three days from the stipulated due date and time
for submission of Bids. The documents shall be submitted at the following
address:

General Manager (Materials)

National Aluminium Company Limited

Nalco Corporate Office,

P/1, Nayapalli, Bhubaneswar - 751013

Odisha, India.

Attn.: Mr. Ushna Ranjan Mishra, Mobile- 9437193369
E-mail: ushna.mishra@nalcoindia.co.in

3.3.2.Part - 2 Price Bid:

Price Bids should be uploaded in the provided BOQ format in CPP portal. All
the cells must be filled up carefully before final submission.

The offer must be complete in all respects, leaving no scope for ambiguity. Bidder is
fully responsible for the bid submitted and no relief or consideration can be given for
errors and omissions.

Deviations to terms and conditions, presumptions etc. shall NOT be stipulated in the
Price part of bid. In case any conditions or deviations are stipulated in price bids, the
bids of such bidders shall be summarily rejected and shall not be considered for
further evaluation.

Cutting and corrections in the bid document should be avoided and if it is unavoidable,
it should be kept at the bare minimum and it should be neatly cut and re-written
without over- writing and use of erasing/correction fluid. All corrections should be
duly signed by the bidder.

Nalco reserves the right to accept or reject the offer either in part or full wherever
correction /erasing fluid is used.

PERIOD OF VALIDITY OF BIDS

4.1.

4.2.

Bids shall remain valid for Months (04) months from the due date or extended due
date (if any) for submission of Bid (BDD).

In case any bidder offers shorter validity than required in tender and seeks to revise
prices on being asked to meet validity requirement as per tender, the offer of such
shall be rejected.

LANGUAGE OF BID
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5.1.

5.2

The Bid prepared by the bidder, all correspondence/drawings and documents
relating to the bid exchanged by the bidder with the Owner shall be in English
Language alone. Any printed literature furnished by the bidder may be written in
another language provided that this literature is accompanied by an authenticated
English translation, in which case, for purpose of interpreting the Bid, the English
translation shall govern.

In the event of submission of any document/ certificate by the Bidder in a language
other than English, the English translation of the same duly authenticated by
Chamber of Commerce of Bidder's country shall be submitted by the Bidder.

EARNEST MONEY DEPOSIT

6.1.

6.2.

6.3.

6.4.

6.5.

The following conditions shall apply for submission of EMD:
6.1.1. EMD may be accepted in the following forms:
(i) Bank Guarantee (including E-BG) from banks acceptable to NALCO as per format
of NALCO, valid for 30 days beyond the required validity of bid. Bank Guarantee
(BG) towards EMD at the address mentioned in para 3.3.1 (vi) above.

(i) In the form of TT remittance/ online transfer - NEFT, RTGS, SWIFT. The bank
details for payment of EMD in RTGS/NEFT/SWIFT mode is given below:
SBI ACCOUNT NO. - 10044880013
SBI BRANCH CODE - 09817
SBI IFSC CODE-SBIN0009817
Account Name: National Aluminium Company Limited
Banker : State Bank of India, NALCO Corp Office Br., Bhubaneswar-751013
6.1.2. The proof of such transfer/ transaction needs to be submitted with the offer.

6.1.3. EMD will not be accepted in cash.
The offers received without EMD will be rejected.

The Public Sectors, Government agencies and the Micro & Small Enterprises
registered with NSIC/ District Industries Centres (DICs)/ Khadi & Village Industries
Commission(KVIC)/ Khadi & Village Industries Board (KVIB)/Coir Board/ Directorate of
Handicrafts and Handloom or any other body specified by Ministry of Micro, Small &
Medium Enterprises (for the product for which they are registered), Micro & Small
Enterprises having Udyam Registration Number or as per notification, others for which
specific exemption has been granted by NALCO and all Startups recognized by
Department for Promotion of Industry and Internal Trade (DPIT), Ministry of
Commerce and Industry, Govt of India are exempted from payment of EMD.

Exemption from submission of EMD shall only be considered upon submission of
documentary evidence for exemption along with the Techno-Commercial / Unpriced
Bid.

If EMD in the form of BG is being submitted then, a letter from the bank issuing the
EMD BG, that this is a confirmed BG and that it holds validity till the dates stipulated in
the BG should also be submitted. The following Note must also be adhered to

Note:
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10.

1.

Further, any domestic Guarantee issued by PSU Bank (or) Private Bank (or)
Foreign Bank operating in India must be operational and invocable in
Bhubaneswar only. For Guarantee to be operational in Bhubaneswar, the
issuing Bank must designate a specified Bank Branch in Bhubaneswar.
Accordingly, the following clause has to be inserted in the existing BG Format
for EMD / SD / Contract / Advance Payment in the following style :

“We _____________ Bank further agree that this Guarantee shall be invocable

at our place of business at _____________ (Bank Name),
(Branch Name and address of the Branch), Bhubaneswar, Odisha 751xxx”

6.6. The EMD will be returned to all unsuccessful bidders within Seven working days after
finalization of the Contract. The EMD of the successful bidder will be returned after
they accept the Contract and submit the Contract performance bank guarantee (in
case the PBG is to be submitted as per the Tender terms).

6.7. EMD of the successful bidder shall be retained if the bidder fails to deposit the
requisite CPBG. In such a case, the differential amount towards CPBG and EMD may
be deducted from the bills of the Vendor, which amount may be released after receipt
of the CPBG. Moreover, in case of nonfulfillment of the Order, the EMD shall stand
forfeited.

BID OPENING

7.1. The techno-commercial unpriced bids shall be opened in Owner’s office in the CPP
Portal. Bidders may witness the same on CPP portal at their respective places.

7.2. Price part of only those bidders, whose bids are considered techno-commercially
acceptable, shall be opened.

FIRM PRICES

Prices quoted in the Bid shall remain Firm and Fixed and valid until contractual delivery
/ contractual completion period except in the specific cases where Price Variation Clause
with Price Variation Formula has been incorporated in the Tender.

CHARGES FOR INSPECTION AND TESTING

9.1. The quoted prices shall be inclusive of charges for all inspection and all testing as
the requirements of the Tender. However, for inspection and testing to be done by
Nalco, if any, the travel, lodging, boarding, insurance and local conveyance expenses
of Nalco personnel shall be borne by Nalco.

9.2. In case any bidder quotes extra for all inspection and testing specified in the
Tender, his offer is liable to be rejected.

CURRENCIES OF BID

Indian Bidders shall quote only in Indian Rupees. Price variation due to variation in
Foreign Exchange Rate / variation in Rate of Customs duty shall be to the Bidder's
account only, and not to Nalco’s account.

INTEGRITY PACT
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12.

13.

14.

15.

16.

17.

Integrity Pact is applicable as per the Tender, Bidder is required to submit the
Integrity Agreement in the format enclosed with the Tender, duly signed and stamped
along with the unpriced offer. Non-Submission of Integrity Pact may lead to rejection
of the Bid.

OWNER’S RIGHT TO ACCEPT / REJECT ANY BID

The Owner reserves the right to accept or reject any bid or to annul the bidding
process, or reject any/and or all bids at any time prior to award of the Order, without
thereby incurring any liability to the affected bidder or bidders or any obligations to
inform the affected bidder or bidders of the ground for Owner’s action.

ONE BID PER BIDDER

A Bidder shall submit only one bid in the same bidding process. A Bidder who submits
or participates in more than one bid in a specific Tender will cause all the proposals
in which the bidder has participated to be disqualified. Alternative price bids are not
acceptable.

SUSPENSION/BANNING/BLACKLISTING

Bidder has to submit proforma of declaration of suspension/banning/blacklisting as
per Annexure given with this document.

COMPLIANCE TO TENDER DOCUMENT

Bidder shall submit the compliance to the Tender document as per the format
attached to this document. Non-compliant bids may be rejected and clarifications
may not be sought if sufficient compliant bids are received.

PACKING, MARKING & SHIPPING (PMS) GUIDELINES

All Equipment, Materials, Goods, Packages, ltems etc. covered under the Tender shall
be packed as per the Technical Specifications and Guidelines wherever mentioned in
the Tender.

EXAMINATION OF BIDS AND DETERMINATION OF RESPONSIVENESS

17.1. Nalco will examine the bids to determine whether they are complete, and
whether the bids are generally in order.

17.2. Prior to the detailed evaluation, Nalco will determine whether each bid is of
acceptable quality, is generally complete and is responsive to the Tender
Documents. Bidders are requested to submit the offer in line with terms and
conditions provided in Tender document without taking any deviations. It is
expected that bidders will submit bids based strictly on the terms and conditions
and specifications contained in the Tender, and will not stipulate any deviations.

17.3. Bidder shall not be allowed to submit any Price Implication or Revised Price
after submission of Bid.

17.4. Bidders to note that Non-acceptance or deviation to price reduction clause (PRS
clause) and 10% Performance Bank Guarantee clause is rejection criteria.
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17.5. The Bidders are required to adhere to the following provisions of the Tender
failing which their bid may be liable for rejection:

(i) Bid Validity Period

(i) Scope of Supplies / Scope of Work as per the provisions of the Tender

(iii) Proforma of Bank Guarantees

(iv) Nalco’'s GPC and SPC-ITB.

(v) Defect Liability Period (Guarantee Period) and associated clauses
thereunder of the Tender including clauses related to defective parts
and materials.

(vi) Delivery schedule mentioned in the Tender

(vii) Submission of Integrity Pact as per Nalco’s Format.

(viii)Adherence to the Technical specifications enclosed with the Tender

(ix) Submission of Price Bid based on the terms and conditions specified in
the Tender

17.6. The bids may also be rejected on the grounds of any other rejection criteria as
may be specified in Tender.
17.7. Bidders must go through the price bid format attached in the Tender before
quoting their prices. The un-priced bid format is attached under Annexure-G.
17.8. Price offered will be evaluated on present value basis with discount factor of
8.7% p.a. The price of 1st year shall not be discounted. The price quoted for 2nd
year to 5th year shall be discounted at 8.7% p.a, i.e
Ist Year prices (considering NPV factor @ 100.00%)
2nd Year prices (considering NPV factor @ 92.00% =1/(1+0.087)"1)
3rd Year prices (considering NPV factor @ 84.63% =1/(1+0.087)"2)
4th Year prices (considering NPV factor @ 77.86% =1/(1+0.087)"3)
5th Year prices (considering NPV factor @ 71.63% =1/(1+0.087)"4)

18. PRICE NEGOTIATION
NALCO reserves the right to conduct price negotiations with the lowest bidder.

19. NOTIFICATION OF AWARD
19.1. In the event of Order placement, the Owner will notify the same to the successful
bidder(s) by issuing the Brief Order of Acceptance (BOA)/SAP PO. The issue of Brief
Order of Acceptance/SAP PO will constitute the formation of the Order.

19.2. The contractual Delivery Schedule shall commence from the date of Brief Order of
Acceptance/SAP PO.

19.3. The BOA/SAP PO will contain the price, delivery and other salient commercial terms
and conditions. Bidder will be required to confirm receipt of the same by returning
SAP Order duly counter signed and stamped by the bidder as a token of Acceptance
within a maximum of 7 days to Owner, failing which the same shall be deemed as
accepted.

20. INDEPENDENT EXTERNAL MONITORS (IEMS):
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In respect of this Tender, the Independent External Monitor (IEM) would be monitoring
the Bidding Process and execution of Agreement to oversee implementation and
effectiveness of the Integrity Pact Program.

NALCO has a panel of Independent External Monitor (IEM), the details are as
follows:

(i) Mr. Hare Krushna Das, IAS (retd.)
House No. 829, Sector-8
Gandhinagar, Gujarat - 382007
Email: hkdash184@hotmail.com

(ii) Mr. Prashant Kumar Jha, IFoS (Retd.)
Plot No. 170 (Upper Unit)
Prashasan Nagar, Jubilee Hills
Hyderabad - 500110
Email: pkjhaforest@yahoo.co.in

(iii) Mr. N. Shanker Reddy, IPS (Retd.)
H.No. 6-5-232-1, BRINDAVANAM
80 Feet Road, Venkat Rao Nagar, Ram Nagar (PO)
Anantapur - 515004, Andhra Pradesh
Email: shankerreddyips@gmail.com
Note:-

i. Bidder may write to the IEM through Email (provided in the tender) for their
grievances if any, giving details of the tender reference, name of the tender issuing
officer and Nalco’s unit for quick identification of the tender by the IEM.

ii. Only representation in respect of Integrity Pact need to be addressed to the IEMs and
no query regarding tender terms and conditions should be address to the IEMs.

iii. Any clarification regarding the tender details and terms & conditions should be
addressed to NALCO's officials as per details given in tender documents.

The Format of the Integrity Pact to be signed and submitted by the Bidders is enclosed
with this ITB.

21. ANTI-PROFITEERING PROVISIONS:

Anti-profiteering provisions mandates that any reduction in tax rates or benefits
of input tax credits be passed on to the consumer by way of commensurate
reduction in prices. Bidders) to take note of the same and pass on such benefits to
NALCO while quoting their price as well as during execution of the Contract. The
Contractor shall submit a certificate under Section 171 of CGST Act, before or at the
time of submitting the final bill to the effect that anti profiteering measure has been
complied with. The certificate should contain the clause “Commensurate benefit of
reduction in rate of tax or benefit of input tax credit in the Order/ Contract No.
wrvssrmerness Q. cooseeenneee. has been passed on to NALCO.

22. PURCHASE PREFERENCE & MAKE IN INDIA:

Any guideline issued by Government regarding purchase preference to be followed.
Presently MSME/ start-ups are eligible for purchase preference. Guidelines for MSME
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/ start-ups shall be as per the prevailing Govt Guidelines. The brief guidelines are
attached at ANNEXURE-XI

23. Government of India’s present guidelines on procurement policy for “Make in India” shall
be as per the prevailing guidelines. The brief guidelines are attached at ANNEXURE-XI.

24. DEFINITIONS

These definitions are in addition to the definitions mentioned in Nalco’s General Purchase
Conditions:

25.

Vi.

Vii.

“NALCO" means M/s National Aluminium Company Limited having its registered
office at NALCO BHAWAN, P-1 Nayapalli, Bhubaneshwar-751 013, Odisha, and
includes its successors and assignees.

"Supplier/Vendor/ Seller " means any person, company, firm or body who is engaged
by NALCO, or to whom the Purchase Order or Brief Order of Acceptance is issued by
NALCO, for supply of goods / equipment/materials and/or rendering of services, as
applicable, and includes its successors and assignees.

"Bidder/Tenderer" means any person, company, firm or body who submits their Offer
against a Tender/ Bidding Document issued by NALCO.

“Tender Document” / "Bidding Document " means the document published by NALCO in the
CPP Portal and/or in NALCO's web site and/or issued by NALCO to Bidder, including all the
documents listed therein, and any subsequent addenda / amendments issued by NALCO,
based on which Offer is to be submitted by the Bidder.

"Bid/Offer" means the proposal or Offer submitted by Bidder against a Tender Document/
Bidding Document to supply goods and/or materials, and/or render services, strictly in
accordance with the provisions of the Tender Document/Bidding Document.

Engineer-in-Charge shall mean the Engineer-in-charge at Site nominated by Owner.

“Instructions to Bidders” (ITB) shall mean the documents describing the manner in which
the Bidder shall prepare and submit his Bid / Offer.

The definitions shall apply to all the expressions defined above whether expressed wholly
in capitals or partly in capital or with the first letter in capital or wholly in ordinary letters.
Unless otherwise specifically stated, the masculine gender shall include the feminine and
neuter genders and vice-versa, and the singular shall include the plural and vice-versa.

INTERPRETATION OF CONTRACT DOCUMENTS

25.1

25.2.

. The several Contract Documents forming the Contract (SAP Purchase Order) are

to be read together as a whole and are to be taken as mutually explanatory.

Should there be any doubt or ambiguity in the interpretation of the Contract
documents or in any of them, the Supplier shall, prior to commencing the relative
supply or work under the Contract, apply in writing to Owner for resolution of the
doubt or ambiguity. Should the Supplier fail to apply to Owner within 7 days from
the date of receipt of the Purchase Order for its clarification as aforesaid, the
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Supplier shall perform the relative work and/or make the relative supply at his
own risk and cost and in full compliance with the Purchase Order.

25.3. Clause headings given in this or any other Contract Documents are intended only
as a general guide for convenience in reading and segregating the general subject
of the various clauses, but shall not govern the meaning or import of the clauses
there under appearing or confine or otherwise affect the interpretation thereof.

25.4. Subject to the above provisions, if conflicts between the documents comprising
the Contract (arise, the following shall prevail in the order stipulated below:

i. SAP PO
ii. Addenda / Corrigenda to the Tender
iii. Technical Specifications
iv. Applicable Codes and Standards
v. Special Purchase Conditions
vi. Instructions to Bidders
vii. General Purchase (Indigenous)
viii. Other documents
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ENCLOSED 70 ITB (INSTRUCTION TO BIDDERS) ARE THE VARIOUS DOCUMENTS AS
DESCRIBED BELOW

ANNEXURE-A

PROFORMA OF DECLARATION OF SUSPENSION/BANNING/BLACKLISTING

NIT No: NBC/MM/NIT/E-Cloud/2026-27

ITEM: Migrate and upgrade the NIC’s developed e-Office application on CLOUD environment

In the case of a Proprietary Concern:

| hereby declare that neither | in my personal name or in the name of my Proprietary concern
M/s. .......... which is submitting the accompanying Bid / Tender nor any other concern in
which | am proprietor nor any partnership firm in which | am involved as a Managing Partner
are currently placed on Suspension/banning/blacklisting declared by Nalco, except as
indicated below:

(Give particulars of Suspension/banning/blacklisting and in absence thereof state “NIL”).

|, hereby do further declare that the following notice(s) have hitherto been issued against
proposed action for Suspension/banning/balcklisting and/or the following action for
Suspension/banning/balcklisting has hitherto been taken, as the case may be, by Nalco in
my personal name or in the name of any proprietary concern of mine or against any
partnership firm of which | was or am the managing partner.

No. and Date of Show-cause

Period of Suspension/banning/blacklisting
Present Status

Notice of Suspension/banning/blacklisting

(State ‘NONE’ if there is no such notice or action).

In the case of a Partnership Firm

We, hereby declare that neither we, M/s. ............... submitting the accompanying Bid /
Tender nor any partner involved in the management of the said firm either in his individual
capacity or as proprietor of any concern or as partner of any firm in which he/she was a
Managing Partner, are currently placed on Suspension/banning/blacklisting declared by
Nalco, except as indicated below:

(Give particulars of Suspension/banning/blacklisting and in absence thereof state “NIL”).
We_____________herebyfurther declare that the following notice(s) have hitherto been issued

against proposed action for Suspension/banning/blacklisting and or the following action for
Suspension/banning/blacklisting has hitherto been taken as the case may be, by Nalco
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against the above firm or any partner involved in the management of the firm in his individual
capacity or as proprietor of any concern or as Managing Partner of any firm.

No. and Date of Show-cause

Period of Suspension/banning/blacklisting
Present Status

Notice of Suspension/banning/blacklisting

(State ‘NONE'’ if there is no such notice or action).

In the case of Company

We hereby declare that we are not currently placed on any Suspension/banning/blacklisting
declared by Nalco, except as indicated below:

(Give particulars of Suspension/banning/blacklisting and in absence thereof state “NIL").

_____________ hereby do further declare that the following notice(s) have hitherto been
issued against proposed action for Suspension/banning/blacklisting and / or the following
action for Suspension/banning/blacklisting has hitherto been taken, as the case may be, by
Nalco against the Company.

No. and Date of Show-cause

Period of Suspension/banning/blacklisting
Present Status

Notice of Suspension/banning/blacklisting

(State ‘NONE’ if there is no such notice or action).

It is understood that if this declaration is found to be false in any particular, NALCO, shall
have the right to reject my / our bid, and, if the bid has resulted in a contract, the contract is
liable to be terminated.

Place: . Signature of the Bidder.........

Date: . Name of the Signatory ..........
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ANNEXURE-B

LIST OF APPROVED BANKS

1. LIST OF PSU BANKS

Sl. No | Name of the Bank
1 Bank of Baroda
2 Bank of India
3 Bank of Maharashtra
4 Canara Bank
5 Central Bank of India
6 Indian Bank
7 Punjab & Sind Bank
8 Punjab National Bank
9 State Bank of India
10 UCO Bank
n Union Bank of India

2. LIST OF PRIVATE BANKS

Sr. No | Name of the Bank

1 HDFC Bank Ltd.

2 ||cICl Bank Ltd.

3 |Axis Bank Ltd.

4 |Kotak Mahindra Bank Ltd.

9 Nes Bank

6 |indusind Bank Ltd.

7 IThe Federal Bank Ltd.

8 The Jammu & Kashmir Bank Ltd.
9  The South Indian Bank Ltd.
10 The Karur Vysya Bank Ltd.

11 IThe Karnataka Bank Ltd.

12 |IDFC Bank
13 |RBL Bank
14 Tamilnadu Mercantile Bank Ltd.
15 [City Union Bank Ltd.

16 IDBI Bank
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3. LIST OF FOREIGN BANKS

Sr. No. Name of the Bank BIC

1 Abu Dhabi Commercial Bank Limited ADCB AE AA
2 Australia & New Zealand Banking Group Limited ANZB AU 3M
3 Bank of America NA BOFA US 3N
4 Bank of Bahrain and Kuwait B.S.C. BBKU BH BM
5 Bank of Ceylon BCEY LK LX
6 Barclays Bank PLC BARC GB 22
7 BNP Paribas BNPA FR PP
8 Citibank N.A. CITIUS 33
9 Commonwealth Bank of Australia CTBA AU 2S5
10 Credit Agricole Corporate & Investment Bank BSUI FR PP
1 Credit Suisse AG CRESCH 7z
12 DBS Bank Ltd. DBSS SG SG
13 Deutsche Bank AG DEUT DE FF
14 Doha Bank DOHB QA QA
15 FirstRand Bank Ltd. FIRN ZA JJ
16 Industrial Bank of Korea IBKO KR SE
17 Industrial & Commercial Bank of China Limited ICBK CN BJ
18 JP Morgan Chase Bank CHAS US 33
19 KEB Hana Bank KOEX KR SE
20 Krung Thai Bank Public Company Ltd. KRTH TH BK
21 Mashregbank PSC BOML AE AD
22 Mizuho Bank Ltd. MHCB JP JT
23 National Australia Bank Ltd. NATA AU 33
24 Sherbank SABR RU MM
25 Shinhan Bank SHBK KR SE
26 Societe Generale SOGE FR PP
27 Sonali Bank Ltd. BSON BD DH
28 Standard Chartered Bank SCBL GB 2L
29 Sumitomo Mitsui Banking Corporation SMBC JP JT
30 The Bank of Nova Scotia NOSC CATT
31 The Bank of Tokyo-Mitsubishi UFJ, Ltd. BOTK JP JT
32 The Hongkong and Shanghai Banking Corp.Ltd. HSBC HK HH
33 The Royal Bank of Scotland PLC RBOS GB 2L
34 United Overseas Bank Ltd. UOVB SG SG
35 Westpac Banking Corporation WPAC AU 2F
36 Woori Bank HVBK KR SE
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ANNEXURE-C

DECLARATION BY THE BIDDER

NIT No: NBC/MM/NIT/E-Cloud/2026-27
ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

We.....cocrm.. (Name of Bidder) hereby represent that we have gone through and understood
the Tender (including but not limited to) the Technical requirements & Technical
Specifications and Commercial requirements, and that our Bid has been prepared
accordingly in compliance with the requirements stipulated in the said documents.

SIGNATURE OF BIDDER:

NAME OF BIDDER:

COMPANY SEAL:

NOTE: This declaration should be signed by the Bidder’s representative who is authorized to
sign the Bid.
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ANNEXURE-D

PRE CONTRACT INTEGRITY PACT

NIT No: NBC/MM/NIT/E-Cloud/2026-27
ITEM: Migrate and upgrade the NIC's developed eOffice application on CLOUD environment

General
This pre-bid pre-contract Agreement (hereinafter called the Integrity Pact) is made on

day of the month of 2026, between, on one hand, the National Aluminium

Company Limited (NALCO), a company registered under the Companies Act 1956 and a
Government of India Enterprise, having its Registered Office at NALCO Bhawan, P/1, Nayapalli,
Bhubaneswar- 751013,0disha, India (referred to as NALCO) acting through Shri (with

designation of the Officer) (hereinafter called the “BUYER”, which expression shall mean and

include, unless the context otherwise requires, his successors in office and assigns) of the

First Part and M/s. represented by Shri , Chief Executive Officer

(hereinafter called the “BIDDER / Seller” which expression shall mean and include, unless the
context otherwise requires, his successors and permitted assigns ) of the Second Part.
WHEREAS the BUYER proposes to procure and the BIDDER/Seller is

willing to offer/has offered the stores and

WHEREAS the BIDDER is a private company / public company /Government undertaking/
partnership /registered export agency, constituted in accordance with the relevant law in the
matter and the BUYER is a Company under the administrative control of the Ministry of Mines,
Govt. of India.

NOW THEREFORE

To avoid all forms of corruption by following a system that is fair, transparent and free from
any influence / prejudiced dealings prior to during and subsequent to the currency of the
contract to be entered into with a view to :-

Enabling the BUYER to obtain the desired said stores/equipment at a competitive price in
conformity with the defined specifications by avoiding the high cost and the distortionary
impact of corruption on public procurement, and

Enabling BIDDERs to abstain from bribing or indulging in any corrupt practice in order to
secure the contract by providing assurance to them that their competitors will also abstain
from bribing and other corrupt practices and the BUYER will comment to prevent corruption,
in any form, by its officials by following transparent procedures.

The parties hereto hereby agree to enter into this Integrity Pact and agree as follows:
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Commitments of the BUYER

1.1

1.2

1.3

The BUYER undertakes that no official of the BUYER, connected directly or indirectly
with the contract, will demand, take a promise for or accept, directly or through
intermediaries, any bribe, consideration, gift, reward, favour or any material or
immaterial benefit or any other advantage from the BIDDER, either for themselves or
for any person or organisation or third party related to the contract in exchange for an
advantage in the bidding process, bid evaluation, contracting or implementation
process related to the contract.

The BUYER will, during the pre-contract stage, treat all BIDDERs alike and will provide
to all BIDDERs the same information and will not provide any such information to any
particular BIDDER which could afford an advantage to that particular BIDDER in
comparison to other BIDDERs.

All the officials of the BUYER will report to the appropriate Government office any
attempted or completed breaches of the above commitments as well as any substantial
suspicion of such a breach.

In case any such preceding misconduct on the part of such official(s) is reported by the
BIDDER to the BUYER with full and verifiable facts and the same is prima facie found to
be correct by the BUYER, necessary disciplinary proceedings, or any other action as
deemed fit, including criminal proceedings my be initiated by the BUYER and such a
person shall be debarred from further dealings related to the contract process. In such
a case while an enquiry is being conducted by the BUYER the proceedings under the

contract would not be stalled.

Commitments of BIDDERs

3.

3.1

3.2

The BIDDER commits itself to take all measures necessary to prevent corrupt practices,
unfair means and illegal activities during any stage of its bid or during any pre-contract
or post-contract stage in order to secure the contract or in furtherance to secure it and
in particular commit itself to the following :-

The BIDDER will not offer, directly or through intermediaries, any bribe, gift,
consideration, reward, favour, any material or immaterial benefit or other advantage,
commission, fees, brokerage or inducement to any official of the BUYER, connected
directly or indirectly with the bidding process, or to any person, organisation or third
party related to the contract in exchange for any advantage in the bidding, evaluation,
contracting and implementation of the contract.

The BIDDER further undertakes that it has not given, offered or promised to give,
directly or indirectly any bribe, gift, consideration, reward, favour, any material or

immaterial benefit or other advantage, commission, fees, brokerage or inducement to
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3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.1

3.12.

any official of the BUYER or otherwise in procuring the Contract or forbearing to do or
having done any act in relation to the obtaining or execution of the contract or any other
contract with the Government for showing or forbearing to show favour or disfavour to
any person in relation to the contract or any other contract with the Government.
BIDDERSs shall disclose the name and address of agents and representatives and Indian
BIDDERs shall disclose their foreign principals or associates.

BIDDERs shall disclose the payment to be made by them to agents / brokers or any
other Intermediary, in connection with this bid / contract.

The BIDDER, either while presenting the bid or during pre-contract negotiations or
before signing the contract, shall disclose any payments he has made, is committed to
or intends to make to officials of the BUYER or their family members, agents, brokers
or any other intermediaries in connection with the contract and the details of services
agreed upon for such payments.

The BIDDER will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting
and implementation of the contract.

The BIDDER will not accept any advantage in exchange for any corrupt practice, unfair
means and illegal activities.

The BIDDER shall not use improperly, for purposes of competition or personal gain, or
pass on to others, any information provided by the BUYER as part of the business
relationship, regarding plans, technical proposals and business details, including
information contained in any electronic data carrier. The BIDDER also undertakes to
exercise due and adequate care lest any such information is divulged.

The BIDDER commits to refrain from giving any complaint directly or through any other
manner without supporting it with full and verifiable fact.

The BIDDER shall not instigate or cause to instigate any third person to commit any of
the actions mentioned above.

If the Bidder or any employee of the Bidder or any person acting on the behalf of the
Bidder, either directly or indirectly, is a relative of any of the officers of the Buyer, or
alternatively, if any relative of an officer of the Buyer has financial interest/stake in the
Bidder's firm, the same shall be disclosed by the Bidder at the time of filing of tender.
The term “relative” for this purpose would be as defined in Section 6 of the Companies
Act 1956.

The Bidder shall not lend to or borrow any money from or enter into monetary dealings

or transactions, directly or indirectly, with any employee of the Buyer.
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3.13

4.2.

Bidder(s)/ Contractor(s) who have signed the integrity pact shall not approach the
courts while representing the matter to IEMs and shall wait for their decision in the
matter.

Previous Transgression

The Bidder declares that no previous transgression occurred in the last three years

immediately before signing of this integrity Pact, with any other company in any country

in respect of any corrupt practices envisaged hereunder or with any Public Sector

Enterprise in India or any Government Department in India that could Justify Bidder’s

exclusion from the tender process.

The Bidder agrees that if it makes incorrect statement on this subject, Bidder can be

disqualified from the tender process or the contract, if already awarded, can be

terminated for such reason.

Sanctions for Violations :

Any breach of the aforesaid provisions by the BIDDER or any one employed by it or

acting on its behalf (whether with or without the knowledge of the BIDDER) shall entitle

of the BUYER to take all or any one of the following actions, wherever required: -

(i) To immediately call off the pre-contract negotiations without assigning any
reason or giving any compensation to the BIDDER. However, the proceedings
with the other BIDDER(s) would continue.

(ii) The Earnest Money Deposit ( in pre-contract stage) and/or Security Deposit /
Performance Bond ( after the contract is signed) shall stand forfeited either
fully or partially, as decided by the BUYER and the BUYER shall not be required
to assign any reason therefore.

(iii) To immediately cancel the contract, if already signed, without giving any
compensation to the BIDDER.

(iv) To recover all sums already paid by the BUYER, and in case of an Indian BIDDER
with interest thereon at 2% higher than the prevailing Prime Lending Rate of
State Bank of India, while in case of a BIDDER from a country other than India
with interest thereon at 2% higher than the LIBOR. If any outstanding payment
is due to the BIDDER from the BUYER in connection with any other contract for
any other stores, such outstanding payment could also be utilized to recover the
aforesaid sum and interest.

(v) To en-cash the advance bank guarantee and performance bond / warranty bond,
if furnished by the BIDDER, in order to recover the payments, already made by

the BUYER, along with interest.
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5.2

5.3

6.2

6.3

6.4

6.5

(vi) To cancel all or any other Contracts with the BIDDER. The BIDDER shall be liable
to pay compensation for any loss or damage to the BUYER resulting from such
cancellation / rescission and the BUYER shall be entitled to deduct the amount
so payable from the money(s) due to the BIDDER.

(vii)  To debar the BIDDER from participating in future bidding processes of NALCO
for a minimum period of five years, which may be further extended at the
discretion of the BUYER.

(viii) Torecover all sums paid in violation of this Pact by BIDDER(s) to any middleman
or agent or broker with a view to securing the contract.

(ix) In cases where irrevocable Letters of Credit have been received in respect of
any contract signed by the BUYER with the BIDDER, the same shall not be
opened.

(x) Forfeiture of Performance Bond in case of a decision by the BUYER to forfeit the
same without assigning any reason for imposing sanction for violation of this
Pact.

The BUYER will be entitled to take all or any of the actions mentioned at para 5.1(i) to

(x) of this Pact also on the Commission by the BIDDER or any one employed by it or

acting on its behalf (whether with or without the knowledge of the BIDDER), of an

offence as defined in Chapter IX of the Indian Penal Code 1860 or Prevention of

Corruption Act, 1988 or any other statute enacted for prevention of corruption.

The decision of the BUYER to the effect that a breach of the provisions of this Pact has

been committed by the BIDDER shall be final and conclusive on the BIDDER. However,

the BIDDER can approach the independent Monitor(s) appointed for the purposes of this

Pact.

Independent External Monitors (IEMs):

The BUYER has a panel of Independent External Monitors (hereinafter referred to as

IEMs) for this Pact in consultation with the Central Vigilance Commission as mentioned

in NALCO's NIT/NALCO’s website (www.nalcoindia.com).

The task of the IEMs shall be to review independently and objectively, whether and to
what extent the parties comply with the obligations under this Pact.

The IEMs shall not be subject to instructions by representatives of the parties and
perform their functions neutrally and independently.

Both the parties accept that the IEMs have the right to access all the documents relating
to the project / procurement including minutes of meetings.

As soon as the IEM notices, or has reason to believe, a violation of this Pact, he will so

inform the Authority designated by the BUYER.
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6.6

6.7

6.8

10.
10.1

10.2

The BIDDER(s) accepts that the IEM has the right to access without restriction to all
Project documentation of the BUYER including that provided by the BIDDER. The BIDDER
will also grant the IEM, upon his request and demonstration of a valid interest,
unrestricted and unconditional access to his project documentation. The same is
applicable to Subcontractors. The IEM shall be under contractual obligation to treat the
information and documents of the BIDDER / Subcontractor(s) with confidentiality.

The BUYER will provide to the IEM sufficient information about all meetings among the
parties related to the Project provided such meetings could have an impact on the
contractual relations between the parties. The parties will offer to the IEM the option to
participate in such meetings.

The IEM will submit a written report to the designated Authority of BUYER / Secretary
in the Department / within 8 to 10 weeks from the date of reference or intimation to his
by the BUYER / BIDDER and should be occasion arise, submit proposals for correcting
problematic situations.

Facilitation of Investigation:

In case of any allegation of violation of any provisions of this Pact or payment of
commission, the |IEMs shall be entitled to examine all the documents including the
Books of Accounts of the BIDDER and the BIDDER shall provide necessary information
and documents in English and shall extend all possible help for the purpose of such
examination.

Law and Place of Jurisdiction:

This Pact is subject to Indian Law. The place of performance and jurisdiction is the seat
of the BUYER.

Other Legal Actions:

The actions stipulated in this Integrity Pact are without prejudice to any other legal
action that may follow in accordance with the provisions of the extant law in force
relating to any civil or criminal proceedings.

Validity:

This Pact begins when both parties have legally signed it. It expires for the Contractor
12 months after the last payment under the contract, and for all other Bidders 6 months
after the contract has been awarded. If any claim is made/lodged during this time, the
same shall be binding and continue to be valid despite the lapse of this pact as specified
above, unless it is discharged/ determined by CMD,NALCO.

Should one or several provisions of this Pact turn out to be invalid, the remainder of
this Pact shall remain valid. In this case, the parties will strive to come to an agreement

to their original intentions.
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11. If the bidder/ Contractor is a partnership or a consortium, this agreement must be

signed by all partners or consortium members

12. The parties hereby sign this Integrity Pact at on
For & on behalf of For & on behalf of
BUYER BIDDER
Name of the Officer:
Designation:
Company: NALCO
Official Seal
Witness Witness
1 1
2 2
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ANNEXURE-E

AGREED TERMS & CONDITIONS (ATC)

NIT No: NBC/MM/NIT/E-Cloud/2026-27
ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

BIDDER's NAME: M/s.

Bidder's Offer Ref. No. Dated _____________
Tel No.: Fax No.:

Contact Person:

E-Mail: Mobile No:

)

2)

3)

DULY SIGNED & STAMPED COPIES OF THIS PRE-FILLED "QUESTIONNAIRE" SHALL BE
ENCLOSED WITH UNPRICED QUOTATION.
FAILURE ON THE PART OF BIDDER IN NOT RETURNING THIS DULY FILLED-UP
“QUESTIONNAIRE WITH ALL THE SETS OF UNPRICED QUOTATION AND/OR SUBMITTING
INCOMPLETE REPLIES MAY LEAD TO REJECTION OF BIDDER'S QUOTATION".

ALL THE COMMERCIAL TERMS AND CONDITIONS SHALL BE INDICATED BY VENDOR IN
THIS FORMAT ONLY AND NOWWHEREELSE IN HIS QUOTATION. HOWEVER, IN CASE THE
SPACE FOR VENDOR'S REPLY IS NOT SUFFICIENT AGAINST A PARTICULAR QUESTION, THE
VENDOR SHALL FURNISH SAME BY WAY OF SEPARATE ANNEXURE ATTACHED TO THIS
QUESTIONNAIRE, INDICATING CROSS-REFERENCE OF RESPECTIVE CLAUSES.

(i) Any variation in GST at the time of supplies for

ZE DESCRIPTION BIDDER’'S CONFIRMATION
Prices have been quoted in the price bid format
la (BOQ) clearly stating the values in each applicable | Confirmed
cell.
1.b Specify Despatch Point.
l.c Transit risk insurance shall be covered by the | Confirmed
Vendor and the same shall be included in the
quoted prices.
2.a GST applicable on Goods: i. Mentioned in Appendix -1
(i) HSN (Harmonized System Nomenclature) No. to this ATC
(ii) Present rate of GST ii. Mentioned in Appendix -1
to this ATC
2.b The GST Amount shall be released only on receipt .
of GST Invoice Confirmed
2.c Only statutory variations, if any, in the present rate
of
GST shall be reimbursed as under:
(i) Any statutory increase in the GST or any new
or additional taxes or duties imposed within | Confirmed
the Contractual delivery date or extended
contractual delivery date shall be to Nalco’s
account whereas if it is after Contractual
delivery date it shall be to BIDDER'S account.
Any corresponding decrease on account of
above shall be passed on to Nalco. Confirmed
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SR.
NO.

DESCRIPTION

BIDDER’S CONFIRMATION

any reasons other than statutory including
variations due to turnover shall be borne by
BIDDER.

(iii) In case of GST or any taxes or duties is not
applicable at present but becomes applicable
at the time of contractual delivery period due
to any reasons other than statutory, the same
shall be borne by BIDDER.

Confirmed

Price Reduction Schedule

(i) Confirm Acceptance to PRS clause as per
Nalco’s GPC and SPC

(ii)However, please note that % of Price
Reduction mentioned in Clause No. 23 (i) of
GPC has been revised to %2 % of total order
value per week of delay or part thereof,
subject to a maximum of 5% of total order
value. As mentioned in SPC.

i. Confirmed

ii. Confirmed

Delivery Period:
Please confirm acceptance to delivery period as
stipulated in the Tender.

Delivery period will be reckoned from the date of
SAP PO.

Confirmed

Confirmed

Payment Terms:

Please confirm acceptance to following:
Acceptance of applicable Payment terms as
mentioned in SPC

Confirmed

6.a.

MSE Bidder:

(i) Confirm whether the bidder is an MSE bidder
or not

(ii) Confirm that you have attached the copy of
certificate of registration with any one of the
agencies stated in the tender document and
specified by Ministry of MSME indicating
details of the particular tendered item along
with your bid to avail the benefits/preference
to MSEs

(iii)  If bidder is MSE bidder; Confirm whether
bidder is SC/ST owned MSE bidder.

(iv)  If bidder is MSE bidder; Confirm whether
bidder is Women owned MSE bidder

(v) Confirm that you have attached the copy of the
SC/ST certificate issued by District Authority.

(vi)  Confirm that you have furnished UAM

i. YES/NO
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SR.
NO.

DESCRIPTION

BIDDER’S CONFIRMATION

(Udyog Adhar memorandum) number

Contract cum Performance Bank Guarantee:

Vendor shall submit Contract Performance
Bank Guarantee for 10% of total order value as
per SPC and as per Nalco’s format enclosed
with the Tender.

Confirmed

Firmness of prices:

Quoted prices shall remain Firm and Fixed till
complete execution of the Order without any
escalation for any reason whatsoever.

Confirmed

10

10.a

Testing and Inspection charges:

All testing and inspection charges as per Tender
are included in quoted prices, and no Additional
charges shall be paid by Owner.

Confirmed

10.b

Quoted prices are:

(i) Inclusive of charges for all facilities required
for testing, and charges for all inspection & all
testing specified in the technical specifications
and documents enclosed with the tender.

(ii) Inclusive of other parameters if mentioned
in the scope or technical specification

i. Confirmed

ii. Confirmed

[l

Validity:

(i) Validity of the offer shall be as per ITB. (i.e. 4
months from the due date, or extended due
date if any, for submission of bids).

Confirmed

12

GUARANTEE PERIOD:
As per specifications mentioned in the tender
document

Confirmed

13

Confirm acceptance to SA 8000 questionnaire.

Confirmed

14

Confirm that the Proforma of Declaration of
Suspension/banning/blacklisting has been
attached as Annexure to ITB.

Confirmed

15

Deviations to Terms & Conditions shall lead to
rejection of offer. Please confirm acceptance.

Confirmed

16

Bidder to indicate the complete name and address
on which order to be placed by Nalco (in the event
of an order)

17.

Printed terms and conditions, if any, appearing in
quotation, shall not be applicable. In case of
contradiction between the confirmations given
above and terms & conditions mentioned
elsewhere in the offer, the confirmation given
above in this ATC shall prevail.

Confirmed
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SR.
NO.

DESCRIPTION

BIDDER’S CONFIRMATION

18.

(i) Bidder to confirm whether they will avail
Purchase Preference linked with Local Content
mentioned in ITB

(i) If Yes, Bidder to confirm Declaration Form for
availing purchase preference is submitted.

i. YES/NO

19.

Confirm Acceptance of all other terms &

conditions as

per attached:

a) Notice Inviting Tender (NIT)

b) General Purchase Conditions (Indigenous)

c) Special Purchase Conditions (SPC)

d) Instructions to Bidders (ITB)

e) Integrity Pact.

f) Technical specifications

g) Service Level Agreement, Special conditions
of contract and Deliverables

a) Confirmed
b) Confirmed
c) Confirmed
d) Confirmed
e) Confirmed
f) confirmed

20.

Bidder to note & take cognizance of the following
List of Govt. Guidelines for public procurement
(issued by GOI).

a) Restrictions under Rule 144(xi) of the GFR
2017-DOE OM No.6/18/2019-PPD dated
23.07.2020.

b) PPP-MIl Order,2017 revision dated 16.09.2020
(Latest)

c) OM dated 24.08.2020.

a) Confirmed

b) Confirmed

¢) Confirmed

21.

a) Bidder to also note & take cognizance of the
GUIDELINES FOR ELIGIBILITY OF A “BIDDER
FROM A COUNTRY WHICH SHARES A LAND
BORDER WITH INDIA”, attached with this ITB.

b) Bidder to confirm that they have submitted the
duly signed and stamped certificates
(CERTFICATE REGARDING COMPLIANCE),
mentioned in the above referred document,
with their techno-commercial unpriced bid,
failing which the bid is liable for rejection. The
certificates need to be signed by the duly
authorized signatory of the bidder.

a) Confirmed

b) Confirmed

22.

Bidder to submit the Declaration / information for
deduction of tax at source u/s 194Q of Income Tax
Act, 1961 as per the draft enclosed with this ITB.

Submitted

BIDDER'S SIGNATURE & DATE; ====--=—----

SEAL & STAMP

Page 33 of 134




APPENDIX-1TO ABOVE ATC (AGREED TERMS AND CONDITIONS)

TAXES AND DUTIES FORMAT FOR BIDDERS

NIT No: NBC/MM/NIT/E-Cloud/2026-27

ITEM: Migrate and upgrade the NIC's developed eOffice application on CLOUD environment

NAME OF BIDDER:

VENDOR OFFER REF.

The salient features of the offer are as below:

SPECIFY DESPATCH POINT
GSTIN NO. OF DESPATCH POINT

SPECIFY INVOICING PLACE
GSTIN NO. OF INVOICING PLACE

o> win o

PACKING & FORWARDING, TRANSIT
INSURANCE CHARGES AND
BUYBACK PRICE

INDICATED CLEARLY IN THE PRICE BID
FORMAT

6. FREIGHT CHARGES EXTRA UPTO
DELIVERY SITE ON QUOTED BASIC
PRICE

INDICATED CLEARLY IN THE PRICE BID
FORMAT

7. HSN CODE OF GOODS

8. GST APPLICABLE ON QUOTED FOT
DESPATCH POINT PRICES
CGST plus SGST () /IGST ()

() WHICH IS APPLICABLE

wree 7o (INDICATED CLEARLY IN THE
PRICE BID FORMAT)

9. CURRENCY OF QUOTE

INR

10. INDICATE ANY OTHER GOVERNMENT
TAX/LEVY APPLICABLE AND ITS
RATES.

BIDDER'S SIGNATURE & DATE:

SEAL/STAMP:
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APPENDIX-2 TO ATC

CONTACT DETAILS OF VENDOR

NIT No: NBC/MM/NIT/E-Cloud/2026-27

ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

Bidder's Offer Reference No.: Bidder's Name:

Bidder's Address: -—------——— -~ -
City------- --———--- PIN--------——-- State---------
Phone---------——-———ooe - Fax--------------

Please fill up the details below:

Designation Name Telephone Nos. Mobile Nos.

E-mail IDs

CEO/CMD

Country Manager

Area Manager

Marketing
Manager

Sales - Head

Contact Person(s)
for this Tender

Contact Person at
Bhubaneswar, if
any

Note:

1. Designations are indicative only. Actual designations may please be mentioned.
2. All the concerned persons in the hierarchy must appear in the above list.
3. In case of multiple phone nos., mobile nos., e-mail IDs, the same may also please be

given.

Signature of the bidder
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APPENDIX-3 TO ATC
VENDOR BANK MANDATE

On the Letterhead of the Vendor/ Contractor / Supplier

N.B: RTGS/ NEFT charges, if any, are to be borne by the party.
Bank MANDATE FORM for e-payment
(To be submitted in Duplicate)

To
National Aluminium Company Limited,

(respective Unit address of NALCO)

Dear Sir,
Sub: Authorization for release of payment due from NALCO, . . (respective unit
address) through e-mode facilities of RTGS/NEFT/Internet Banklng

Refer Order No.... .. dt ...... and/or Tender/Enquiry/Letter No.... . dt ..
(Please fill in the |nformat|on in CAPITAL LETTERS. Please TICK wherever |t is appllcable)

1.  Name of the Party
2. Address of the party

City: ......... Pin Code: .............

E- mall |d -

Permanent Account Number
3. Particulars of Bank:

Bank Name Branch Name

Branch Place Branch City

Pin Code Branch Code | | |
MICR No. | | | | | |
Account Type \ Savings \ Current Cash Credit
Account Number (as appearing in
the Cheque Book)

(9 Digits code number appearing on the MICR Band of the cheque supplied by the Bank.
Please attach Xerox copy of a cheque of your bank for ensuring accuracy of the bank name,
branch name and code number)

IFSC Code I 1 [ | |

4. Date from which the mandate should be effective:

| hereby declare that the particulars given above are correct and complete. If any
transaction is delayed or not effected for reasons of incomplete or incorrect information,
| shall not hold National Aluminium Company Limited responsible. | also undertake to
advise any change in the particulars of my account to facilitate updation of records for
purpose of credit of amount through Internet/RTGS/NEFT.

Place:

Date:
Signature of the party/Authorized Signatory

Certified that particulars furnished above are correct as per our records.

Bank’s Stamp:
Date: (Signature of the Authorized Official from the Banks)
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APPENDIX-4 TO ATC

DECLARATION BY THE BIDDERS REGARDING NON-TAMPERING OF TENDER DOCUMENTS

NIT No: NBC/MM/NIT/E-Cloud/2026-27
ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

Bidder's Offer Reference No.:

The bidder declares that none of the Tender documents have been tampered with. In case
of tampering of tender documents, the bid shall be rejected outright and EMD (if applicable)
forfeited without prejudice to any other rights or remedies available to Nalco

BIDDER'S NAME:
AUTHORIZED PERSON:
TITLE:

SIGNATURE:

DATE:

COMPANY STAMP
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NIT No: NBC/MM/NIT/E-Cloud/2026-27

ANNEXURE-F

SOCIAL ACCOUNTABILITY 8000 COMPLIANCE FORMAT

ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

A.

Basic information

Name of the
organization

Address

Telephone No

Name of the Proprietor

Nature of Business

License Number and
date of expiry

Workmen (Total

Employees Staff (Total Number) Number)
e Permanent
e Casual
o Badli
e Temporary
o Contracted
Information regarding Social Accountability
What is the minimum age required to join ~ ___________ Years
your organization?
What types of certificates (Like mark sheet, Original
Copy/Xerox
birth certificate) you keep with you?
Do you require to keep any kind of deposit Yes/No
inform of cash at the time of employment?
Do you provide safe & healthy work environment Yes/No

as per statutory requirement?
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If directly not provided by you, do you get Yes/No

health & safety benefits from NALCO?

Are you certified for SA 80007 Yes/No

If Yes, please submit a copy of SA8000 Certificate along with this

filled up questionnaire

Have you undergone Code of Conduct Audit (COC Audit) Yes/No
in last 2 years?

If yes, please submit a copy of Code of Conduct Audit Report

along with this filled up questionnaire

Have your sub-suppliers been certified for SA 80007?
Yes/No

Have your sub-suppliers undergone Code of Conduct Audit
Yes/No

(COC Audit) in last 2 years?

Do you provide personal protective equipment(s) Yes/No

to your employees free of cost?

Do you provide safety training to your employees? Yes/No
Do you ensure canteen facility for your employees? Yes/No
If not, do you get the facilities from NALCO Yes/No

What types of medical benefits you provide to your employees?

Do you allow trade union and collective bargaining in your organization?
Yes/No

If no, how do you ensure freedom of expression?
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In case of non-performance of any employee, how do you deal with such situations?

What are the procedures of hiring/promotion/ remuneration in your organization?

Do you provide appointment letter to your employees?
Yes/No

Do you maintain a documented terms and conditions
Yes/No

of employment?

Do you maintain a disciplinary procedure?
Yes/No

If no, how do you terminate your employee?

How do you ensure that your employees are not discrimination on the basis of cast
creed, gender, religion, age and dieses?

How many shift you have? shifts
What is the official working time?  _______ hours
Which day is off day in your organization?

In case, a person works in off day or holiday, how is he/she compensated?
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Do you pay overtime to your employees as per law?
Yes/No

What is the lowest amount (salary/wage) you pay to Rs.

/-

your employees?

Is there any case of deduction in wage?
Yes/No

In case, it is yes, what are the general reasons for such deduction?

Is there any apprentice period in your organization?
Yes/No

If yes, what is the apprentice period in your organization?

Do you have any international certification Yes/No

If yes, please specify

Do you receive, handle or promote goods and/or services Yes/No

from supplier/subcontractors or sub-suppliers

Do you receive, handle or promote goods and/or services Yes/No

from supplier/subcontractors or sub-suppliers who are
classified as home worker?

If yes, what steps you have taken to ensure that they get similar level of protection
as afforded to directly employed employees?

Have you taken care to look into issues related to child labor
Yes/No

Forced labor, health & safety, working hours and remuneration
of your suppliers

We do hereby declare that our organization is committed to social accountability. We
will promptly implement remedial/corrective actions identified against the
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requirement and promptly inform your organization. We also declare that the sub-
contractors / sub supplier's performances are monitored by us. Moreover, we declare
that if invited, we shall participate in awareness program as well as monitoring
program organized by you.

We declare that the above-mentioned information is correct.
Signature:
Designation:

Date Seal of the organization
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BANK GUARANTEE FORMATS

PROFORMA FOR BANK GUARANTEE FOR EARNEST MONEY DEPOSIT

(To be executed on non-judicial stamped paper of appropriate value)
B. G. No. Date:

. WHEREAS M/s National Aluminium Company Limited (A Government of India Enterprise),
having its Unit/Office at .......ccccccoererrerrnrernrerrenis (UNIT/OFFICE ADDRESS ISSUING THE TENDER)
(hereinafter called “The Company” which expression shall unless repugnant to the subject or
context includes its legal representatives, successors and assigns) has issued Tender paper
vide its Tender NO ......cccooveeeeeecreeeene (o | S {0 (hereinafter called “the
said tender”) to M/s. ..., (hereinafter called the said Tenderer(s)” which
expression shall unless repugnant to the subject or context includes their legal
representatives, successors and assigns and as per terms and conditions of the said tender,
the tenderer shall submit a Bank Guarantee for Rs. ................ (Rupees ... only) towards
earnest money in lieu of cash.

. WE Bank having its branch office at .................... do hereby undertake to pay the amount due
and payable under this guarantee without any demur, merely on a demand from the Company
stating that in the opinion of the company which is final and binding, the amount claimed is
due because of any withdrawal of the tender or any material alteration to the tender after
the opening of the tender by way of any loss or damage caused to or would be caused or
suffered by the Company by reason of any breach by the said tenderers(s) of any of the terms
and conditions contained in the said tender or failure to accept the Letter of Intent Agreement
or that the amount covered under this Guarantee is forfeited. Any such demand made on the
Bank by the Company shall be conclusive as regards the amount due and payable by the
Bank under this guarantee. However, our liability under this guarantee shall be restricted to
an amount not exceeding Rs.......... (Rupees .....couue.... only).

. We undertake to pay to the Company any money so demanded not withstanding any dispute
or disputes raised by the tenderer(s) in any suit or proceeding pending before any office,
court or tribunal relating thereto our liability under this present guarantee being absolute
and unequivocal. The payment so made by us under this bond shall be a valid discharge of
our liability for payment there under. Our liability to pay is not dependent or conditional on
the Company proceeding against the tenderer.

. The guarantee herein contained shall not be determined or affected or suspended by the
liquidation or winding up, dissolution or change of constitution or insolvency of the said
tenderer(s) but shall in all respect and for all purposes be binding and operative until
payment of all money due or liabilities under the said contract(s)/ Order(s) are fulfilled.

. WE ... Bank Ltd. further agree that the guarantee herein contained shall remain in full
force and effect during the period that would be taken for the finalization of the said tender
and that it shall continue to be enforceable till the said tender is finally decided and order
placed on the successful tenderer(s) and or till all the dues of the company under or by virtue
of the said tender have been fully paid and its claims satisfied or discharged or till a duly
authorised officer of the company certifies that the terms and conditions of the said tender
have been fully and properly carried out by the said tenderer(s) and accordingly discharges
the guarantee.
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6. That the Company will have full liberty without reference to us and without affecting this
guarantee to postpone for any time or from time to time. The exercise of any of the power of
the Company under the tender.

7. Notwithstanding anything contained herein before, our liability shall not exceed Rs.....................
(Rupees......eeeveeerecrennnes only) and shall remain in force till................. Unless a demand or claim
under this Guarantee is made on us within three months from the date of expiry, we shall be
discharged from all the liabilities under this guarantee.

8. We Bank further agree that this Guarantee shall be invocable at our place of
business at (Bank Name), (Branch name and address of the
branch), Bhubaneshwar, Odisha-751XXX.

9. We . Bank, lastly undertake not to revoke this guarantee during its currency except
with the previous consent of the Company in writing. We further undertake to keep this
Guarantee renewed from time to time on the request of Tenderer(s).

Date. ... Bank
Corporate Seal of the Bank By its constitutional
Attorney

Signature of duly Authorised person
On behalf of the Bank With seal & signature code

Details of Persons Issuing the BG:

Address for Correspondence; .............
Telephone & Fax No.

E-mail:

IFSC code

Note: BGs to be furnished from any of the approved banks of NALCO. Also adhere to below
Note.

Note:

Further, any domestic Guarantee issued by PSU Bank (or) Private Bank (or) Foreign Bank
operatingin in India must be operational and invocable in Bhubaneswar only. For Guarantee
to be operational in Bhubaneswar, the issuing Bank must designate a specified Bank Branch
in Bhubaneswar. Accordingly, the following clause has to be inserted in the existing BG
Format for EMD / SD / Contract / Advance Payment in the following style :

“We ______________ Bank further agree that this Guarantee shall be invocable at our
place of business af _____________ (Bank Name), (Branch Name and address

of the Branch), Bhubaneswar, Odisha 75Txxx”

In the case of Foreign currency BGs, the BG issuing Bank must have correspondent
relationship with State Bank of India.

Page 44 of 134



PROFORMA FOR CONTRACT CUM PERFORMANCE GUARANTEE BY SELLER/

CONTRACTOR.
(To be executed on non-judicial stamped paper of appropriate value)

1. WHEREAS National Aluminium Company Limited (A Government of India Enterprise) having
its Unit/Office at .............. (UNIT/OFFICE ADDRESS WHERE THE WORK IS EXECUTED)
(hereinafter referred to as “The Company” which expressions shall unless repugnant to the
subject or context includes its legal representatives, successors and assigns) has entered
into a contract With M/S...oooeeeeeeeeeeeene has placed a purchase order on M/s
............................... (hereinafter referred to as “Contractor(s) / Seller(s)” which expression shall
unless repugnant to the subject or context includes their legal representatives, successors
and assigns) for ..., (work/assignment description) on the terms and
conditions as set out inter alia, in the Company’s contract No./ P.0. No. .............. dated ............
and various documents forming part thereof hereinafter referred to as the “said contract”
which expression include all amendments, modifications and/ or variations thereto and
whereas the Contractor(s)/Seller(s) has agreed for due execution of the entire contract and
guarantees its performance including any parts executed through any other
agencies/subcontractors.

AND WHEREAS one of the conditions of the “said contract” is that contractor(s)/seller(s) shall
furnish to the Company a Bank Guarantee from a bank for ... % (.......... percent) of the total
value of the “said contract” against due and faithful performance of the “said contract”
including defect liability obligations and the performance guarantee obligations of the
contractor(s)/seller(s) for execution/ supplies made under the “said contract.”

2. We e Bank having its branch office at ... do hereby agree and
undertake to pay the amount due and payable under this guarantee without any demur
merely on a demand from the Company stating that in the opinion of the Company, which is
final & binding, the amount claimed is due by reason of default made by the
Contractor(s)/Seller(s) in performing any of the terms & conditions of the said Contract
including defect liability obligations, in fulfilling the performance guarantee obligation or loss
or damage caused to or would be caused to or suffered by the Company by reason of any
breach by the said Contractor(s)/Seller(s) of any of the terms & conditions of the contract.
Any such demand made on the Bank by the Company shall be conclusive as regards the
amount due and payable by the Bank under this guarantee. However, our liability under this
guarantee shall be restricted to Rs. (Rupees .......ccceevueeue.ne. only).

3. We undertake to pay to the Company any money so demanded not withstanding any dispute
or disputes raised by the contractor(s)/Seller(s) in any suit or proceeding pending before any
office, court or tribunal relating thereto our liability under this present guarantee being
absolute and unequivocal. The payment so made by us under this bond shall be a valid
discharge of our liability for payment there under. Our liability to pay is not dependent or
conditional on the Company proceeding against the Contractor(s)/Seller(s).

4. The guarantee herein contained shall not be determined or affected or suspended by the
liquidation or winding up, dissolution or change of constitution or insolvency of the said
Contractor(s)/Seller(s) but shall in all respect and for all purposes be binding and operative
until payment of all money due or liabilities under the said contract(s)/Order(s) are fulfilled.
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. We . Bank further agree that the guarantee herein contained shall remain in full force
and effect during the period that would be taken for the performance of the said
Contract(s)/Order(s) and that it shall continue to be enforceable till all the dues of the
company under or by virtue of the said Contract(s)/Order(s) have been fully paid and its
claims satisfied or discharged or till a duly authorised officer of the Company certifies that
the terms and conditions of the said Contract(s)/Order(s) have been fully and properly
carried out by the said contractor(s) and accordingly discharges the guarantee.

. We .. Bank further agree with the Company that the company shall have the fullest
liberty without our consent and without affecting in any manner our obligations hereunder to
vary any of the terms and conditions of the said Contract(s)/Order(s) or to extend the time of
performance by the said Contractor(s)/Seller(s) from time to time or to postpone for any
time or from time to time any of the powers exercisable by the Company against the said
Contractor(s)/Seller(s) and to forbear or enforce any of the terms and conditions relating to
the said Contract(s)/Order(s) and we shall not be relieved from our liability by reason of any
such variation, or extension being granted to the said Contractor(s)/Seller(s) or for any
forbearance, act or omission on the part of the Company or any indulgence by the Company
to the said Contractor(s)/Seller(s) or by any such matter or thing whatsoever which under
the law relating to sureties would, but for this provision, have affect of so relieving us.

. Notwithstanding anything contained herein before, our liability shall not exceed Rs ................
(Rupees ............ only) and shall remain in force till.......... Unless a demand or claim under this
Guarantee is made on us within three months from the date of expiry, we shall be discharged
from all the liabilities under this guarantee.

. We Bank further agree that this Guarantee shall be invocable at our place of
business at (Bank Name), (Branch name and address of the
branch), Bhubaneshwar, Odisha-751XXX.

. We Bank, lastly undertake not to revoke this guarantee during its currency except
with the previous consent of the Company in writing. We further undertake to keep this
Guarantee renewed from time to time at the request of Contractor(s)/Sellers(s).

Corporate Seal of the Bank By its
constitutional Attorney

Signature of duly Authorised person

On behalf of the Bank With seal & signature code

Details of Persons Issuing the BG:

Address for Correspondence: -------------
Telephone & Fax No. -------

E-mail; —=--——mmmmmee -

IFSC code

Note: BGs to be furnished from any of the approved banks of NALCO. Also adhere to below
Note.
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Note:

Further, any domestic Guarantee issued by PSU Bank (or) Private Bank (or) Foreign Bank
operatingin in India must be operational and invocable in Bhubaneswar only. For Guarantee
to be operational in Bhubaneswar, the issuing Bank must designate a specified Bank Branch
in Bhubaneswar. Accordingly, the following clause has to be inserted in the existing BG
Format for EMD / SD / Contract / Advance Payment in the following style :

“We _____________ Bank further agree that this Guarantee shall be invocable at our

place of business at _____________ (Bank Name), (Branch Name and address
of the Branch), Bhubaneswar, Odisha 75Ixxx”

In the case of Foreign currency BGs, the BG issuing Bank must have correspondent
relationship with State Bank of India.
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ANNEXURE-G

Un-Priced Bid format

ggggggggggg

‘‘‘‘‘‘‘‘‘

0.00] O

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

(*) Payment will be made on Pay-as-you go methodology on pro-rata basis (for sl. No. 10 & 18).

Present Value factor at 8.7%
(SBI MCLR as at April 2026)

Evaluation Methodology

Price offered will be evaluated on present value basis with discount factor of 8.7% p.a. The price of
1st year shall not be discounted. The price quoted for 2nd year to 5th year shall be discounted at
8.7% p.a, i.e

1st Year prices (considering NPV factor @ 100.00%)

2nd Year prices (considering NPV factor @ 92.00% =1/(1+0.087)1)

3rd Year prices (considering NPV factor @ 84.63% =1/(1+0.087)"2)

4th Year prices (considering NPV factor @ 77.86% =1/(1+0.087)"3)

5th Year prices (considering NPV factor @ 71.63% =1/(1+0.087)4)
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ANNEXURE-H

ACKNOWLEDGEMENT CUM CONSENT LETTER

NIT No: NBC/MM/NIT/E-Cloud/2026-27
ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

Dear Sir,

We hereby acknowledge receipt of a complete set of the above NIT along with
enclosures.

We undertake that the Tender shall not be transferred and that the said documents
are to be used only for the purpose for which they are intended.

A)  We intend to submit the Bid for the subject Tender, and furnish following details with
respect to our office:

i) POSTAL ADDRESS :

iia) TELEPHONE NUMBER

iib)  MOBILE NUMBER

iii) CONTACT PERSON
iv) E-MAIL ADDRESS

B) Contact person in India, if any:

i) POSTAL ADDRESS

ii) TELEPHONE / MOBILE NUMBER

iii)
CONTACT PERSON
iv)

V) E- MAIL ADDRESS

C) We are unable to submit Bid for the reasons given below.

Reasons for non-submission of Bid:
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BIDDER'S NAME

SIGNATURE

NAME

DESIGNATION

NATF

NOTE: Bidders are requested to furnish the details mentioned at (A) and (B) or
(C) above.

(SIGNATURE OF BIDDER)
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ANNEXURE - |

GUIDELINES FOR ELIGIBILITY OF A “BIDDER FROM A COUNTRY WHICH SHARES A LAND
BORDER WITH INDIA”:

NIT No: NBC/MM/NIT/E-Cloud/2026-27

ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

Bidders to take note of the following clauses that shall be applicable against the tender as
per Order No. F.No. 6/18/2019-PPD dated 23.07.2020 i.e- (Order (Public Procurement No. 1)
issued from Ministry of Finance, Department of expenditure, Public Procurement Division
available at website https://doe.gov.in/procurement-policy-divisions)

1 Any bidder from a country which shares a land border with India will be eligible to bid
in this tender only if the bidder is registered with the Competent Authority.

[Competent Authority for the purpose of registration shall be the Registration
Committee constituted by the Department for Promotion of Industry and Internal
Trade (DPIIT), as mentioned under Annex | of the Order (Public Procurement No.1)
dated 23.07.2020]

2) "Bidder" (including the term 'tenderer®, 'consultant' or 'service provider' in certain
contexts) means any person or firm or company, including any member of a
consortium or joint venture (that is an association of several persons, or firms or
companies), every artificial juridical person not falling in any of the descriptions of
bidders stated hereinbefore, including any agency, branch or office controlled by such
person, participating in a procurement process.

3) "Bidder from a country which-shares a land border with India" means; -
a. An entity incorporated, established or registered in such a country; or

b. A subsidiary of an entity incorporated, established or registered in such a country;
or

c. An entity substantially controlled through entities incorporated, established or
registered in such a country; or

d. An entity whose beneficial owner is situated in such a country; or
e. An Indian (or other) agent of such an entity; or
f. A natural person who is a citizen of such a country; or

g. A consortium or joint venture where any member of the consortium or joint venture
falls under any of the above.

4) The beneficial owner for the purpose of (3) above will be as under:

(i) In case of a company or Limited Liability Partnership, the beneficial owner is
the natural person(s), who, whether acting alone or together, or through one
or more juridical person (s), has a controlling ownership interest or who
exercises control through other means.

Explanation-

a. "Controlling ownership interest" means ownership of or entitlement to, more
than twenty-five per cent, of shares or capital or profits of the company;
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5)

6)

7)

8)

9)

b. "Control" shall include the right to appoint majority of the directors or to
control the management or policy decisions including by virtue of their
shareholding or management rights or shareholders agreements or voting
agreements;

(ii) In case of a partnership firm, the beneficial owner is the natural person(s)
who, whether acting alone or together, or through one or more juridical
person, has ownership of entitlement to more than fifteen percent of capital
or profits of the partnership;

(iii) In case of an unincorporated association or body of individuals, the beneficial
owner is the natural person(s), who, whether acting alone or together, or
through one or more juridical person, has ownership of or entitlement to more
than fifteen percent of the property or capital or profits of such association or
body of individuals;

(iv) Where no natural person is identified under (i) or (ii) or (iii) above, the
beneficial owner is the relevant natural person who holds the position of
senior managing official;

(v) In case of a trust, the identification of beneficial owner(s) shall include
identification of the author of the trust, the trustee, the beneficiaries with
fifteen percent or more interest in the trust and any other natural person
exercising ultimate effective control over the trust through a chain of control
or ownership.

An Agent is a person employed to do any act for another, or to represent another in
dealings with third person.

The successful bidder shall not be allowed to sub-contract works to any contractor
from a country which shares a land border with India unless such contractor is
registered with the Competent Authority.

A bidder is permitted to procure raw material, components, sub-assemblies etc from
the vendors from countries which shares a land border with India. Such vendors will
not be required to be registered with the Competent Authority, as it is not regarded
as “sub-contracting”

However, in case a bidder has proposed to supply finished goods procured
directly/indirectly from the vendors from the countries sharing land border with India,
such vendor will be required to be registered with the Competent Authority.

Validity of registration: In respect of tenders, registration should be valid at the time
of submission of bids and at the time of acceptance of bids. In respect of supply
otherwise than by tender, registration should be valid at the time of placement of
order. If the bidder was validly registered at the time of acceptance/placement of
order, registration shall not be a relevant consideration during contract execution.
CERTIFICATE REGARDING COMPLIANCE:

Bidders shall submit following certificate:

a) Model certificate for tenders:

“We have read the clause regarding restrictions on procurement from a bidder of a
country which shares a land border with India. We certify that bidder M/s. _____ (name
of the bidder) is not from such a country or if from such a country, has been registered
with the Competent Authority. We hereby certify that bidder M/s. _______ (Name of
bidder) fulfills all the requirement in this regard and is eligible to be considered
against the tender.”
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10)

b) Model certificate for tenders for works involving possibility of sub-contracting:

We M/s have read the clause regarding restrictions on
procurement from a country which shares a land border with India and on
subcontracting to contractors from such-countries, we certify that we are not from
such a country/or if from such a country, has been registered with the Competent
Authority and will not sub-contract any work to a contractor from such countries
unless such contractor is registered with the Competent Authority. We hereby certify
that we fulfil all requirements in this regard and is eligible to be considered.

[Wherever applicable bidder must submit evidence of valid registration by Competent
Authority]

If such certificate (as mentioned as (a) & (b) above) given by a bidder whose bid is

accepted, is found to be false, this would be a ground for immediate rejection of
bid/termination of contract and further legal action in accordance with law.
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ANNEXURE - J

DECLARATION FORM FOR AVAILING PURCHASE PREFERENCE

NIT No: NBC/MM/NIT/E-Cloud/2026-27
ITEM: Migrate and upgrade the NIC’s developed eOffice application on CLOUD environment

DECLARATION FORM FOR AVAILING PURCHASE PREFERENCE

Sl Parameter Declaration
no.
1 We confirm that our offer is achieving the | Yes/No

minimum local content target for availing
preference to *“Make in India” In Public
Procurement (enclosed with the Tender/
Addendum). The requisite Undertaking along with
supporting certificate (if required) is submitted is
enclosed.

Based on the above clause, we certify that we
are classified as:

a) Class | Supplier (Having minimum
50%local Content) Yes /No

b) Class Il Supplier (Having minimum 20%but

less than 50% local Content) Yes /No

Note:
The bidder claiming the PP-LC benefit shall furnish following undertaking on bidder’s
letterhead.

The LC content shall be self-assessed and certified by the authorized signatory of the
bidder, signing the bid.

In line with Preference to “Make in India” In Public Procurement” (enclosed with Tender),
the said certificate shall be also signed by statutory auditor or cost auditor of the company
(in the case of companies) or from a practicing cost accountant or practicing chartered
accountant, wherever required.

Bidder's signature: (With Seal/ Stamp)
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UNDERTAKING (to be submitted on Company’s Letterhead)
(Where the total quoted value is less than INR 10 Crore)
Certification by the bidder
__________ , do solemnly affirm and state as under:

1. I am the <«<Designation of the authorized signatory>>of
and | am duly authorized to furnish this undertaking declaration on behalf

2. That has submitted its bid No _______________ against NIT No.___________ for

3. That the Company is fully aware of the provisions of Purchase Preference (Linked with
Local Content) (PPLC-2020) Policy, enclosed with the above Tender/Addendum.

4. We hereby confirm that our offer is achieving the local content (LC) of
a. minimum 50% local Content —
b. minimum 20% but less than 50% local Content [
C. Lessthan 20% local Content -

(tick whichever is applicable.)

5. I confirm that | am aware of the implication of the above undertaking and our liability on
account of wrong declaration.

(Authorized signatory of Supplier)

Note: This undertaking shall be certified by the authorized signatory of the bidder, signing
the bid.
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UNDERTAKING (to be submitted on Company’s Letterhead)
(Where the total quoted value is INR 10 Crore or above)

Certification by the bidder

e , Son/ Daughterof ____________ , do solemnly affirm and state as under:
I am the <<Designation of the authorized signatory>>of
_______________ and | am duly authorized to furnish this undertaking declaration on behalf
of ______ _____.
That__________ has submitted its bid No _______________ against NIT No.___________

That the Company is fully aware of the provisions of Purchase Preference (Linked with

Local Content) (PPLC-2020) Policy, enclosed with the above Tender/Addendum.

We hereby confirm that our offer is achieving the local content (LC) of

a. minimum 50% local Content (-
b. minimum 20% but less than 50% local Content ]
]

c. Lessthan 20% local Content

(tick whichever is applicable.)

| confirm that | am aware of the implication of the above undertaking and our liability on

account of wrong declaration.

(Authorized signatory of Supplier)
Certification by the statutory auditor / Chartered Accountant of the bidder

We, a CA firm having our registered office address

and certificate number certify that we are
statutory auditor of the Company M/s having its registered
office at
OR
We, a CA firm having our registered office address

and certificate number certify that statutory
auditor is not mandatory for the company M/s having its
registered office at as per prevailing law and we are

practicing Chartered Accountant, not being an employee / Director and not having any
interest in the company.

We have understood the provisions of Purchase Preference (Linked with Local Content)
(PPLC-2020) Policy, enclosed in the above bidding document.

We hereby confirm that our offer is achieving the local content (LC) of

a. minimum 50% local Content -

b. minimum 20% but less than 50% local Content -

c. Less than 20% local Content L

(tick whichever is applicable.)
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(Statutory auditor / Chartered Accountant of the bidder)

Note: The LC content shall be self-assessed and certified by the authorized signatory of the
bidder, signing the bid.

In line with Clause 7.b of the above policy, the said certificate shall be also signed by

statutory auditor or cost auditor of the company (in the case of companies) or from a
practicing cost accountant or practicing chartered accountant, wherever required.
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Format for declaration

On the letter head of Vendor / seller

To

National Aluminium Company Limited,

Unit Address :

<>

Sub: Declaration / information for deduction of tax at source u/s Section 393 of Income Tax
Act, 2025 (Section 1940 of erstwhile Income Tax Act, 1961)

NALCO Vendor Code or Purchase/Service Order No : < >
Dear Sir,

This is with reference to NALCO's communication dated 19.06.2021, requiring our declaration
/ information in regard to deduction of tax at source u/s 393 of Income Tax Act, 2025
(Section 194Q of erstwhile Income Tax Act, 1961). The information is being provided
hereunder:

1. Since your company is liable to deduct tax u/s 393 of Income Tax Act, 2025 (Section
194Q of erstwhile Income Tax Act, 1961)of the Act, you may deduct the tax in terms of
Section 393, on the consideration paid /credited by your company to us on the
amounts aggregate of which is exceeding Rs.50 lacs during the current financial
year. We also confirm that we will not take any action to collect tax at source under
section 394 of Income Tax Act, 2025.

2. Permanent Account Number of our companyis ________ . Further, we have duly filed
our returns of income for below Assessment Years and confirmed as under:
Date of Filing

AY.[FY] return Acknowledgement No.
2023-24 [FY 2022-23]
2024-25 [FY 2023-24]
2025-26 [FY 2024-25]

3. The total amount/aggregate of tax deducted at source and tax collected at source
(TDS/TCS) in previous years relevant to Assessment Years is confirmed as under :
(Mention Yes or No)
Total TDS/TCS

AY.[FY] Amount is Total TDS/TCS Amount is less
Rs50,000 or more than Rs50,000

2023-24 [FY 2022-23]

2024-25 [FY 2023-24]

2025-26 [FY 2024-25]

Please take note of the above information and confirmation and collect tax at the
appropriate rate taking cognizance of above information.

| hereby declare that | am duly authorised, on behalf of < Name of Company/Firm > to give
this declaration and the information stated above is true to the best of my knowledge and
records available with us. If there is any wrong declaration, | undertake to indemnify
National Aluminium Company Limited, for any interest and/or any penal consequences.

Name :
Designation :
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Date of declaration:

For < Name of Company/Firm »>
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ANNEXURE-II

BIDDERS QUALIFICATION CRITERIA

The bidder must possess the following minimum qualifying criteria to be eligible for
participating in the bidding process. The bidder shall submit with his bid / offer all necessary
supporting documents in this respect.

a) Experience Criteria:
A) TECHNICAL

Criteria for accepting the offer as per experience criteria

Sl# | Criteria Documentary proof to be submitted by | Bidder's
the bidder. Response
with
reference
page no.

The bidder shall be a Cloud Service
Provider (CSP) empaneled with the
Ministry of Electronics and
Information Technology (MeitY) for
the proposed cloud solution.

(OR)

The bidder shall be an Authorized
Partner / Managed Service Partner
(MSP) of a Cloud Service Provider
(CSP) empaneled with the Ministry of
Electronics and Information
Technology (MeitY) for the proposed
cloud solution.

If the bidder itself is a MeitY empaneled
Cloud Service Provider (CSP) for the
proposed Cloud solution, the bidder shall
submit a duly signed undertaking letter
confirming its MeitY empanelment
status, along with a copy of the valid
MeitY empanelment certificate, as part of
the Technical Bid.

(OR)

If the bidder is an Authorized Partner /
Managed Service Provider (MSP) of a
MeitY empaneled Cloud Service Provider
(CSP) for the proposed Cloud solution,
the bidder shall submit a valid bid
specific Manufacturer's Authorization
Form (MAF) issued by the concerned
CSP, authorizing the bidder to market,
implement, and support the proposed
Cloud solution in India.

The Bidder should have experience of
having successfully completed
Similar Order(s) / Similar Work(s)
during the last seven (07) vyears,
ending on the last day of the month
preceding the month in which the NIT
is invited, meeting the following
requirement:

i. The Bidder should have
successfully completed at
least one (01) Similar Work
involving a minimum of thirty-
four (34) Virtual Servers
(VMs) under a single
Purchase Order (PO) /
Contract.

The Bidder shall submit the following
documents as proof of having
successfully completed the Similar
Order(s) / Similar Work(s):

i. Copies of Purchase Orders (POs) along
with corresponding invoices, duly
certified by a practicing Cost Accountant
or Chartered Accountant or Chartered
Engineer.

ii. Copies of Installation / Completion
Certificates issued by the customer /
owner of the project, duly certified by a
practicing Cost Accountant or Chartered
Accountant or Chartered Engineer.
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“Similar Order / Similar Work” shall
mean:

Execution of projects under the
Infrastructure as a Service (laaS)
model on Cloud Services provided
through a MeitY empaneled Cloud
Service Provider (CSP) for any
Central Government / State
Government / Public Sector
Undertaking (PSU) / any Listed
Company in NSE/BSE during last 7
years, reckoned from the last date of
the month prior to the month of bid
floating.

iii. The Installation / Completion
Certificates submitted by the Bidder
shall be considered only if they clearly
bear the name and designation of the
issuing authority. This requirement shall
be mandatory for all experience /
completion certificates issued on or
after 30.06.2022.

3. [The proposed Cloud Data Centre (DC) [Empanelment Certificate issued by MeitY
and Disaster Recovery (DR) solution [/ Confirmation from MeitY website
of the Cloud Service Provider (CSP) |document provided by bidder duly
shall be MeitY empaneled, and all|certified by a practicing Cost Accountant
cloud services shall be provided|or Chartered Accountant or Chartered
exclusively from data centres located [Engineer.
within India, in accordance with MeitY
guidelines.
The proposed CSP should have
minimum 2 or more MeitY empaneled
physically distant data centres in
India.
B) FINANCIAL
|Eligibility criteria Documentary proof to be submitted by |Bidder’s
the bidder. Response
with
reference
page no.

The Bidder shall have an average
annual financial turnover of not
less than %2.50 Cr (Rupees Two
Crores and fifty Lakhs only) during
the last three (03) financial years.

The Bidder must have a positive
net worth in the latest applicable
financial year.

If the end of the financial year of the
Bidder is more than three (03)
months prior to the Bid Due Date,
the latest financial year shall be
considered.

Otherwise, the previous financial
year (one year preceding the latest
financial year) shall be considered.
In case the audited Balance Sheet
for the applicable financial year is
not available, the Bidder shall

The Bidder shall submit copies of the
audited financial statements, including
Balance Sheets and Profit & Loss
Account statements, for the relevant
financial years FY 2023-24, FY 2024-25
and FY 2025-26 along with the bid.

The documents shall be submitted in
support of both qualifying criteria, i.e.,
average annual turnover and positive
net worth, duly certified by a practicing
Chartered Accountant / Statutory
Auditor along with valid UDIN
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submit the financial statements
aduly certified by a practicing
Chartered Accountant along with
valid UDIN.
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ANNEXURE - 11l
TECHNICAL SPECIFICATIONS

Cloud Capabilities Required:

Key Capabilities required from CSPs

Compliance

(Yes/No)

Remarks,
any

If

1. General Overview- The proposed CSP should offer native
security and governance services covering complete security
governance model that includes:

a) Governance controls such as audit trail, configuration history
and policies.

b) Protective controls such as VPN, Firewall, DDoS, WAF, Logging
Services, Encryption, Key Management Service

c) Detective Controls such as threat identification, compliance
monitoring, vulnerability assessment

d) Responsive Controls such as configurable alarms and alerts.
e) Recovery Controls such as snapshots, backups, manage
security alerts, and threat detection services.

2.The proposed CSP should be able to offer Compute and associated
storage service from India Datacenters with an SLA of 99.7% on
these services.

3.CSP should provide the customer service portal for call logging,
view licenses, support Agreement, update download.

4, Offer multiple supported open source & commercial operating
systems and databases-

a. Offer support for multiple open source operating systems
(including CSP's Linux offering, RHEL, Suse Linux, Ubuntu) with long
term support, and commercial operating systems (including
Windows)

b. Offer support for multiple open source databases (including
PostgreSQL, MySQL, MariaDB, Mongo db) and commercial
databases (including Oracle, MS SQL, DB2)

5. Offer multiple storage types based on the application
requirement-

a. Offer multiple block storage services (including High throughput
and high I0PS SSD for latency sensitive applications, SSD for low
latency requirements, and HDD for throughput intensive workloads
or less frequently accessed workloads)

6. Offer native security and governance services

CSP’'s security services should have a complete security
governance model, with controls for each stage:

a. Governance Controls

i.Track the activities performed by administrators and all the assets
in account with a compliance dashboard

ii.Monitoring security controls across multiple accounts from a
single place and provides recommendations against best practices

iii.Track configuration history of resources and allows setting up
rules to assess configurations against compliance standards

Page 63 of 134




iv.Centrally govern permissions and placement of resources. This
facilitates implementation of access control and asset management
practices.

v.Assess and collect evidence to demonstrate compliance to Cert-
in, Meity standards

b. Detective Controls:

i. Thread Identification: Ability to analyse all the network, cloud-trail
and DNS logs to detect potential active threats in the environment

ii. Vulnerability Assessment: Execute vulnerability assessment of
the VM and container templates to scan for potential CVE risks to
identify and remove all the vulnerabilities before launching for
production

c. Responsive Controls:

CSP should provide services for responsive triggers/ actions, such
as, Alarms and Alerts can be configured to notify the MSP/customer
to take corrective actions

d. Recovery Controls:

i. Periodic backup of data to be enabled to recover against any
accidental deletion. Service should provide ability to implement
rules to ensure data is periodically backed up to minimize data loss.

ii. Allow recovery of snapshots after accidental deletion. The rules
can be locked to protect against advanced Ransomware

iii. CSP must provide managed service to manage multi-account
environments with features for applying policies to restrict to
services and regions based on best practices and blue prints and
audit automation

iv. CSP must provide service to centrally view and manage security
alerts. Service must be able to aggregate findings from on-premise
and other cloud practices and should provide automated
remediation and continuous compliance checks.

v. CSP should provide managed threat detection service which
performs advanced detections using machine learning and anomaly
detection

1.1. Compute Services

S Specification Compliance | Remarks, If
No (Yes/No) any
1. Compute service should provide auto-scalable, redundant,
dynamic computing capabilities.
2. Compute service should have support for operating systems

such as, Red Hat Enterprise Linux, Souse Enterprise Linux,
Windows Server, Cent0S, Ubuntu, etc. The VMs should be
available for both reserved and on-demand VMs

3. Compute service should include instance types as per
application and database instance requirements such as
compute optimized, memory optimized, storage optimized, 10
optimized etc.
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CSP must offer latest generation multi core processors on x86
architecture with high frequency from Intel.

The CSPs should offer self-service provisioning of virtual
machines and other services as a native service either through
a programmatic interface (APl or CLI) or through a management
console.

Compute service should allow authorized users to provision
compute services or virtual machine instances online with
multi-factor authentication via the SSL through a web browser.

CSP should provide self service provisioning of multiple
instances concurrently.

CSP should provide ability to logically group instances for
applications that require low network latency and/or high
network throughput.

Compute services should able to import and export images for
provisioning of compute instances over cloud. Supported image
format VMDK or VHD etc.

10.

CSP should ensure that if at any point, compute instance fails it
should automatically restart on healthy physical host within
minutes without any manual or script based intervention.

1.

Compute service should provide health status, Event and
notifications of instances such as a reboot, stop/start, or
retirement/terminate.

12.

Compute service should provide support for Image backup (or
snapshot) of compute instances.

13.

CSP shall ensure that compute instances receive 0S patching,
health checking, Systematic Attack Detection and backup
function.

14.

Scaling up and scaling down features for cloud infrastructure
services. The proposed cloud environment should provide
flexibility to scale the environment horizontally by adding more
Virtual Machines of the same configuration or as per the
requirement in real-time, to a load balanced pool. It should be
possible to scale the solution horizontally at any time, without
prior notification to the bidder or its CSP. It should be possible
to automate this process of scaling up and down automatically.

15.

Compute service and the associated Block Storage should offer
99.7% uptime SLA

16.

CSP compute service should support active-active synchronous
architecture across data centers in a Region of the CSP.

1.2. Storage requirements

S No

Specification Compliance

(Yes/No)

Remarks,If
any

CSP should provide ability to provision storage dynamically
in different options like SSD, provisioned I0OPS, File storage,
cold storage, Object Storage, etc.

CSP should provide ability to provision storage dynamically
on- demand size, IOPS and throughput optimized storage
without any downtime on the fly on a hot disk.

CSP should provide persistent block level storage volumes
for compute instances. CSP should support solid state drive
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(SSD) backed storage media that offer single digit
millisecond latencies.

Cloud service should support encryption of data at rest as
per industry standards AES-256.

Cloud service should support the needs of I/0-intensive
workloads, particularly database workloads that are
sensitive to storage performance and consistency in random
access |/0 throughput.

For all volumes pertaining to all VMs, Solid State Drive (SSD)
based Block Storage should be offered with support of
minimum 1.5 IOPS per GB and 250 MPBS throughput from
India datacenters. All the disks should support increments
in 1GB

Cloud service should support point-in-time snapshots.
These snapshots should be incremental in nature.

CSP should offer secure, durable, highly-scalable object
storage for storing and retrieving any amount of data from
the web.

Cloud service should be able to send notifications when
certain events happen at the object level (addition/deletion).

10

CSP should offer a solution for seamlessly storing cloud
data from cloud backup storage or object storage to on-
premises storage.

ll

CSP should offer a simple scalable file storage service to
use with compute instances in the cloud.

12

The offered File Storage should be highly available with
99.7% SLA of availability. The data should be copied across
multiple data centres to offer redundancy.

13

File storage should be seamlessly connected with
applications running on Containers and serverless offering
of the CSP to share file systems for stateful workloads

14

File Storage service should be fully managed service with
integration with the console of the CSP.

13.

Managed Database Services

S No

Specification

Compliance

(Yes/No)

Remarks,
any

If

Cloud provider should offer a service that makes it easy to
set up, operate, and scale a relational database in the cloud.

CSP should support native managed database services for
Oracle, MS SQL Server, PostgreSQL, MySQL, DB2, Mongo
db etc.

Cloud service should support replication of a primary
database to a standby replica in a separate physical
datacenter. Service should support synchronous
replication and automatic failover of a primary database to
a standby database copy in a separate physical data centre
to improve data redundancy and disaster recovery in case
of failure of primary site

CSP also ensure automated backups/snapshots and point
in time recovery, retention period up from 5 mins up to 90
days.
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CSP Should supports existing database licenses (BYOL
option) to host database on the managed service in the
cloud.

Cloud service should support creating a DB snapshot and
restoring a DB instance from a snapshot. Cloud service
should also support copying snapshots for disaster
recovery purposes. Cloud service should support restoring
a DB instance to a specific date and time.

Cloud Service should support enhanced availability and
durability for database instances for production workloads.
CSP should offer an SLA of 99.7% for the managed database
service.

Cloud service should allow monitoring of performance and
health of a database or a DB instance.

1.4 Analytic Service

S No Specification Compliance Remarks, If
(Yes/No) any
i. Should provide managed and native service platform
for
eInteractive Analytics
eReal time analytics
e Operational Analytics
eData Visualization & Visual Data Preparation
eReal Time Data Movement
ePredictive analytics and Machine Learning

ii. CSP should offer an analytics service which should be
serverless - No need to provision or maintain any
servers. There is no software or runtime to install,
maintain, or administer.

iii. CSP should offer service to build custom, real-time
applications that process data streams using popular
stream processing frameworks.

iv. CSP should offer an analytics service to process data
streams in real time with SQL without having to learn
new programming languages or processing
frameworks.

v. CSP should offer managed Business Intelligence (BI)

service with an ability to embed dashboards to
applications

1.5 Network requirement

The below mandatory Network requirements are applicable for the cloud deployment

S
No

Specification

Compliance

(Yes/No)

Remarks,
any

If

1.

Cloud platform network should provide creation of one
or more subnets within private network with a single
Classless Inter-Domain Routing (CIDR).
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Cloud platform network should be providing creation of
DMZ for Web facing applications and can provide public
and private IP.

Cloud platform network should have low latency, low
jitter, all protocol required to run application (top, UDP
etc.), network access list and Prevent IP Spoofing
features

Cloud platform network should have Network load
balancer and application load balancer enabled for
smooth network and application functions

Cloud platform network solution should be horizontally
scalable and redundant (active -active and active
passive and clustering).

Cloud platform network solution should have access
from http, https, cli and have own management console
and dashboards for network monitoring and
configuration.

Cloud platform network should have on demand network
enhancement, maintain confidentiality and integrity of
data in transit, Protect the data from unauthorized
(access, disclosure, modification or monitoring)

CSP should provide the customer service portal for call
logging, view licenses, support Agreement, update
download.

Cloud provider should support direct leased-line
connections between cloud provider and a customer
datacenter, office, or colocation environment, which in
many cases can reduce network costs, increase
bandwidth throughput, and provide a more consistent
network experience than Internet-based

connections.

10.

Cloud service should support Load balancing of
instances across multiple host servers.

1.

Cloud service should support multiple routing
mechanism including round-robin, failover, sticky
session etc.

12.

Cloud service should support a front-end load balancer
that takes requests from clients over the Internet and
distributes them across the instances that are
registered with the load balancer.

13.

Cloud service should support an internal load balancer
that routes traffic to instances within private subnets.

14.

Compute and Containers service should support
integration with load balancer.

15.

CSP should offer service to support Hub and Spoke
networking compatible with IPvé and IPv4. Audit the
East-West and North-South traffic through the service.

16.

CSP should offer a service to enable native integration of
Software-Defined Wide Area Network (SD-WAN)
appliances to the Cloud Platform. Customers should be
able to seamlessly extend their SD-WAN edge into CSP’s
using standard protocols such as BGP
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17.

CSP should offer the peering of the core network
gateways to connect cost effectively either the same
virtual networks or Regions of the CSP

18.

CSP should have Layer 3 and Layer 4 load balancers. It
should support load balance both TCP and UDP traffic. It
should offer extremely low latencies for latency-
sensitive applications.

19.

The Network balancer should be capable of handling
millions of requests per second while maintaining ultra-
low latencies.

1.6 Security Solution Requirement

The below mandatory security requirements are applicable for the cloud deployment.
Wherever possible bidder should propose for native CSP security services, these
services which are tightly integrated with CSP services could help provide single
pane of visibility to the customer. CSP native security services could offer standard
SLAs from the CSP. They can also tightly couple with CSP management and
governance services.

S No Specification Compliance | Remarks, If
(Yes/No) any

(a) Security Monitoring
The CSP should have a native service for a
comprehensive view of the high-priority security
alerts and compliance status across multiple
accounts.
Native service to provide a single place that
aggregates, organizes, and prioritizes the security
alerts, or findings, from multiple services and
sources.
The findings should be visually summarized on
integrated dashboards with actionable graphs and
tables.
CSP should have native capability to continuously
monitor the environment using automated
compliance checks based on the best practices and
industry standards.

(b) Identity and Access Management and SSO for
Application
The CSP should have native capabilities to securely
control access to services and resources for the
users.
CSP should have native abilities to create and manage
users.
CSP should have native capabilities to create roles
and groups.
Native support to enforce permissions-based access
to the resources.
Native support to manage federated users and their
permissions.
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CSP should offer a customer identity and access
management (C) service. It should provide a secure
identity store and federation options that can scale to
millions of users.

(c) Security Assessment Services
The CSP should offer a native service for automated
security assessment.
Native service to help improve the security and
compliance of applications deployed on the cloud.
Native service to automatically assess applications
for exposure, vulnerabilities and deviations from best
practices.
Service should be able to produce a detailed list of
security findings prioritized by level of severity.
Should be able to check for unintended network
accessibility and vulnerabilities of the VMs.
Should offer pre-defined rules packages mapped to
common security best practices and vulnerability
definitions.
Rules should be regularly update by the CSP.

(d) Data Protection Service
The CSP should have a native, fully managed data
security and data privacy service.
The native data security service should be able to
automatically discover, classify, and protect sensitive
data in cloud.
Native support to recognizes sensitive data such as
personally identifiable information (PII) or intellectual
property using machine learning.
Should provide dashboards and alerts to give visibility
into how this data is being accessed or moved.
Should be able to continuously monitor data access
activity for anomalies detection.
Should be able to generates detailed alerts when risk
of unauthorized access or inadvertent data leaks are
detected

(e) SSL Certificate
The CSP should have a native service to provision,
manage, and deploy Secure Sockets Layer/Transport
Layer Security (SSL/TLS) certificates.
The native service should support both public and
private certificates.
The native service should have capabilities to take
care of certificate renewals.

() Encryption Key Management

The CSP should offer a native, fully managed service
to create and manage encryption keys.

The native, fully managed key management service
should be able to control encryption across a wide
range of cloud services and applications.
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The native, fully managed key management service
should be FIPS 140 Level 2 complaint.

The native fully managed key management service
should be able to provide the logs of all key usage to
help meet our regulatory and compliance.

(9)

Web Application Firewall

The CSP should have a native web application firewall.

The native web application firewall should be able to
protect the web applications from common web
exploits that could affect application availability,
compromise security, or consume excessive
resources.

The native web application firewall should be able to
give us control over which traffic to allow or block the
web application by defining customizable web
security rules.

The native web application firewall should support
creation of new custom rules that block common
attack patterns, such as SQL injection or cross-site
scripting and rules that are designed for our specific
application.

The native web application firewall should be able to
deploy new rules immediately.

The native web application firewall should support
APl based operations to automate the creation,
deployment, and maintenance of web security rules.

Cloud platform should provide web application filter
for OWASP top ten protection and have layer 7
application load balancing which support content-
based routing (Host and path-based routing), SSL
certificate configuration per Application, health check
of application server per port basis'’s offloading, HTTP
and HTTPs session management and monitoring. End
user shall not be hampering while failover.

(h)

DDoS Protection

The CSP should have a native managed service to
protect against Distributed Denial of Service (DDoS)
attacks.

The native managed DDoS protection service should
provide always-on detection and automatic inline
mitigations that minimize application downtime and
latency.

The service should defend against most common,
frequently occurring network and transport layer
DDoS attacks. It should provide comprehensive
availability protection against all known
infrastructure (Layer 3 and 4) attacks. It should also
provide mitigation against large and sophisticated
DDoS attacks, near real-time visibility into attacks,
and integration with web application firewall to
mitigate Layer 7 DDoS events.

DDoS protection service should detect application
layer attacks such as HTTP floods or DNS query floods
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by baselining traffic on the application and identifying
anomalies.

The service should offer DDoS cost protection to
safeguard against scaling charges resulting from
DDoS-related usage spikes on protected resources

Password or Secrets Management

The CSP should have a native, fully managed service
to centrally manage secrets needed to access the
applications, services, and IT resources.

The native, fully managed secret management service
should be able to easily rotate, manage and retrieve
database credentials, APl keys, and other secrets
throughout their lifecycle.

The native, fully managed secret management service
should be able to support APl based retrieval of
secrets.

The native, fully managed secret management service
should be able to control access to secrets using fine-
grained permissions.

The native, fully managed secret management service
should be able to audit secret rotation centrally for
resources in the cloud, third-party services and on-
premises.

()

Network Firewall with IPS and IDS

CSP native Firewall Service should offer a service to
support stateless and stateful firewall rules to control
port, IP and Domain bases rules.

CSP service should support custom rules definitions
to control additional traffic types.

Firewall service must be able to provide intrusion
prevention support along with capability to provide
protection from malicious domain, domain hosting
malware, domains which looks legitimate but are
compromised and may host botnets etc.

CSP should design and provide the best suitable
enterprise security framework to manage modern
and advance security threats.

Cloud platform should provide firewall and IPS/IDS
for inbound and out bound network traffic with state
full policy inspection and advance threat protection

Cloud platform should provide the reverse proxy to
protect internal application on web and also provide
NAT functionality

Cloud platform should provide edge to edge security,
visibility and carrier class threat management and
remediation against security hazards like Denial of
service, distributed denial of service, botnets etc.
Also, shall provide protection against network issues
such as traffic and routing instability.

(k)

Cloud Security Posture Management

CSP should have a Cloud security posture
management (CSPM) service that performs
automated, continuous security best practice checks
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against cloud resources to help identify
misconfigurations, and aggregates security alerts (i.e.
findings)

CSPM should automatically collects and consolidates
findings from the cloud security services enabled in
the customer environment

)

Firewall Management

The CSP should offer a native security service to
centrally configure and manage firewall rules.

The native security service should be able to
configure firewall rules across multiple accounts and
applications.

The native security service should provide a
mechanism to easily roll out firewall rules.

The native security service should be able to support
new applications and resources into compliance with
a common set of security rules from day one.

The native security service should provide a single
place to build firewall rules, create security policies,
and enforce them in a consistent, hierarchical
manner.
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2.

ANNEXURE - IV

SPECIAL CONDITIONS OF CONTRACT,
DELIVERABLE AND SERVICE LEVEL AGREEMENTS

Project/Contract Timelines

1.1

The Bidder should accept the Purchase Order within seven (15) days from the date
of issuance of Purchase Order.

1.2. NALCO shall provide the address and contact details for delivery of required
services while placing the order.

1.3. The selected bidder has to setup Cloud Environment within 30 days from the date
of acceptance of Purchase Order.

1.4. The Cloud Environment setup will be accepted by EIC/NALCO, after satisfactory
working of the applications.

1.5. The period of contract of 5 (five) years shall be counted from the date of setup
cloud environment subject to acceptance as mentioned at 1.4 above

Uptime

2.1. The selected bidder shall guarantee a 24x7 availability with quarterly uptime of
99.7% for the proposed cloud solution as specified in Scope of Work, during
contract period, which shall be calculated on quarterly basis.

2.2. If the selected bidder is not able to attend the troubleshooting calls on solution
working due to closure of the office/non-availability of access to the solution, the
response time/uptime will be taken from the opening of the office for the purpose
of uptime calculation. The selected bidder shall provide the quarterly uptime
reports during contract period.

2.3. The downtime calculated shall not include any failure due to NALCO, third party
and Force Majeure.

2.4. The percentage uptime is calculated on quarterly basis as follows:

(Total contracted minutes in a quarter - Downtime minutes within
contracted minutes) X 100
Total contracted minutes in a quarter
2.5. Contracted minutes of a quarter= No. of days in that quarter X 24 X 60.

Deliverables

3.1

3.2.

Any license excluding databases, if required for the offered services, need to be
provided by the successful bidder at no extra cost to the NALCO. The successful
bidder is solely responsible for any legal obligation related to licenses for services
proposed as implemented by the selected bidder.

In case the selected bidder is coming with software which is not his propriety
software, then the selected bidder must submit evidence in the form of agreement
that he has entered into with the software vendor which includes support from the
software vendor for the proposed software for the full period required by NALCO.
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3.3.

NALCO will consider the inability of the selected bidder to carry out the services

within the specified time limit, as a breach of contract and would entail the payment
of Liquidation Damages on the part of the selected bidder.

4. Penalties:

4.1. Penalties during the Contract Period:

Sl. Service Level Measurement Targgt/
L Service Penalty
No. | Objective Methodology
Level
Availability/Uptime
Availability (as per Default on
the definition in the any one or
Availability/ SLA) will be more _of the
Uptime of cloud measured for ea.ch provisioned _
cervices of the underlying resources will
Resources for components (e.g., o attrac.t pt_analty
Production VMs, databases, | Availability for | as indicated
. Storage, 0S, | each of the | below:
1. ?\mlronment Network, VLB, | provisioned
datasb'ases Security resources: <99.7% &
Storage ' 0S Com_pgnents). >=99.7% >=99% (5% (?f
Networl; VLB' provisioned in the the <<periodic
L ' | cloud. Payment>>)
Security
Components) | ;o cured with the < 99% (10% of
help of SLA reports the <<periodic
provided by CSP Payment>>)
Default on
any one or
more of the
provisioned
- Availability (as per ngtwork links
Availability  of the definition in the o will attract
the network SLA) will be Availability for | penalty as
links at DC and each of the | indicated
2. DR (links at DC measured for each network links: | below:
/ DRC, DC-DRe | Of the network links |, _gq 70, 997% &
link) E{:L\I/ésmned in the +=99% (5% of
' the <<periodic
Payment>>)
< 99% (10% of
the <<periodic
Payment>>)
Availability  of 15 working
Regular days from the
Reports (e.g., end of the
Audllt,. . quarter._ 59 of
3 _Cer:tlflc_atlons,) If STQC issues <«periodic
indicating the a certificate Payment>>
compliance to based on the
the Provisional audit then this
Empanelment SLA is not
Requirements. required.
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Support Channels - Incident and Helpdesk

Average Time taken

<95% & >=90%

to acknowledge and Eiﬁerioodfic the
respond, once a Pap ment>>)
ticket/incident is <9g'y & =
| logged through one | opo i | 859 (7% of the
4, Response Time | of the agreed . o
2 7" | 15minutes <<periodic
channels. This is Payment>>)
calculated for all < 8%‘7 S >= 80%
tickets/incidents (9% ° of th(;
reported within the Pe;iodic
reporting quarter.
Payment)
<98% & >=90%
For Severity 1, (5% .Of. the
98% of the | <Periodic
Time  taken to | incidents fay;rg;ntz) e
Time to Resolve | 6501V the | should —be | ggo ™" 10y of
. - Severity 1 reported resolved the <<periodic
y ticket/incident from | within 45 Pa melr)1t>>)
the time of logging. | minutes of yo oo
roblem <85% & >=80%
feporting (15% of the
<<periodic
Payment>>)
95% of Severity <9°5/° & >=90%
2 within 4| &% of the
hours of <<periodic
Time  taken to | problem fa;;rg;ntz) e
Time to Resolve resolve the | reporting 85% (4% of the
N - Severity 2,3 reported AND <<periodic
' ticket/incident from | 95% of Severity Papyment»)
the time of logging. ﬁou:-,:thm 201; <85% & >= 80%
problem (6% of the
reportin <<periodic
P g Payment>>)
Security Incident and Management Reporting
Measured as a
percentage by the <95% & >=90%
number of defined (5% of the
incidents reported <<Periodic
within a predefined Payment>>)
time (1 hour) limit <90% & >= 85%
Percentage of after discover (10% of the
7. | timely incident Y1 95% within 1 o o
report over the total hour <<Periodic
P number of defined Payment>>)
incidents to the <85% & >=80%
cloud service which (15% of the
are reported within <<Periodic
a predefined period Payment>>)

(i.e. quarter).
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Incident Response -

CSP shall assess
and acknowledge
the defined
incidents within 1
hour after
discovery.
Measured as a
percentage of 95% & >=90%
defined incidents (5% of the
against the cloud <«Periodic
service that are Payment>»)
resolved within a <90% & >= 85%
Percentage of | predefined time 95% to be | (10% of the
8. timely incident | limit (quarter) over lved <<P° iodi
resolutions the total number of re_so_ V? h erlodic
defined incidents to within T hour Payment>>)
. <85% & >=80%
the cloud service (15% of the
within a predefined L
. <<Periodic
period. (quarter). Payment>»)
Measured from y
Incident Reports
Vulnerability Management
The number of
vulnerability
corrections
performed by the
cloud service
provider -
Measured as a
percentage by the
number of
vulnerability
cor;ectiogs ) +2999 to
performed within a 0 o
predefined time I;Z()l"iZ){;ic[SA of
limit, over the total Payment]
Percentage of | number of +=98% to <99%
timely vulnerability 0 o
9. - . 99.7% [10% of
vulnerability corrections to the Periodic
corrections cloud service which Payment]
are reported within <98% [30% of
a predefined period Periodic
(i.e. month, week, p
year, etc.). ayment]
High  Severity
Vulnerabilities - 30
days
- Maintain 99.7%

service level
» Medium Severity
Vulnerabilities - 90
days
- Maintain
service level

99.7%
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Measured as a
percentage by the

number of >=99% to
- <99.7% [5% of
vulnerability L
L Periodic
reports within a
) . Payment]
Percentage of | predefined time 0 o
timel limit, over the total >=98% to <99%
10. y ' 99.7% [10% of
vulnerability number of .
o Periodic
reports vulnerability
Payment]
reports to the cloud <98% [15% of
service which are oo e
I Periodic
reported within a Payment]
predefined period y
quarterly.
For each
breach/data
theft, penalty
will be levied
as per
following
criteria. Any
security
incident
detected INR
<< 20 Lakhs>>.
This penalty is
Any incident where §ppl|cable per
i system incident.
Security breach . These
; . compromised or . .
including Data . penalties will
1. any case wherein | No breach
Theft/Loss/ not be part of
. data theft occurs
Corruption . . . overall SLA
(including internal .
A penalties cap
incidents)
per quarter. In
case of
serious
breach of
security
wherein  the
data is stolen
or corrupted,
NALCO
reserves the
right to
terminate the
contract.
Service levels for Disaster Recovery
Recovery Time | Measured  during | <<RTO <= 4 5% of
Objective (RTO) | the regular planned | hours>> <<Periodic
(Applicable or unplanned | [NALCO to Payment>> per
12. when taking | (outage) indicate based | every
Disaster changeover from | on the additional 4
Recovery as a | DC to DR or vice | application (four) hours of
Service  from | versa. requirements] | downtime
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4.2.

4.3.

4.4

the Service
Provider)
RPO . Measured  during . 5% of
(Applicable <= 30 mins e
. the regular planned <<Periodic
when taking NALCO to
. or unplanned | . . Payment>> per
Disaster indicate based
13. (outage) every
Recovery as a on the L
: changeover from C additional 2
Service  from . application
. DC to DR or vice : (two) hours of
the Service requirements] .
. versa. downtime
Provider)
Availability  of
Root Cause Average within 5% of
14. Analysis (RCA) g <<periodic
5 Working days
reports for Payment>>
Severity1& 2
Note:

» Periodic Payment means Quarterly Payment after submission of tax invoice

Severity Levels: Below severity definition provide indicative scenarios for defining
incidents severity. However, Bank will define / change severity at the time of the
incident or any time before the closure of the ticket based on the business and
compliance impacts.

Severity Level Description Examples
Environment is down or major malfunction
resulting in an inoperative condition or | Non-availability
disrupts critical business functions and | of VM,
requires immediate attention. A significant | No access to
Severity 1 number of end users are unable to | Network,
reasonably perform their normal activities | Storage,
as essential functions and critical | software or
programs are either not working or are | application
not available
Loss of performance resulting in users
being unable to perform their normal
activities as essential functions and | Intermittent
. critical programs are partially available or | network
Severity 2 . ) .
severely restricted. Inconvenient | connectivity &
workaround or no workaround exists. The | security
environment is wusable but severely
limited.
Moderate loss of performance resulting
Severity 3 in multiple users impacted in their normal
functions.

The maximum penalty levied under clause 4.2 of this section shall not be more
than the 25% of quarterly payment including GST.

The selected bidder shall perform its obligations under the agreement entered into
with NALCO, in a professional manner.
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4.5.

4.6.

4.7.

4.8.

If any act or failure by the selected bidder under the agreement results in failure
or inoperability of systems and if NALCO has to take corrective actions, to ensure
functionality of its property, NALCO reserves the right to impose penalty, which
may be equal to the cost it incurs or the loss it suffers for such failures.

If the selected bidder fails to complete the due performance of the contract in
accordance with the specification and conditions of the offer document, NALCO
reserves the right either to cancel the order or to recover a suitable amount as
deemed reasonable as Penalty / Liquidated Damage for non-performance.

Any financial loss to NALCO on account of fraud taking place due to selected
bidder, its employee or their services provider’'s negligence shall be recoverable
from the selected bidder along with damages if any with regard to the NALCO’s
reputation and goodwill.

NALCO may impose penalty to the extent of damage to its any equipment, if the
damage was due to the actions directly attributable to the staff of the selected
bidder.

5. Pay as In Use for Storage and Backup as service:

5.1

5.2

The storage and Backup given in the Price bid format is indicative for selection of
the L1 Bidder. The payment shall be made based on actual usage of storage and
Backup service.

NALCO will decide how much storage is required for each VM (For 0S and Data)
and bidder needs to assign that much storage to that VM.

6. Additional qualifying Criteria:

The bidder must possess the following Additional qualifying criteria to be eligible for
participating in the bidding process. The bidder shall submit with his bid / offer all necessary
supporting documents in this respect.

Criteria for accepting the offer as per experience criteria

SU# | Criteria Documentary proof to be submitted by | Bidder’s

the bidder. Response

no.

with

reference page

1. [The services offered under this  [The bidder shall furnish supporting
tender shall be based on quality- [documentary evidence of at least 4 (four)
driven, internationally accepted |valid ISO certificates out of the following

management and security 7, issued by accredited certification
processes. The bidder / proposed |bodies. All certificates must be valid as
Cloud Service Provider (CSP) on the date of bid submission

shall comply with the following
certifications:

ISO/IEC 27001:2013 or
latest version

- The Data Centre and
Cloud Services shall be
certified for the latest
version of the Information
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Security Management
System (ISMS).

ISO/IEC 27017:2015

- Code of practice for
information security
controls applicable to
cloud services and
Information Technology.
ISO/IEC 27018

- Code of practice for
protection of Personally
Identifiable Information
(PI) in public cloud
environments.

ISO 22301

- Business Continuity
Management System
(BCMS) to ensure
continuity of services
during disruptions.
ISO/IEC 20000-1

- Information Technology
Service Management
System (ITSM) for effective
delivery and management
of IT services.

ISO 22701

- Information Management
System or better.

Vi.

vil. ISO 42001:2023
- Artificial Intelligence
Management System

(AIMS) or better

The proposed Cloud Service
Provider's (CSP) Data Centre (DC)
and Disaster Recovery (DR)
facilities shall be STQC audited
and shall be within the valid MeitY
empanelment period at the time
of bid submission.

Valid STQC audited certificate and MeitY
Empanelment Certificate to be provided
by the bidder.

The bidder / CSP shall strictly
adhere to all data protection,
privacy, and information security
requirements as prescribed
under the Information Technology
Act, 2000 (including Section 43A),
allied rules, guidelines, and any
amendments thereto, as notified
by the Government of India from
time to time.

The Bidder shall submit all relevant
supporting documentary evidence in
support of the specified eligibility and
technical criteria. Or A Self-Declaration,
duly signed by the CEO/Director on the
Bidder’s official letterhead, shall also be
submitted.

The Bidder and/or the proposed
Cloud Service Provider (CSP)
shall not have been debarred or

A Self-Declaration, duly signed by the
CEO/Director of the Bidder, shall be
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blacklisted by any Central / State
Government Department,
Ministry, or PSU in India as on the
date of bid submission.

submitted on the Bidder's official

company letterhead.

The Bidder (and in case of an
authorized partner / MSP, the
Bidder as well as the proposed
Cloud Service Provider (CSP))
shall not have been declared as a
Non-Performing Asset (NPA) and
shall not be insolvent, under
liquidation, bankruptcy, or
insolvency proceedings by any
Bank or Financial Institution as
on the date of bid submission.

A Self-Declaration, duly signed by the
CEO/Director of the Bidder, shall be
submitted on the Bidder's official
company letterhead.

The Bidder / Cloud Service
Provider (CSP) / Managed
Service Partner (MSP) shall
provide round-the-clock
(24x7x365) Managed Services
Support for the proposed Cloud
Infrastructure and hosted
services throughout the contract
period.

A Self-Declaration, duly signed by the
CEO/Director of the Bidder organization,
shall be submitted on the Bidder's
official company letterhead.

The proposed Data Centre/ CSP
should have at least SOC2
certified or above.

Respective compliance reports / Audit
reports/ certificates/ self-declaration
from CSP/MSP must be submitted.

The Bidder must have a minimum
of Twenty (20) IT professionals on
its payroll as on the date of bid
submission.
[The manpower should include, but
not be limited to, expertise in the
following domains:
e Virtual Server
Administration / System
Administration

e Information & Network
Security

e Operating Systems
e Network Administration

e Database Administration

* A self-declaration on company
letterhead, duly signed by the CEQ/
Director, indicating the total number of IT
professionals on payroll; and

* Supporting documents such as latest
EPF/ESI records, payroll summary, or
auditor-certified manpower statement,
as applicable

CSP should be able to offer CSP
managed and native security
services from their platform
including - Web Application
Firewall (having native integration
with CSP’s LB (Load balancer) and
API Services, Network Firewall
with IPS and IDS capability, Cloud

Self-declaration by the CSP on their
letterhead mentioning the relevant
services along with the Authorized
Signatory of the CSP.
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security Posture Management,
Anti-DDoS, User Activity
monitoring, End-user
Authentication Services,
Kubernetes Services, Gen Al
Services etc.

1.

Payment Terms

7.1.  All the payments will be done to the selected bidder after delivery of services and
acceptance by NALCO.

7.2. Payments will be released on quarterly on actual usage of the services and as
per the “Unit Costs” under the Bill of Material i.e., “per quarter cost”. Onetime
setup cost & and any licenses fee (Perpetual Licenses only) will be paid along
with the 1st tax invoice.

7.3. The payments shall be carried out on actual consumption basis for the respective
quarter.

7.4. The per quarter cost for quantities and compute for IT infrastructure components
for availing cloud services mentioned in Bill of Materials (BOM) by the selected
bidder will be taken as base and NALCO will purchase additional quantities of cloud
services based on future requirements during the contract period.

7.5. The rates offered for cloud services must be valid for entire contract period. No
variation in theses quoted rates shall be allowed during this period.

7.6. NALCO will have liberty to order additional cloud service items, at the rates offered
in commercial bid.

7.7. NALCO reserves the right to scale down and scale up the IT infrastructure. The
payment would be made only on the actual usage of the IT infrastructure as per
the rates provided by the selected bidder in the Bill of Quantity (BOQ).

7.8. The selected bidder has to submit originals of invoices reflecting GST, State Code,
HSN Code, State Name, Taxes & Duties, Proof of delivery of services and
acceptance, duly signed by NALCO officials of NALCO Corporate Office while
claiming payment in respect of order/s placed.

7.9. NALCO will not pay any amount in advance.

7.10. Payment shall be released within 45 days from submission of relevant documents
as per RFP terms after deducting applicable TDS.

7.11. The payments will be released through NEFT / RTGS after deducting the applicable
LD/Penalty, TDS if any, and the selected bidder has to provide necessary Bank
Details like Account No., Bank’s Name with Branch, IFSC Code etc.

Documents, Standard Operating Procedures and Manuals

All related documents, manuals, Standard Operating Procedures (SOPs), best practice

documents and information furnished by the bidder shall become the property of NALCO.

Subcontracting
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9.1.

The selected bidder shall not subcontract or permit anyone other than its
personnel to perform any of the work, service or other performance required
under the contract without the prior written consent of NALCO.

10. Right to Audit

10.1.

10.2.

10.3.

The selected bidder (Service Provider) has to get itself annually audited by
internal/external empaneled Auditors appointed by any regulatory authority,
covering the risk parameters finalized by such auditors in the areas of products
(IT hardware/software) and services etc., provided to NALCO and the Service
Provider is required to submit such certification by such Auditors to NALCO.
NALCO can make its expert assessment on the efficiency and effectiveness of the
security, control, risk management, governance system and process created by
the Service Provider. The Service Provider shall, whenever required by the
Auditors, furnish all relevant information, records/data to them.

Where any deficiency has been observed during audit of the Service Provider on
the risk parameters or in the certification submitted by the Auditors, the Service
Provider shall correct/resolve the same at the earliest and shall provide all
necessary documents related to resolution thereof and the auditor shall further
certify in respect of resolution of the deficiencies. The resolution provided by the
Service Provider shall require to be certified by the Auditors covering the
respective risk parameters against which such deficiencies have been observed.

The Service Provider shall, whenever required by NALCO, furnish all relevant
information, records/data to such auditors and/or inspecting officials of NALCO
and/or any regulatory authority. NALCO reserves the right to call and/or retain for
any relevant material information/reports including auditor review reports
undertaken by the service provider (e.g., financial, internal control and security
reviews) and findings made on Selected Bidder in conjunction with the services
provided to NALCO.
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ANNEXURE-V

SCOPE OF WORK

The Scope of Work is mentioned below:

1.

10.

1.

The selected bidder will be responsible for provisioning of required IT infrastructure as
Infrastructure as a Service (laaS) for hosting the eOffice application running at NALCO.

The proposed landscape for the deployment of solution is

2.1. DEMO & Staging
2.2. Production/Live
2.3. Disaster Recovery & periodical DR Drill

The above environments are to be deployed on the Virtual Private Cloud / Government
Community Cloud located in India.

The environment of Virtual Private Cloud / Government Community Cloud shall comply
with the respective Provisional Empanelment Compliance Requirements published by
Ministry of Electronics and Information Technology (MeitY), Government of India.

The selected bidder has to provide cloud services for hosting of NALCO eOffice
applications which is currently hosted on premises. The requirement of hardware,
software & service resources at cloud environment is provided at BoM (Bill of Materials).

The selected bidder shall be responsible for provisioning required compute
infrastructure (server/virtual machine), storage for hosting applications, required
operating systems (0S) licenses / subscriptions. The proposed infrastructure must have
inbuilt Anti-Spam/ Malware/ Antivirus threats control software.

The selected bidder will be responsible for provisioning of requisite network
infrastructure (including switches, routers, LLB, DDoS, WAF and firewalls etc) to ensure
accessibility of the servers & eOffice applications as per defined SLA’s.

The selected bidder has to provide cloud services that are dynamic and agile which
provides elasticity such as but not limited to increase or decrease in compute, memory
at any point of time after receiving written request / communication from NALCO.

The selected bidder has to provide end-to-end support to the application vendor for
conversion / migration the existing eOffice applications identified by the NALCO from on
premise to cloud ready environment during the contract period.

The selected bidder shall ensure that a change release management and configuration
management procedure is defined and implemented to process any change to the cloud
environment/ services. This procedure must include the capability to support the
transition between the aforementioned environments prior to production deployment.

The selected bidder shall manage the instances of storage, compute instances, network
environments, and security environments. This includes installed operating systems and
other system software that are outside of the authorization boundary of the CSP. The
selected bidder is also responsible for managing specific controls relating to shared
touch points within the security authorization boundary, such as establishing customized
security control solutions. Examples include, but are not limited to, configuration and
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12.

13.

14.

15.

16.

17.

18.

19.

patch management, vulnerability scanning, disaster recovery, host firewall management,
managing credentials, and managing network configurations.

The Bidder shall facilitate NALCO's requirement to dynamically assign or reallocate
computing resources (vCPU and RAM) across any virtual machines at any time during
the contract period. This includes the right of NALCO to reduce the CPU and/or RAM
allocated to one virtual machine and reassign the same resources to other virtual
machine(s) without any additional cost or charges to NALCO.

The selected bidder has to have the end to end responsibility in managing the entire cloud
offering within the contract period.

The selected bidder has to support the installation of the cloud components and support
to the application vendor for smooth migration of the eOffice application to the cloud by
tweaking the existing application parameters or in system parameters and make it cloud
ready.

The applications deployed in the proposed cloud solution has to be capable of interacting
with the on premises data center applications and with the applications/ services
available in the internet, if required.

The selected bidder shall provide support to NALCO'’s technical team or nominated
agency or to the eOffice application vendor for optimization of resources in cloud
environment for better performance of the application during the contract period.

The selected bidder has to provide 24x7 enterprise level technical support from the Cloud
Service Provider. The selected bidder has to factor the solution such that there is a buffer
of 30% reserved for handling the peak load.

The selected bidder has to provide training to NALCO’s nominated officials/personal on
usage of the console and any other technical aspect for monitoring of resources &
applications.

In case of Ransomware attack/ hacking/ fraudulent/failure of server or data, it is the
CSP’s responsibilities to recover all the affected VM’s & data and rebuild the server with
Data without any extra cost to NALCO.

Connectivity and Port charges

19.1. The selected bidder has to create a separate tenant in the cloud offering and
ensure multi-tenant isolation, no communication with any neighbor apart from the
NALCO's asset.

19.2. The selected bidder will be responsible for provisioning of requisite network
infrastructure (including switches, routers and firewalls) to ensure accessibility of
the servers & eOffice applications as per defined SLA’s.

19.3. The selected bidder has to create necessary VLAN to bifurcate all components as
decided by the NALCO. Eg as web, App, DB VLANs and restrict communications as
decided by the NALCO.

19.4. The selected bidder has to assign unique VLAN and unique IP address for different

applications hosted in a single server/VM. Eg. If four applications run in a single
VM, each application has to be assigned with unique IP address and VLAN.
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20.

21.

22.

19.5.

19.6.

19.7.

The proposed cloud solution has to be capable of extending NALCO's IP schema
to NALCO's tenant in cloud.

The proposed cloud solution has to be capable of assigning both private IPv4, IPvé
and public IPv4, IPvé to the cloud offerings and enabled as per NALCO's discretion.

The CSP must provide 16 nos. of Public IP in the DMZ to access the production
server web pages from internet/public domain. All the Public IP must be protected
by Firewall and other security devices like WAF, DDoS etc.

Connectivity between NALCO's DC and Proposed Cloud solution (DC & DR)

20.1.

20.2.

20.3.

The selected bidder has to establish two dedicated point to point connectivity
(Primary and secondary path) between NALCO's DC and the cloud service provider
DC with throughput of 500 Mbps bandwidth through MPLS each and has to be
upgraded or downgraded whenever NALCO decides. Also, the bidder make
necessary arrangement for users to access the eOffice application from their
home directly without coming to NALCO'’s network. Incase of Disaster the bidder
must provide at least 200Mbps P2P MPLS link for connection to CSP DR site from
NALCO DC.

The NALCO's Data Centre has to be connected to the cloud location as mentioned
below:

20.1.1.  NALCO Data Center to Cloud DC location with primary and secondary path.

The selected bidder has to provide equivalent cloud port bandwidth as of the
service provider with unlimited data in ingress traffic and 500 GB per month egress
traffic in the pipe between NALCO's data center and cloud service provider. There
has to be provision to increase/reduce the egress traffic data size anytime as per
NALCO's discretion.

Also, CSP must provide the VPN connectivity for 300 nos. concurrent users to
connect through VPN to access the eOffice application.

Connectivity between Proposed Cloud solution and Internet

21.1.

21.2.

213.

The selected bidder has to establish a 100Mbps connectivity from the cloud to the
internet whenever NALCO decides, with requested bandwidth and has to be
upgraded or downgraded as per NALCO's discretion.

The selected bidder has to provide equivalent cloud port bandwidth as of the
service provider with unlimited data in ingress traffic and requested data as egress
traffic in the pipe between cloud service provider and the internet.

The cloud port bandwidth and the data size have to be scalable either incremental
or decremental as per NALCO's discretion.

Connectivity between Primary cloud location and Secondary cloud location

22.1.

22.2.

The selected bidder has to establish almost zero latency connectivity between their
primary and secondary cloud location located in different seismic zone, with
requested data transfer to maintain high availability, whenever decided by NALCO
in future.

The link bandwidth and port bandwidth has to be upgradable and down gradable
as per the NALCO'’s requirement during the contract period.
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23. Licensing

24,

23.1.

23.2.

23.3.

23.4.

23.5.

23.6.

23.7.

The selected bidder has to support BYOL (Bring Your Own License) for the
components offered in the cloud. However, the selected bidder has to also be ready
to provide licenses from the cloud as per the environment as per the discretion of
the NALCO.

The selected bidder has to factor licenses that covers advance firewall services
that secures the components obtained from the cloud which is necessary to
prevent the NALCO's tenant from any noisy neighbor.

The selected bidder has to factor licenses that covers 24*7 enterprise level
technical support from the cloud service provider for troubleshooting and
maintenance.

The selected bidder has to factor licenses to take backup of the application
deployed in the cloud and restore the same in as when required by NALCO.

The selected bidder has to factor licenses for providing dashboard for the cloud
offerings provided to the NALCO.

The selected bidder has to factor operating systems (0S) licenses/ subscriptions
(if required) for the cloud offerings provided to the NALCO.

The selected bidder has to factor all licenses for the integrations requested by the
NALCO, elsewhere in this scope of work.

Integration

24.1.

24.2.

243.

24.4.

24.5.

The proposed Cloud Solution shall be capable of seamless integration with any
Security Information and Event Management (SIEM) system in the future, as and
when NALCO implements such security features within its on-premises or cloud
infrastructure, at the discretion of NALCO.

NALCO is using Lotus Domino for email services, and the same system is used for
maintaining user credentials. Authentication for the E-Office application is based
on these credentials. The bidder must integrate the Lotus Domino LDAP service
with the E-Office application to ensure seamless and secure user authentication.

NALCO reserves the right to migrate its email services from Lotus Domino to a
public email service provider. The bidder must ensure integration of the public
email service provider's LDAP or equivalent identity service with the E-Office
application authentication mechanism. This integration shall be carried out without
any additional financial implication to NALCO.

The bidder must provide the facility to send the short message service (SMS) from
E-office application. In the e-office application when the file move the SMS must
trigger to recipient of that E-file. The SMS service must provided by the bidder
during the contract period without any additional financial implication to NALCO.

The bidder shall provide the facility to send Short Message Service (SMS)
notifications from the E-Office application. Whenever an e-file is moved within the
E-Office application, an SMS shall be automatically triggered and sent to the
recipient of the respective e-file. The SMS service shall be provided by the bidder
throughout the contract period without any additional financial implication to
NALCO. The bidder shall arrange, configure, and maintain the SMS
gateway/service for the entire duration of the contract.
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24.6.

24.7.

During the entire contract period, the bidder shall maintain comprehensive log files
of E-Office application access and server access in a Security Information and
Event Management (SIEM) system to meet security and statutory requirements.

The bidder shall provide the complete log data for the entire duration, as and when
required by NALCO or any statutory authority.

NALCO may, at any time during the contract period, implement additional software
solutions or subscribe to other cloud services for various applications. The bidder
shall ensure seamless integration, or provide necessary support and interfaces to
enable integration, of such software or services with the E-Office application.

25. Security and Statutory Requirements

25.1.

25.2.

25.3.

The proposed cloud solution has to be factored with advance firewall services to
whitelist or black list any IP address.

Certification/Compliance:

25.2.1. The proposed cloud solution has to comply with the following security
standards ISO 27001 - Data Center and the cloud services has to be
certified for the latest version of the standards.

25.2.2. ISO/IEC 27017:2015 - Code of practice for information security controls
based on ISO/IEC 27002 for cloud services and Information technology.

25.2.3. IS0 27018 - Code of practice for protection of personally identifiable
information (PIl) in public clouds.

25.2.4. 1SO 20000-9-Guidance on the application of ISO/IEC 20000-1 to cloud
services.

25.2.5. The CSP/ selected bidder shall comply or meet any security requirements
applicable to CSPs/bidders published (or to be published) by Ministry of
Electronics Information and Technology (MeitY), Government of India or
regulator or any standards body setup / recognized by Government of
India from time to time and notified to the CSP/Bidder by MeitY as a
mandatory standard.

25.2.6. The CSP/ selected bidder shall meet all the security requirements
indicated in the IT Act 2000, the terms and conditions of the Provisional
Empanelment of the Cloud Service Providers and shall comply to the audit
criteria defined by STQC.

25.2.7. The proposed solution has to have an option to enable data protection in
transit through some encrypted connections such as but not limited to
HTTPS/SSL/TLS.

Data Privacy and Security Safeguards:

25.3.1. The CSP/ selected bidder to ensure that the data is encrypted as part of a
standard security process for highly sensitive content.

25.3.2. The selected bidder has to ensure that the ownership of the data resides
only with NALCO and the proposed cloud solution has to always store data
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25.4.

25.3.3.

25.3.4.

25.3.5.

25.3.6.

25.3.7.

25.3.8.

25.3.9.

25.3.10.

within India and the same will not be tampered or used for any other
purpose.

The selected bidder being the custodian of NALCO's data shall not use the
same for the following but not limited to marketing, data mining, etc.

The selected bidder to notify the NALCO promptly in the event of security
incidents or intrusions, or requests from any government agencies for
access to the data, to enable the agency to manage these events
proactively.

The selected bidder shall ensure that the data that is stored on the cloud
is protected and appropriate policies and controls are put in place to
provide data privacy and protection. The selected bidder shall adhere to
all latest laws of the land pertaining to data privacy and protection. The
selected bidder shall also ensure that necessary enhancements are made
to the services provided whenever there are changes sought either by the
regulators or by Government of India.

The selected bidder shall notify NALCO of legal requests from
Governments or Authorities or regulators for the NALCO’s data and insist
that correct legal processes are being followed in providing the data.
NALCO shall be notified of any cyber forensic investigation that is being
carried out in the area that also hosts the NALCO’s data and applications.

The selected bidder shall ensure that all the storage blocks or multiple
copies of data if any are unallocated or zeroed out by the CSPs so that
data cannot be recovered. If due to some regulatory reasons if it is
required to securely decommission data. The selected bidder shall ensure
that the NALCO's data is decommissioned completely in the CSP making
it irrevocable.

The CSP/ selected bidder shall report forthwith in writing of information
security breaches to NALCO by unauthorized persons (including
unauthorized persons who are employees of any Party) either to gain
access to or interfere with the Project's Data, facilities or Confidential
Information.

The selected bidder shall not allow any audit activities of the NALCO’s
infrastructure on the cloud without getting the written permission from
NALCO. The selected bidder has to ensure periodic Vulnerability Scanning
and Penetration Testing of the Cloud set up as per, regulator/government
authorities’ guidelines.

The CSP undertakes to treat information passed on to them under this
Agreement as classified. Such Information will not be communicated /
published / advertised by the CSP to any person/organization without the
express permission of NALCO.

Audit, Reports and Analytics:

25.4.1.

The selected bidder has to allow NALCO or its nominated agency or any
third party approved by NALCO to do audit of the NALCO's tenant.
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25.5.

25.6.

25.4.2.

25.43.

25.4.4.

The selected bidder has to provide the architecture diagram of the
proposed cloud solution to NALCO and update the same yearly or
whenever a change occurs.

The selected bidder has to provide appropriate Disaster recovery plan for
the eOffice applications deployed in the cloud.

The infrastructure provisioned by the selected bidder must be scalable.

Business Continuity, Backup and Restore

25.5.1.

25.5.2.

25.5.3.

25.5.4.

25.5.5.

25.5.6.

25.5.7.

25.5.8.

25.5.9.

25.5.10.

The selected bidder has to establish high availability of the instances
created in cloud service provider with disaster recovery centre. However,
the cloud service provider has to also have a secondary cloud in different
seismic zone within India.

Whenever there is a service outage in the primary cloud Data Centre, the
service has to be made available immediately from the disaster recovery
Data Center can be accomplished within the specified RTO-4hrs & RPO-
30mins.

Whenever the service outage in the primary cloud Data Center is resumed,
the service running in the secondary cloud Data Center has to be capable
of failing back to the primary cloud Data Center (Fail back).

The selected bidder will formulate appropriate Disaster Recovery plan for
the solutions hosted in cloud and align with the NALCO's RTO and RPO.

The selected bidder will formulate an appropriate periodic (bi-yearly) DR-
Drill plan for the solution hosted in cloud and shall be performed the DR-
Drill task with proper approval from NALCO.

The proposed cloud solution has to take the backup of the eOffice
application and synchronize the same with disaster recovery Data Centre.

The proposed cloud solution has to contain a performance dashboard to
provide the real-time performance features of all cloud offerings.

The selected bidder will hand hold the NALCO’s user team to access the
server from DR site.

The CSP must take the full backup every day for all the production servers
and incremental backup in every four hours for database servers and
presentation servers nominated by NALCO.

The backup must be retained for last 30 days.

Future requirements ready

25.6.1.

25.6.2.

The selected bidder has to recommend to containerize the services
wherever possible and migrate the existing eOffice application to
containerized services.

The selected bidder has to recommend to migrate to server less

architecture wherever the application can be used on demand during an
event trigger
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25.6.3. The selected bidder has to provide a cloud offering that has two or more
cloud within India in different seismic zone, enabling NALCO to move the
high availability instance to secondary cloud as per the NALCO's
discretion.

25.6.4. The proposed cloud solution has to be capable of providing the following
services at any point in future as per the NALCO’s discretion:
25.6.41. SIEM must store all the activity log files.
25.6.4.2. Web application firewall as a service
25.6.4.3. Load balancer as a service
25.6.4.4. Firewall as a service
25.6.4.5. DDoS as a service

25.7. Confidentiality

The selected bidder shall execute non-disclosure agreements with the NALCO. For
the avoidance of doubt, it is expressly clarified that the aforesaid provisions shall
not apply to the following information:

25.7.1. Information already available in the public domain;

25.7.2. Information which has been developed independently by the Service
Provider;

25.7.3. Information which has been received from a third party who had the right
to disclose the aforesaid information;

25.7.4. Information which has been disclosed to the public pursuant to a court
order.

25.8. Performance Management: The critical SLAs for cloud services are as defined in
this RFP.

26. Project Deliverables, Milestones & Timelines

25.1 The Bidder should accept the Purchase Order within fifteen (15) days from the
date of issuance of Purchase Order / LOI.

25.2 NALCO shall provide the address and contact details for delivery of required
services while placing the order.

25.3 The selected bidder has to setup Cloud Environment within 30 days from the
date of acceptance of Purchase Order.

25.4The services will be accepted after satisfactory working of the applications.
27. Project Acceptance

Project Acceptance shall be on successful completion of all activities related to
provisioning, configuration, deployment, connectivity establishment, and functional
verification of the cloud infrastructure as per the approved architecture and scope of
work.

Project Acceptance shall be deemed complete when:

a. All cloud resources (compute, storage, network, and security components) have been
provisioned and configured as per approved design & SOW.

b. Connectivity between NALCO’s on-premises Data Center and cloud environment is
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28.

29.

established and verified.
c. 0S installation, baseline hardening, and security configurations are completed.
d. Monitoring, backup, and access management tools are successfully integrated.

e. User Acceptance Testing (UAT) / verification report from NALCO’s authorized team is

signed off.

f. A Project Acceptance Report is submitted by the service provider and approved by
NALCO’s Project-in-Charge.

Audit and Governance Requirements

The CSP shallimplement the audit & compliance features to enable the Agency to monitor
the provisioned resources, performance, resource utilization, and security compliance:

28.1.

28.2.

28.3.

28.4.

28.5.

28.6.

28.7.

28.8.

View into the performance and availability of the cloud services being used, as well
as alerts that are automatically triggered by changes in the health of those
services.

The CSP should provide the Mobile App/tool to monitor the health of the VM and
application status.

Event-based alerts through sms and e-Mail, to provide proactive notifications of
scheduled activities, such as any changes to the infrastructure powering the cloud
resources.

System-wide visibility into resource utilization, and operational health through
proactive monitoring (collect and track metrics, collect and monitor log files, and
set alarms) of the cloud resources.

Logs of all user activity within an account. The recorded information has to include
the identity of the API caller, the time of the API call, the source IP address of the
API caller, the request parameters, and the response elements returned by the
cloud service. This is required to enable security analysis, resource change
tracking, and compliance auditing.

Ability to discover all of the provisioned resources and view the configuration of
each. Notifications has to be triggered each time a configuration changes, and
Agencies has to be given the ability to dig into the configuration history to perform
incident analysis.

Monitoring of cloud resources with alerts to customers on security configuration
gaps such as overly permissive access to certain compute instance ports and
storage buckets, minimal use of role segregation using identity and access
management (IAM), and weak password policies.

All the audit logs for production or Live server must retained through out the
contact period.

Exit Management / Transition-Out Responsibilities

29.1.

29.2.

Continuity and performance of the Services at all times including the duration of
the Agreement and post expiry of the Agreement is a critical requirement of
NALCO. It is the prime responsibility of CSP to ensure continuity of service at all
times of the Agreement including exit management period and in no way any
facility/service shall be affected/degraded.

The responsibilities of the selected bidder with respect to Exit Management /
Transition-Out services on cloud include:
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29.3.

29.2.1. Provide necessary handholding and transition support to ensure the
continuity and performance of the Services to the complete satisfaction
of NALCO.

29.2.2. Support NALCO in migration of the VMs, data, content and any other
assets to the new environment created by NALCO or any Agency (on
behalf of NALCO) on alternate cloud service provider’s offerings to enable
successful deployment and running of the NALCO’s solution on the new
infrastructure by providing a mechanism to NALCO for the bulk retrieval
of all data, scripts, software, virtual machine images, and so forth to
enable mirroring or copying to NALCO supplied industry standard media.

29.2.3. The format of the data transmitted from the cloud service provider to
NALCO has to leverage standard data formats (e.g., OVF, VHD, VMDK or
any other formats..) whenever possible to ease and enhance portability.
The format will be finalized by NALCO.

29.2.4. The ownership of the data generated upon usage of the system, at any
point of time during the contract or expiry or termination of the contract,
shall rest absolutely with NALCO.

29.2.5. Ensure that all the documentation required by NALCO for smooth
transition including configuration documents are kept up to date and all
such documentation is handed over to NALCO during regular intervals as
well as during the exit management process.

29.2.6. Shall not delete any data at the end of the agreement (for a maximum of
90 days beyond the expiry of the Agreement) without the express approval
of NALCO.

29.2.7. Once the exit process is completed, remove the NALCO’s data, content
and other assets from the cloud environment and certify that the VM,
Content and data destruction to NALCO as per stipulations and shall
ensure that the data cannot be forensically recovered.

There shall not be any additional cost associated with the Exit / Transition-out
process.
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ANNEXURE-VI

BILL OF MATERIALS

Sl. No. |Server and services Description Qty

Virtual Servers (Latest generation Intel based processor with high
frequency)

—

Type 1 (32vCPU x 128 GB RAM)

Type 2 (16vCPU x 64 GB RAM)

Type 3 (16vCPU x 32GB RAM)

O~NININ |

Type 4 (12vCPU x 24 GB RAM)

Type 5 (8vCPU x 16 GB RAM)

i
o

Type 6 (8vCPU x 64 GB RAM)

Type 7 (8vCPU x 32 GB RAM)

NN

Type 8 (4vCPU x 64 GB RAM)

~l=e e (2|0 = |

Type 9 (4vCPU x 8 GB RAM)

—_—
o

Storage usage per GB

Storage 1tyear 7Th

Storage 2™ year 14Tb

Storage 3™ year 21Tb

Storage 4" year 28Th

Storage 5" year 35Tb

For Primary site

Payment will be made pay as in use model.

70000

Firewall (NGFW per Mpbs) 50

WAF (clean traffic throughput in Mbps) 50

Public IP in count 10

Bandwidth per Mbps 100

Load Balancer L4 per Mbps 50

DDOS per Mbps 50

0|00 |~|on | [ [0

Antivirus Services 42

Backup as a Service per GB

Storage 1*year 4Tb

Storage 2nd year 8Tb

Storage 3rd year 12Tb

Storage 4th year 16Tb

Storage 5th year 20Th

For Both DC & DR site

Payment will be made pay as in use model.

10. 20000

1. |SSL Certificates in count

12. |DNS Services

13. [VPN (site-to-site) per lot

_— W =W

14. |P2P Link (500 Mbps - NALCO DC to CSP DC in HA)

15. [Operating System (0S) 42

16. [Database (Postgres & Mongo DB)

17. [Periodic DR-Drill (half yearly)

18. |Operation & Managed Services

—_— | — | —

19. [Any other services required for successful operation of eOffice at Cloud
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| 20 |Onetime Setup cost | 1

ANNEXURE-VII

SPECIAL PURCHASE CONDITIONS

DESCRIPTION : Migrate and upgrade the NIC's developed eOffice application on CLOUD
environment

PURCHASER: National Aluminium Company Ltd. (NALCO)
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SPECIAL PURCHASE CONDITIONS (SPC)
INTRODUCTION

1.1. National Aluminium Company Ltd. (Nalco) invites bids against the above NIT. These
Special Purchase Conditions (SPC) are being issued by Nalco i.e. the Owner. These
SPC and the documents mentioned in the Annexures to these SPC (along with other
documents listed in the Tender such as Nalco’s General Purchase Conditions, Price
Schedule Formats etc.) are a part of the above referred Tender, and may become a
part of any Purchase Order that might result from submission of a Bid in response
to this Tender.

PAYMENT TERMS
As per Clause 7 of Special Conditions of the Contact

CONTRACT PERFORMANCE BANK GUARANTEE:

The Vendor shall furnish a Contract Performance Bank Guarantee, for 10% of the total
order value as per NALCO’s format, executed by any of the banks listed in the Appendix
enclosed with the ITB. The Vendor shall submit the CPBG within 21 days of issue of
LOA/SAP PO by NALCO. This CPBG shall be valid for a period of three months beyond
expiry of the Warranty support .

In case you fail to submit CPBG, then 10% of each invoice value will be deducted from
invoice and amount so retained shall be paid to on successful completion of the warranty
period.

Each page of the Bank Guarantee must be stamped & signed by the authorized
signatory(ies) of the Bank. Corrections, if any, must also be initialed by the authorized
signatory(ies) of the Bank. The Bank is required to send a copy of the Bank Guarantee (s)
in confirmation directly to the OWNER. In case PBG gets reduced / deducted for reasons
of non-fulfilment of any contractual obligation then the reduction / deduction shall be done
with applicable GST at the time of settlement.

General Notes:

1. For all Indian Vendors, the CGST & SGST or IGST shall be released only on
receipt of tax compliant GST Invoice / document, against which Nalco shall be
able to take the Input Tax Credit (ITC) in terms of GST provisions.

2. AllBank guarantees will be issued directly to Nalco - Bhubaneswar by the Bank
and Vendor shall enclose copy of the same along with invoice. Banks shall be
informed to send a separate confirmation immediately on request Nalco to
expedite processing at Nalco’s end.

3. Billing schedule (wherever applicable) shall be submitted to Nalco by the
vendor for approval within 45 days from the date of Brief Order of Acceptance
/ Purchase Order wherever specified in the Purchase Order partial dispatch or
pro-rata payment shall be made without the approval of billing schedule.

4. All Bank Guarantees shall be sent to the following address:
General Manager (Materials)
National Aluminium Company Limited
Nalco Corporate Office,

P/1, Nayapalli, Bhubaneswar - 751 013
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Odisha, India.
Attn.: Mr. Ushna Ranjan Mishra.

(i) “Order Value” or “Total Order Value” means total contract value exclusive of taxes
and duties in India.

(i) The E-Way bill shall be the responsibility of the vendor. If any route survey is to be
carried out for any consignment, then the vendor shall carry out the same at his
own cost only.

5. All the materials to be supplied by the vendor to NALCO against the order will be
insured by the vendor. The vendor will also take insurance for his materials and his
personnel used for execution of the work.

4. TAXES AND DUTIES IN INDIA

4.1 Applicability of Taxes

Any variation in taxes and duties, including introduction of new taxes, occurring after the last
date of submission of the price bid and applicable to supplies/services rendered within the
contractual delivery period (including duly approved extensions) shall be to NALCO's
account, subject to submission of documentary evidence by the Contractor.

4.2 GST Registration & Invoicing

The Contractor shall obtain and maintain valid registration(s) under applicable GST laws. All
invoices raised on NALCO shall be proper GST-compliant Tax Invoices, containing correct
GSTIN details, HSN/SAC codes, taxable value, GST rate, and all details prescribed under
section 31 of CGST Act .

4.3 Input Tax Credit (ITC)

NALCO shall be entitled to avail Input Tax Credit (ITC) on GST charged by the Contractor. If
ITC is denied or reversed due to non-compliance by the Contractor—including non-payment
of GST, non-filing or incorrect filing of GST returns(GSTR1/GSTR3B), mismatch in GSTN,
wrong classification/rate/place of supply—the Contractor shall reimburse NALCO through a
credit note. Failing this, NALCO may recover the amount from pending bills, Security Deposit,
Performance Bank Guarantee, or any other dues. Furthermore, the Contractor shall provide
all documents, certificates, and declarations required by NALCO for availing ITC.

4.4 Debit Notes / Supplementary Invoices

Tax amounts on any debit note or supplementary invoice issued by the Contractor shall be
reimbursed only if such documents are raised within the applicable statutory limits and
correctly uploaded in GST returns.

4.5 Correct Tax Rate & Classification

The Contractor shall quote and charge the correct HSN/SAC and GST rate. No additional tax
claim will be entertained due to wrong classification, misunderstanding of law, or wrong
place of supply. Any ITC loss to NALCO due to wrong levy shall be made good by the
Contractor.

4.6 HSN/SAC Code
The applicable HSN/SAC code and GST rate must be clearly mentioned in every invoice
submitted. HSN/SAC code should not be less than six digit level.

4.7 Indemnification

The Contractor shall indemnify NALCO for losses arising from failure to discharge statutory
tax obligations.
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4.8 Passing of Tax Benefits
Any benefits arising from reduction in GST rate or availability of additional ITC shall be passed
on to NALCO through a reduction in invoice value under section 171(1) of CGST Act.

4.9 GST under Reverse Charge Mechanism
In the cases where GST is applicable under Reverse Charge Mechanism, the GST will be
payable by NALCO.

4.10 TAX DEDUCTION AT SOURCE (TDS) UNDER GST

In accordance with Section 51 of the CGST Act, 2017, NALCO shall deduct GST TDS at 1% CGST
+ 1% SGST for intra-state supplies and 2% IGST for inter-state supplies where the contract
value exceeds the threshold limit. This clause is not applicable for Govt. & PSU suppliers.
No deduction shall apply where the location of supplier and place of supply are in a different
State/UT from NALCO's registration State.

4.11 DEDUCTION OF INCOME TAX & OTHER STATUTORY TAXES

Notwithstanding anything contained elsewhere in the contract, NALCO shall deduct Tax at
source from the payment due to the contractor. The taxes as required or as amended from
time to time or under Income Tax Act. The amount so deducted shall be deposited by NALCO
with the appropriate Authorities as per Law. It is for the contractor to deal with the
appropriate Authorities directly in respect of any claim or refund relating to the above
deductions and NALCO shall not be liable or responsible for any claims or payments or
reimbursement in this regard.

412 : Income Tax as applicable at the prevailing rate on the gross amount billed shall be
deducted from the contractor’s bills for the material and Service components.

413 : TDS on Purchase of Goods under Section 393 of Income Tax Act, 2025 (Section 194Q of
erstwhile IT Act 1961). The stated clause is applicable w.e.f. 01/07/2021 and is subject to
modification(s) based on subsequent amendments/ notifications under Income Tax Act.

4.14: For Supply Contracts / Purchase Orders/ Supply portion of LSTK NALCO, being Buyer,
having total sales, gross receipts, or turnover from business above Rupees Ten Crores
during the last Financial Year, will deduct TDS under Section 393 (Section 194Q of erstwhile
IT Act 1961), at the prescribed rate of 0.1% on the purchase value of any goods, aggregate of
which is exceeding the threshold limit of Rs.50 Lakhs in a Financial year.

4.15 : For Other Contracts / Orders-Domestic Supplier/contractor
Income Tax TDS, as applicable at the prevailing rate on the gross amount billed shall be
deducted from the contractor’s bills.

4.16 : TDS on Foreign Vendors:

TDS as applicable under Section 393(2) of the Income Tax Act, 2025 (Section 195 of erstwhile
Income Tax Act, 1961) as amended, would be deducted from the payments to Foreign Vendor.
i. To avail the lower TDS under DTA Agreement, Vendor has to provide Tax Residency
Certificate from the Tax/Revenue authorities of their respective countries, Indian Income Tax
PAN, if available, No Permanent Establishment Certificate and Form 41 (Form 10F of erstwhile
Act) duly filed.

ii. If any of the above documents could not be provided, TDS will be applied as per normal
provisions of section 195 of the Income Tax along with applicable Surcharge.

iii. In case the quoted prices by the Foreign Vendor is on Grossing-up basis (i.e Income
Tax TDS to be borne by NALCO), the applicable Income Tax TDS will be paid by NALCO
after grossing-up. In case, the Foreign Vendor avails any tax benefit/concession against
this TDS, the benefit shall be passed on to NALCO and a declaration to this effect shall be
submitted by the Vendor along with offer & invoice.
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5.

5.1.

5.2.

10.

1n.

DELAYED DELIVERIES

The clauses related to delayed deliveries shall be as mentioned in Nalco's General
Purchase Conditions. The % of Price Reduction mentioned in Clause No. 23 (i) of GPC
has been revised as below

In the event of delay on the part of the Seller in effecting deliveries as agreed
contractually, Purchaser will recover liquidated damages for delayed deliveries @
%% (half of one percent) of total value per week of delay or part thereof, subject to
a maximum of 5% (five percent) of undelivered portion/ total value (if the item(s)
cannot be used unless full supply is made) or to cancel the Order and purchase the
materials from alternative source at the risk and cost of the supplier.

Non-acceptance or deviation to Price Reduction Schedule (PRS) clause is a
rejection criterion.

VENDOR'S/SUPPLIER'S DEFAULT
Any forfeiture / recovery made by the NALCO due to any of “vendor’'s/supplier’s default”
shall be with applicable GST at the time of settlement.

ANTI PROFITEERING PROVISIONS

In compliance to GST Act, anti-profiteering provisions mandates that any reduction in tax
rates or benefits of input tax credits shall be passed on to the consumer by way of
commensurate reduction in prices. Indigenous bidders to take note of the same and pass
on such benefits to NALCO while quoting their price as well as during execution of the
contract.

ARBITRATION & MEDIATION

Disputes, if any, will be dealt as per the procedures laid down in the below enclosed
Appendix to this document.

INDIRECT OR CONSEQUENTIAL LOSS

Neither party shall be liable to the other for any and all consequential, special, speculative,
indirect and incidental damages including but not limited to loss of use, loss of profits or
product, for extra cost of producing product, for extra cost of capital, or for failure to
achieve or delay in achieving anticipated profits or products.

LIMITATION OF LIABILITY

The maximum liability of the "Supplier/Vendor/ Seller" shall be up to 100% of the Total
Order Value. The maximum liability shall be exclusive of patent infringement & indemnity.

PART ORDER & REPEAT ORDER

CL No. - 32.0 - Part Order, Repeat Order of Nalco’'s General Purchase Conditions stands
deleted.
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Appendix

Settlement of Disputes

1.1

1.2

AMICABLE SETTLEMENT:-

If any commercial dispute, other than those where the decision of
NALCO/EIC/MIC is final and binding as per the contractual terms, whatsoever
arises between NALCO and the Contractor/Vendor in connection with or arising
out of the Service Contract /Work Order/Purchase Order, as the case may be,
including without prejudice to the generality of the foregoing, any question
regarding its existence, interpretation, validity or termination, or the execution of
the Contract, whether during the progress of the Contract or after its completion
and whether before or after the termination, abandonment or breach of the
Contract, the parties shall resolve such dispute or difference by amicable
settlement. If the parties fail to resolve such dispute or difference by amicable
settlement, then the dispute may be settled through Mediation by High Level
Committee / Arbitration / other remedies available under the applicable laws.

Resolution of Dispute by Mediation through High Level Committee (HLC):-

If the parties fail to resolve a dispute or difference by amicable settlement, such
dispute or difference, if the parties agree, may be referred to Mediation for
settlement and the same shall be guided by the provisions of The Mediation Act,
2023 or any other applicable law for the time being in force & amendment thereof.

1.21  Invitation for Mediation:-

(i) A party shall notify the other party in writing about the dispute or
difference it wishes to refer for Mediation within a period of 30 days
from the date of failure to resolve the same through amicable
settlement . Such notice for Mediation shall contain sufficient
information relating to the dispute and the precise claim (monetary
and/or declaratory) to enable the other party to be fully informed as
to the nature of the dispute, amount of the monetary claim, if any,
and apparent cause of action.

(ii) Upon the receipt of the notice for Mediation from a party, the other
party shall intimate its stand and counter claim, if any, within a
period of 30 days from the date receipt of such notice and both the
claim and counter claim, if any, will be referred for Mediation.

(iii) The parties shall file their claim and counterclaim in the following
format;

a. Chronology of the dispute
b. Brief of the contract
c. Brief history of the dispute

d. Issues
sl D(?SCI'IptIOh of Claim Amount in Relevant
Claims / Counter Contract
No. . INR
claims Clause

e. Details of Claim(s) / Counter Claim(s)
f. Basis / Ground of claim(s) / counter claim(s) along with
relevant clause of contract.
Statement of claims shall be restricted to maximum limit of 20
pages.
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(iv)

If no reply/response is issued within 30 days of the date of
receipt of notice to refer the dispute or difference for Meditation, the
Mediation shall be treated as stands failed.

1.2.2 Mediation:-

(i)

(ii)

(iii)

(iv)

(v)

Subject to the provisions of The Mediation Act, 2023 or any other
applicable law, where notice for Mediation has been issued and
responded to under Clause 1 .2. 1 hereinabove, the dispute or
difference will be referred to a High-Level Committee (HLC) to be
constituted by CMD, NALCO, for settlement through Mediation. The
constitution of the HCL by the CMD, NALCO will be as per the
guidelines detailed in clauses 1.2.2 (ji) to 1.2.2 (iv).

HLC will be a committee comprising of three members, who are
eligible as per the clause 1.2.2 (iii). However, there will be single
member HLC for disputes involving claim and counter claim (if any)
up to INR. 1 crore. CMD will have authority to reconstitute an HLC
filling any vacancy. The party invoking mediation shall propose
names of mediators who are eligible as per clause 1.2.2 (iii)
hereinbelow, for consideration by the CMD, NALCO . The number of
names proposed should be twice the number of mediators in the
HLC which will be formed.

The persons eligible for consideration to be members of the HLC
shall be either Retired High Court Judges, or, Retired Civil Servants
of Govt. of India not below the rank of Additional Secretary,
or, Retired Chairman / Chairman Cum Managing Directors /
Managing Directors / Directors of any Maharatna / Navratna CPSEs
in India other than NALCO Ltd., who is/are registered as mediator
with the Mediation Council of India, or is/are empanelled as
Arbitrator with the Delhi International Arbitration Centre / Orissa
High Court Arbitration Centre / [IAC /
Indian Council of Arbitration.

The persons selected as a mediator / member of the HLC shall
disclose in writing to the parties regarding any circumstance or
potential circumstance, personal, professional, financial, or
otherwise, that may constitute any conflict of interest or that is likely
to give rise to justifiable doubts as to his/her independence or
impartiality as a mediator. The said disclosure is required to be
given by the mediators prior to the conduct of mediation. Further,
during the mediation, the mediator/ member of the HLC shall,
without delay, disclose to the parties in writing any conflict of
interest, that has newly arisen or has come to his/her knowledge
that is likely to give rise to justifiable doubts as to his independence
or impartiality as a mediator/ member of the HLC.

Upon disclosure under 1.2.2(iv), if either party desires to replace
any member of the HLC or in the event of
death/incapacity/withdrawal by any of the mediator from the HLC,
then, the HLC will be reconstituted following the process as given
above.

1.2.3 Proceedings before HLC:-

(i)

On constitution of the HLC, along with the intimation regarding the
constitution of the HLC, its member/s will be furnished with the
information relating to the dispute and the precise claim (monetary
and/or declaratory) as well as stand and counter claim of the
respective parties. The HLC will convene its meeting at the earliest,
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(ii)

(iii)

(iv)

(v)

(vi)

but not later than 30 days of its constitution. The HLC shall be
provided with all necessary inputs, clarifications etc. by both the
parties. Thereafter, the HLC shall assist the parties in an
independent, neutral and impartial manner in their attempt to reach
an amicable settlement of their dispute. The HLC shall at all times
be guided by the principles of natural justice, objectivity and fairness
and protect the voluntariness, confidentiality and self-
determination of the parties, and maintain the standards for
professional and ethical conduct as may be specified. The HLC shall
be free to decide the process and procedure to be adopted for
mediation and the same shall be subject to due consent of both the
parties.

In case of 3 members HLC, 2 members will constitute a valid
quorum and the meeting can take place to proceed in the matter
after seeking consent from the member who is not present.

The HLC shall attempt to facilitate voluntary resolution of the
dispute by the parties and communicate the view of each party to
the other to the extent agreed to by them, assist them in identifying
issues, advancing better understanding, clarifying priorities,
exploring areas of settlement and generating options in an attempt
to resolve the dispute expeditiously, emphasising that it is the
responsibility of the parties to take decision regarding their claims.
The HLC shall only facilitate the parties in arriving at a decision to
resolve a dispute and shall not impose any settlement nor give any
assurance that the mediation may result in a settlement.

The parties shall be represented by their respective authorized
representatives, who will produce proper Letters of Authority
before the HLC. No party shall be allowed to bring any advocate or
outside consultant/advisor/agent. However, subject to the
discretion of the parties, the ex-employees of parties may represent
their respective organizations if they were the Manager-in-
Charge/Engineer-in-Charge/Dealing Officer of the contract at the
time of dispute/cause of action. Parties shall not claim any interest
on claims/counter-claims from the date of notice invoking Mediation
till execution of settlement agreement, if so arrived. In case, parties
are unable to reach a settlement, no interest shall be claimed by
either party for the period from the date of notice invoking Mediation
till the date HLC submits the non-settlement report and 30 days
thereafter in any further proceeding.

HLC will conclude its proceedings in maximum 10 meetin
gs, and give its recommendations within 120 days from the date
fixed for the first appearance before the HLC. If required, the parties
may agree to extend the period of mediation for a further maximum
period of 60 days. HLC will submit draft settlement agreement
containing its recommendations to both the parties on possible
terms of settlement. If the parties accept the draft settlement
agreement of the HLC, then the settlement agreement will be
executed by both parties with all HLC members as witnesses.
However, in case parties do not accept, then the HLC will submit the
non-settlement report.

If, the draft Settlement Agreement shared by the HLC is acceptable
to both the parties, the same will be signed within 15 days of
acceptance and the same shall be authenticated by all the HLC
members as witnesses. The acceptance/rejection is to be
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1.2.4

(vii)

Fees

communicated by each party to other and to the HLC within 45 days
of the receipt of the draft settlement agreement from HLC. After
signing, the settlement agreement same shall be final and binding
to both the parties and thereafter there shall be absolute bar for
initiating arbitration. In case of non-agreement/non-acceptance of
the draft settlement agreement, the HLC shall submit a non-
settlement report to both the parties and the mediation proceedings
shall stand terminated from the date of receipt of the said non-
settlement report.

The venue of the HLC meeting shall be at Bhubaneswar. All the
expenditure incurred towards arrangement for the venue of the
mediation proceedings and fee & expenses of the HLC members and
expenses incurred towards venue shall be shared by the parties
equally..

& Facilities to the Members of the HLC:- The cost of Mediation

proceedings including expenses towards arranging of venue of the
mediation proceedings and fee & expenses of the HLC members shall be
as provided herein below :

st Fees/ Facility Entitlement
No.
INR 20,000 per meeting to each Mediator. In
addition, each Mediator to be paid INR
10,000 for  attending meeting
1 | Fees authenticate the settlement agreement.
However maximum fee shall be INR
2,10,000 per case per Mediator .
2 | Secretarial expenses INR 10,000 lump sum.
3 Transportation in the Car as per entitlement or INR 2,000 per day
city of the meeting
Venue will be NALCO conference rooms at
4 Expenses towa_rds Bhubaneswar with fooding expenses as
Venue for meeting per actuals.
SL Fees/ Facility Entitlement
No.

Facilities to be provided to the out stationed member

> meeting. of actual fare.
Transport to and from
6 | airport/railway station Car as per entitlement or INR 3,000

in the city of residence
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Stay for out stationed In NALCO Guest House or in hotel to be
members arranged by one of the parties.

Aforesaid fees is subject to government guidelines on austerity measures,
if any. All the expenditure incurred in the HLC proceedings shall be shared
by the parties in equal proportions. The Parties shall maintain the account
of expenditure and present to the other for the purpose of sharing on
conclusion of the HLC proceedings.

1.2.5 The parties shall keep confidential all matters relating to the
Mediation proceedings. Parties shall not refer or rely upon them and/or
not produce them as reference / material papers / evidence in arbitration
or court or any other proceedings.

1.3 Arbitration:-

1.3.1  If the process of mediation by HLC fails to arrive at a settlement between
the parties any of the party may, within Thirty (30) days of such failure,
give notice to the other party of its intention to refer the
dispute/difference for arbitration indicating the precise claim amount
and/or relief sought, as per the conditions as stated
hereinafter provided, as to the matter in dispute/difference, and no
arbitration in respect of the matter may be commenced unless such
notice is given. The mechanism of settling the disputes through arbitration
can be resorted to only in cases where the disputed amount (i.e. total
amount of Claims including claims of interest, cost etc.) does not exceed
%10 crores and is not below ¥50.00 Lacs including all types of interest,
cost etc.. In case the disputed amount exceeds Rs. 10 Crores or less than
X50.00 Lacs, the parties shall be within their rights to take recourse to
remedies as may be available to them under the applicable laws other
than arbitration.

Since, mediation is a pre-condition for arbitration, any claim/dispute
which has not been referred for mediation, shall not be referred for
arbitration.

The parties at the time of invocation of arbitration shall submit all the
details of the claims and the counter-claims including the Heads/Sub-
heads of the Claims/Counter-Claims and the documents relied upon by
the parties for their respective claims and counter-claims. The parties
shall not file any documents/details of the claims and counter-claims
thereafter.

(The party invoking arbitration, at the time of invocation of arbitration,
along with the notice, shall submit all the details of its claims including
the Heads/Sub-heads of the claims and the documents relied upon by it
for its claims. On receipt of notice invoking arbitration as well as the
details of the claims and the documents relied upon by the claimant for
its claims, within 30 days of the receipt, the other party shall give its
response to the said notice, and within 60 days shall submit its counter-
claims including the Heads/Sub-heads of the counter-claims and the
documents relied upon by it for its counter-claims. The parties shall not
file any details of the claims and counter-claims and/or documents etc.
thereafter.)
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13.2

133

The parties hereby agree that the claims/counter-claims raised by them
at the time as mentioned above shall be final and binding and no further
change shall be allowed in the same at any stage during arbitration under
any circumstances whatsoever. Where the dispute/claim is for the
payment of money, no interest shall be payable on whole or any part of
the money for any period between the date on which cause of action arose
and the date on which the award is made.

Any dispute in respect of which, anotice of intention to
commence arbitration has been given in accordance with Clause 1.3.1,
shall be finally settled by arbitration .

Any dispute referred by a party to arbitration shall be adjudicated by a

Sole Arbitrator appointed by CMD, NALCO in the following manner:-

a) On receipt of a notice of intention to commence arbitration given
in accordance with Clause 1.3.1, CMD, NALCO will send, within 30
days of receipt of the notice, to the party (other than NALCO) names
of three persons from the panel of arbitrators of Orissa High Court
Arbitration Centre and/or Delhi International Arbitration Centre
and/or Indian Council of Arbitration and/or IIAC, for the said party to
choose any one of them to be the Sole Arbitrator.

b) The party other than NALCO on receipt of the names as mentioned
at (b) above, shall select any one of the person names to be
appointed as a Sole Arbitrator and communicate his name to CMD,
NALCO within thirty days of receipt of the names along with written
consent for agreeing to waive the applicability of Section 12 (5) of
the Arbitration and Conciliation Act, 1996, conveying its agreement
for appointment of Sole Arbitrator by CMD NALCO as provided under
this arbitration clause.

c) On receipt of communication as provided above, CMD, NALCO
shall there upon appoint the said person as the sole Arbitrator
within 30 days of receipt of the communications as mentioned at (b)
above.

d) If none of the names communicated by CMD, NALCO are
acceptable to the party (other than NALCO) or the said party fails to
communicate such selection as provided at (b) above within the
period specified, any of the parties may approach Hon’ble High Court
of Orissa at Cuttack for appointment of Sole Arbitrator under
Section 11 (6) of the Arbitration and Conciliation Act, 1996.

e) If the Arbitrator so appointed dies, resigns, becomes
incapacitated or withdraws for any reason from the proceedings, it
shall be lawful for CMD, NALCO to appoint another person in his
place in the same manner as mentioned above. The person so
appointed as Sole Arbitrator shall proceed with the reference from
the stage where his predecessor had left.

f) The seat and venue of arbitration shall be at Bhubaneswar.
However, if the situation so warrants venue of arbitration may be at
as and where required basis, and may be held at the place where
the site of work is situated.

g) The fees, expenses, if any, of the Arbitrator, expenses towards
venue of arbitration shall be equally shared by the parties. The fee
of the Sole Arbitrator shall be as under:
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1.3.4

h) The Arbitrators shall be paid fees as per the Fees prescribed in
the Fourth Schedule of the Arbitration & Conciliation Act, 1996 and
amendments, if any made thereof.

i) If after commencement of the Arbitration proceedings, the
parties agree to settle the dispute mutually or refer the dispute to
Conciliation, the arbitrator shall put the proceedings in abeyance
until such period as requested by the parties. Where the
proceedings are put in abeyance or terminated on account of mutual
settlement of dispute by the parties, the fees payable to the
arbitrator shall be determined as under :

a)  40% of the fees if the Pleadings are complete

b) 60% of the fees if the Hearing has commenced

c¢)  80% of the fees if the Hearing is concluded but the Award
is yet to be passed.

j) Each party shall pay its share of arbitrator's fees in stages as
under:

a) 40 % of the fees on Completion of Pleadings

b) 40% of the fees on conclusion of the Final Hearing

c) 20% at the time when arbitrator notifies the date of final
award

k) The Claimant shall be responsible for making all necessary
arrangements for the travel / stay of the Arbitrator including venue
of arbitration, hearings. The parties shall share the expenses for the
same equally.

1) The arbitration shall be conducted in the English language.
Arbitration proceedings can also be conducted online, as per the
discretion of the Arbitral Tribunal.

m) The Arbitrator shall give reasoned and speaking award and it
shall be final and binding on the parties and any future interest as
awarded by the Arbitrator shall not be more than 5% per annum
simple interest.

n) Subject to the aforesaid conditions, provisions of the Arbitration
and Conciliation Act, 1996 as amended by the Arbitration and
Conciliation (Amendment) Act, 2015 and any statutory modification
or re-enactment thereof and the rules made there under, and for
the time being in force shall apply to the arbitration proceeding
under this clause.

Notwithstanding the above, in the event of any dispute or difference
relating to the interpretation and application of the provisions of
commercial contract(s) between NALCO and any other Central Public
Sector Enterprises (CPSEs) / Port Trusts and also between NALCO and
Government Departments / Organizations or University under the Central
Government (excluding disputes relating to Railways, Income Tax,
Customs & Excise Departments), NALCO and State Governments/ State
PSUs / Public authority / Organizations or University under any State
Government, such dispute or difference shall be taken up by either party
for its resolution through AMRCD as mentioned in DPE Office
Memorandum No0.05/0003/2019-FTS-10937 dated 14 ' December, 2022
read with DPE OM No. DPE-05/0002/2023-AMRCD dated 25 *" July, 2024
including further DPE OMs / clarifications and / or any amendments
relating to Administrative Mechanism for Resolution of Disputes CPSEs
Disputes [AMRCD]. The decision of AMRCD on the said dispute will be
binding on the parties.
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1.4 Notwithstanding any reference to the Mediation or Arbitration herein,
a) the parties shall continue to perform their respective obligations under the
Contract unless they other wise agree.
b) NALCO shall pay the Contractor any monies due to the Contractor.
1.5  Jurisdiction/ Governing Laws:

(@) Jurisdiction:
For all disputes arising of this contract, the jurisdiction shall be lie under the

jurisdiction of the courts at Bhubaneswar in the State of Odisha (India) only.

(b) Governing Laws:
The contract shall be governed by and constructed according to the laws in force in

INDIA..
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NATIONAL ALUMINIUM COMPANY LIMITED (hereinafter referred to as Owner) intends to
procure machinery, equipment, materials and other items under the terms and conditions
set out hereunder:

1.0

2.0

DEFINITIONS:

Following expressions used in these terms and conditions and/or in the Purchase
Order shall have the meaning as detailed hereunder against each of them.

ORDER -

SELLER -

OWNER -

GOODS/MATERIALS

Contractual Delivery Date -

Supply, delivery & completion of obligations in
accordance with the requirements defined in NALCO's
Purchase Order (including all attachments and exhibits
thereto) together with any subsequent modifications
thereof.

A firm or a company or persons to whom the order is
issued and includes its successors and assignees.

NATIONAL ALUMINIUM COMPANY LIMITED (NALCO), a
Company incorporated in India having its Registered
Office at NALCO Bhawan, P/1, Nayapalli, Bhubaneswar-
751013, Odisha including its successors and assignees.

Goods and/or materials, shall mean any of the articles,
materials, machinery, equipments supplies, drawings,
data and other property and all services/work including
but not limited to design, manufacture, delivery,
installation, inspection, testing and commissioning
specified or required to complete the Purchase Order.

Contractual delivery date is the date by which goods
shall be delivered F.0.R. dispatching point/destination in
accordance with the terms of the Purchase Order. The
contractual delivery date/period is inclusive of all the
lead time for engineering, procurement of raw
materials, manufacturing, inspection, testing, packing
and any other activity whatsoever required to be
accomplished for effecting the delivery at the agreed
delivery point.

Procurement Coordinators- Owner’'s authorized representative appointed as

/Manager

INSPECTORS -

procurement coordinators/ Managers

Inspectors deputed by Owner or Procurement
Coordinators/Managers.

‘Plant’, ‘Equipment’, ‘Works’ shall mean and include plant stores and materials to
be provided and work to be done by the Seller.

‘Commercial Operation’ shall mean the condition of operation in which the
complete equipment covered under the Purchase Order is officially declared by
the Owner to be available for continuous operation at different loads upto and

including rated capacity.

REFERENCE FOR DOCUMENTATION:
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3.0

4.0

5.0

6.0

1.0

Purchase Order number must appear on order confirmation correspondence,
drawings, invoices, shipping notes, packing and/or any documents or paper
connected with the order.

ACCEPTANCE OF ORDER:

This order is expressly conditioned on Seller's acceptance of all the terms and
conditions hereof and constitute the entire agreement between parties hereto. With
the acceptance of the Order, Seller waives and considers as void all his general sales
conditions. The Seller shall sign, stamp and date two copies of the Purchase Order
and return within ten days after receipt of Order to owner as token of having accepted
the order without reservation. Notwithstanding such non-return as stated above, the
order shall be deemed to have been accepted with these conditions unless there is
an express, communication in writing by the Seller to that effect with specific reasons
and details.

SALES CONDITIONS:

Seller’s Standard Sales Conditions, if any, shall not be applicable to the offer and only
the Purchaser's General Purchase Conditions shall apply with the exception of
deviations specifically agreed between the Seller and the Purchaser and/or brought
out in the Purchase Order.

COMPLETE AGREEMENT:

The Terms & Conditions of the Purchase Order constitute the entire Agreement
between the parties hereto. Changes will be binding only if the amendments are made
in writing and signed by an authorized representative of the Owner and the Seller.

MODIFICATIONS & AMENDMENT:

Notwithstanding the above, Owner shall have the right to modify or amend this order
subject to an adjustment in the price and/or delivery date in accordance with the
applicable provision of the order, if any, or pursuant to mutual agreement.

The Seller shall carry out such amendments to the Order and shall be bound by the
same terms and conditions incorporated in the original order.

Claims, if any, for adjustment in Price /delivery date shall be made within fifteen (15)
days from the date when revisions/changes are ordered, failing which it will amount
to an absolute waiver of any such claim. Such claims shall not prejudice the rights of
Owner to claim a refund of any amount advanced or paid to the Seller.

DELAYS OR NON-DELIVERY:

Time of delivery at every stage of activities is the essence of this Order till the
completion date and no variation shall be permitted except with prior authorization
in writing from the Owner.

Where no delivery period is expressly stated, it shall be constructed as Seven days

from the date of placing the order. The Owner reserves the right to defer the period
of delivery in writing.
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Goods shall be delivered in accordance with the Order to such place(s) as is specified
therein and at such time(s) as Owner or its authorized representative shall have
notified to the Seller in response to the Seller's request for instructions.

If upon receipt of the order at any time thereafter it is found that the goods or
materials called for can not be completed within the time specified in the order, notice
thereof must be given immediately and at the earliest possible time well in advance
of the due date of delivery together with reasons for delay by fax/e-mail and
confirmed by Registered mail to Owner together with the best completion date that
can be offered. Such notice should not be construed as acceptance of the revised date
by the Owner, unless specifically so communicated by the Owner in writing. Failure
to deliver the goods or material before the date specified in the Order shall entitle the
Owner at its option to terminate the order under provisions stated in Article 8 without
prejudice to any other rights, Owner may have as a result thereof. The mere
acceptance of revised schedule as above will not absolve the Seller from any of its
liabilities for such delivery.

TERMINATION/CANCELLATION

(1 Owner may at any time, terminate any part of the work or all works remaining
to be done in connection with this order with effect from such date as Owner
may specify upon such terms and conditions as may be indicated at time of
such termination.

Owner shall have the right to buy at its option and at an agreed price from the
Seller, the cancelled goods and components and also to recover all materials
supplied by the Owner to the Seller for use on the Order.

In the event of a termination of the order or part thereof, the Seller shall
forthwith carry out instructions of the Owner in connection of sub-orders the
Seller may have placed with other suppliers.

Owner and/or their authorized representatives shall have free access to the
Seller’'s works and those of their suppliers to examine the materials and
fabrication status reached at time of the order cancellation and to agree to a
reasonable price with the Seller and to take over the goods on as is where is
basis or on completion.

If cancellation/termination of the Order, whether in full or in part is caused by
reasons attributable to the Seller, Seller agrees to reimburse Owner, the
extra cost incurred by Owner in procuring the cancelled goods from other
resources. Security deposit, if any, shall be liable for forfeiture.

Without prejudice to the generality of the terms, breach of contract, the
following will also include such breach and/or will entail termination of the
order:

(@) The Seller fails to comply with the terms of this Purchase Order.

(b) The Seller fails to deliver the goods on time and/or replace the rejected
goods promptly.

(c) The Seller becomes bankrupt or goes into liquidation.
(d) The Seller makes a general assignment for the benefits of creditors.

(e) A receiver is appointed for any of the properties owned by the Seller.
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(f) Any reason directly attributable to Seller different from SL. No. (a) to
(e).

The Seller is aware that the said goods are required by the Owner for the
ultimate purpose of material production and that non delivery may cause loss
of production and consequently loss or profit to the Owner. In the event of the
Owner exercising the option to claim damages for non-delivery other than by
way of difference between the market price and the contract price, the Seller
shall pay to the Owner, the fair compensation to be agreed upon between the
Owner and the Seller.

(1 Owner may, if considered necessary, cancel/terminate the order either in full
or in part, without assigning any reasons whatsoever and take necessary
action for Procurement repairing, rectification, etc. at the risk and cost of the
Seller.

ASSIGNMENT AND SUBLETTING:

Except for raw materials or any part of this Order for which the makers are named
in this Order, the Seller shall not assign the Order or any part thereof, or any monies
due hereunder, or subject this order or any part thereof, without the prior written
consent of Owner or its authorized representative.

All sub-orders shall bear Owner’s Order Number and shall contain the following
words, ‘The equipments/materials being supplied against this Order is subject to
inspection/expediting by NALCO and/or their assigned representatives including the
insurance authority of NALCO.

The Seller agrees to furnish to Owner or its authorized representative, three unpriced
copies of all sub-orders issued for raw materials and components within seven days
of placement of such sub-orders.

FORCE MAJEURE:

Shall subject to its being a direct impact on the execution of this order, mean and be
limited to the following:

(a) Any war /hostilities.

(b) Any riot or civil commotion

(c) Any earthquake, flood, tempest, lightning or other natural physical disaster.

(d) Any strike or lock-out (only those exceeding ten (10) continuous days in
duration) affecting the performance of the Seller’s obligation.

(e) Major power-cuts for a consecutive minimum period of 30 days.

(f) Any restriction imposed by the Government (Central or State) or other
Statutory bodies which prevents/delays the execution of the order by the
Seller.

(9) Epidemics & pandemics whether known or unknown

The Seller shall advise Owner or its authorized representative by a registered letter
duly certified by Local Chamber of Commerce or Statutory authorities, the beginning
and end of the above causes of delay within seven (7) days of occurrence and
cessation of such Force Majeure conditions. In the event of delay lasting over one
month, if arising out of causes of Force Majeure, Owner reserves the right to cancel
the order and provisions governing Termination/Cancellation stated under Article 8
shall apply.

Page 113 of 134



1.0

For delays arising out of Force Majeure, the Seller shall not claim extension in
completion date for a period exceeding the period of delay attributable to the causes
of Force majeure, and neither Owner nor Seller shall be liable to pay extra costs
provided it is mutually established that Force Majeure Conditions did actually exist.

The delivery date specified on the order takes into account the extent of Force
Majeure conditions prevalent in Seller's Works (such as power restrictions, etc.) at
the time of acceptance of order and no extension to delivery date shall be allowed on
this account.

INSPECTION AND EXPEDITING:

All inspections and tests shall be made as required by the specifications attached to
or made part of the order and/or amendments issued by Owner. All goods or
materials shall be subject to inspection by Owner or Owner's authorized
representatives. Such tests and/or inspections may be held in conjunction with the
representatives of the Owner/Insurance Authority.

Inspector shall have the right to carry out the inspection and testing which will include
the raw materials at manufacturer’s shop/place at fabricator's shop and at time of
actual dispatch before and after completion of packing.

Seller shall advise the Owner or its authorized representative in writing, as the
circumstances warrant at least fifteen (15) days in advance of the date of the final
tests and/or inspection.

Owner’s representative shall be authorized inspection spokesman and all matters
including the Owner’s Insurance Authority requirements shall be handled with the
Seller through such inspector. Such inspection, or failure to inspect shall in no way
relieve the Seller of any responsibility or liability with respect to such materials nor
prejudice the right of Owner/its authorized representative to reject unsuitable
material after arrival at the destination.

All tests, mechanical and others and particularly those required by codes will be
performed at Seller's expenses and in accordance with Inspector's instructions. The
Seller will also bear the expenses concerning preparation and rendering of tests
required by Boiler Inspectorate or such other statutory testing agencies or by Lloyds
Register Industrial Services or any other agency as may be required. For non-1BR
items, inspecting authority shall be Owner or its authorized representative.

Unless specifically stated to the contrary on the order, all expenses relevant to
inspection and expediting, preparation of test report or certificate, etc. shall be borne
by the Seller EXCEPT for the salaries, fees, travelling, lodging and boarding expenses
of Owner’s representatives.

The Seller shall:

- Inform Procurement Coordinators/Managers at least eight days in advance of
the exact place, date and time of rendering the equipment of materials for
required inspection.

- Provide free access to inspectors during normal working hours to vendors or
his/its sub-vendor's works and place at their disposal all useful means of
performing, marking, testing, inspection and final stamping.

The Seller shall submit to Owner within four weeks from the date of this Order a Bar-
Chart showing start and finish dates for various activities forming part of the
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execution of this order and identifying the delivery dates to this activity schedule.
Seller shall update this Bar-Chart every month showing the actual performance of
the activities and how the delivery date has been affected thereby. Copies of the
updated Bar charts will also be submitted to Owner or its authorized representative
for review of the progress of the Order. Seller shall also furnish un-priced copies of
suborders/sub contractors, phased Programme of item wise manufacturing, testing
and delivery and any other information/documentation as may be called for by
Procurement Coordinators/Managers.

When deemed advisable by Owner or its authorized representative, the Order and
Seller's sub-orders shall be subject to personal expediting by Owner’s
representatives. Such expediting shall in no way relieve the Seller of the time or
delivery obligations under the terms of the order. At all reasonable times and places,
before, during and after manufacture, the Seller shall grant and provide access to
Owner or its authorized representative to all parts of the Seller's work and their Sub-
supplier's works involved in the manufacture or processing of the goods or materials.
All post order correspondence shall be addressed to the designated person of the
Owner.

OFFICIAL INSTITUTIONAL TESTING:

In addition to testing and inspection by inspectors mentioned above, Lloyds Register
Industrial Services or similar institutional agencies like Boiler - Inspectorate may be
assigned for official testing of all coded equipment. The Seller shall ensure that all
Procedures for preparation and Performance of test prescribed by such Institutions
shall be completed scrupulously.

The Seller is required to send to such Institutions as may be designated by the Owner
at least three sets of construction drawings for each equipment and calculations. All
manufacturer’s mill test certificates and analytical reports from material laboratories
in respect of all raw material and components employed shall have to be presented
to such institution’s inspectors in the number of copies required. Seller shall be
responsible for any delay in submission of necessary certificates. The Seller shall
maintain close liaison with Procurement Coordinators and Institution’s Inspectors to
maintain Schedule and delay if any, in this process will not be taken into consideration
as a cause of Force Majeure.

WEIGHTS AND MEASUREMENTS:

All weights and measurements recorded by Procurement Co-ordinators/managers
on receipt of goods at the site will be treated as final and binding on the Seller.

Sellers shipping documents and invoices must contain the following data :

(i) Unit net weight

(ii) Unit gross weight (packing included)

(iii) Dimensions of packing.

OIL & LUBRICANTS:

The first filling oils and lubricants, if any, required for every equipment shall be
included in the price. The Seller shall also recommend the quality and quantity of oils

and lubricants required for one year continuous operation.

SPARE PARTS:
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The Seller must furnish item wise and priced list of spare parts required for two
year's operation of the main equipment and prime movers also.

The Seller shall provide the necessary cross sectional drawing to identify the spare
parts numbers and their location as well as interchangeability chart.

GUARANTEE:

All goods or materials shall be supplied strictly in accordance with the specifications,
drawings, data sheets, other attachments and conditions stated on the order. No
deviation from such specifications or alternations of these conditions shall be made
without Owner’'s agreement in writing which must be obtained before any work
against the order is commenced. All materials furnished by the Seller pursuant to
this order (irrespective of whether engineering, design data or other information has
been furnished reviewed or approved by Owner) are guaranteed to be of the best
quality of their respective kinds (unless otherwise specifically authorized in writing
by Owner) and shall be free from faulty design to the extent such design is not
furnished by Owner workmanship and materials, and to be of sufficient size and
capacity and of proper materials so as to fulfillin all respects all operating conditions,
if any, specified in this order.

Checking of Seller's drawings by procurement Coordinators/Managers and their
approval and permission to ship or dispatch the equipment and materials granted by
Inspectors shall not relieve the Seller of any part of his/its responsibilities of proper
fulfillment of the requirements.

If any trouble or defect originating with the design, materials, workmanship or
operating characteristics of any materials arise at any time prior to twelve (12)
months from the date of the first commercial operation of the Plant of which the
materials supplied under this order form a part thereof, or thirty (30) months from
the date of last dispatch/shipment, whichever period shall first expire and the Seller
is notified thereof. Seller, at its own expense and as promptly as possible make such
alterations, repairs and replacements as may be necessary to permit the materials
to function in accordance with the specifications and fulfill the foregoing guarantees.

Owner may, at its option, remove such defective materials, at Seller's expense, in
which event Seller shall, without cost to Owner and as promptly as possible, furnish
and install proper materials. Repaired or replaced materials shall be similarly
guaranteed for a period of not less than twelve (12) months starting from the date on
which the replacement are put in service or thirty (30) months from the date of
despatch/shipment. In the event that the materials supplied do not meet the
specifications and/or are not in accordance with the drawings, data sheets or the
terms of this order and rectification is required at Site, Owner shall notify the Seller
giving full details of deficiencies. The Seller shall attend the site within seven (7) days
of receipt of such notice to meet and agree with the representatives of Owner the
action required to correct the deficiencies. Should the Seller fail to attend meeting at
site within time prescribed above, Owner shall immediately rectify the
works/materials and Seller shall reimburse Owner all costs and expenses incurred
in connection with such trouble or defect.

The Seller shall furnish a bank guarantee (as per proforma hereunder) to support
Seller’s performance. This bank guarantee shall not be deemed a waiver of any right
of the Owner or Procurement Coordinators/Managers to insist upon the strict
performance thereof or of any of his or their right or remedies as to any such goods
regardless of when goods are shipped, received or accepted nor shall any purported
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oral modification or revision, the order by Procurement Coordinators/Managers act
as waiver of the terms hereof.

PATENT INDEMNITY:

The Seller shall fully indemnify Owner, vendors and users of the materials furnished
hereunder, against any action, claim or demand, costs and expenses, arising from or
incurred by reasons of, any infringement or alleged infringement of any letters Patent,
registered design, Trade Mark or name, Royalties copy right or any other protected
rights in respect of any materials supplied or any arrangements, system or methods
of using, fixing or working used by the Seller.

The prices quoted by the Seller shall include all charges for Royalties payable in
respect of the use of any letters patent, registered design, Trade Mark or name,
drawing or technical information which may be involved in the performance of this
order or in the construction or use of any plant, material or apparatus supplied by the
Seller.

In the event of any claim or demand being made or action brought against Owner in
respect of an of the aforesaid matters, the Seller shall be notified thereof immediately
and the Seller shall, at its own expense with (if necessary) the assistance of Owner
(whose all expenses shall be reimbursed by the Seller) conduct all negotiation for
the settlement of the same and/or any litigation which may arise therefrom.

LIABILITY AGREEMENT:

Seller shall defend and hold Owner harmless from all claims and liability for injuries
to and/or death of any and all persons and for loss of and/or damage of property
caused in whole or in part by the negligence or willful acts of the Seller, arising under
or by reasons of materials furnished hereunder including without limitation, the
installation, erection, repair rectification, adjustment or operation of the materials
covered by this order.

In addition, Seller, shall, if he elects to utilize materials, tools, equipment or facilities
made available to Seller by Owner for use by the Seller and not to be incorporated in
the work, as additional consideration thereof, defend and save Owner harmless from
all claims and liability for injuries to, and/or death of any and all persons, and or loss
of and/or damage to property resulting from or by reasons of the Seller's utilization
thereof, whether or not caused partially or totally by the negligence of Owner
employees, contractors, sub-contractor’s, agent or representative.

In any case where it is necessary for employees or representatives of Seller to go
upon the premises of Owner, Seller agrees to assume full responsibility for the
proper conduct of such employees/representatives while on the said premises and
to comply with all applicable workmen's Compensation Laws, other applicable
government regulations and ordinances and all plant rules and regulations
particularly in regard to safety precautions and fire hazards. If this order requires
Seller to furnish labour at site, Seller shall furnish Owner with a certificate, or other
evidence satisfactory of Owner indicating that such labour is adequately covered by
Workmen’'s compensation Insurance and Employer’s Liability Insurance with limits
acceptable to Owner.

The Seller shall also procure and keep in force at his own cost comprehensive
Automobile Liability Insurance for adequate coverage in respect of all his vehicle
visiting or plying to the Delivery site. The Seller shall also be responsible for
compliance of existing laws in respect of their workmen and employees.
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PRICES:

Unless otherwise specified in the order, the order price shall remain firm and will not
be subject to any escalation of imposition, any description during the pendency of the
order, notwithstanding the change in the cost of materials, labour and/or variations
in taxes, duties and other levies on materials and components that may take place
while the order is under execution, even if the execution of the order is delayed
beyond the delivery period/completion date specified in the order for any reason
whatsoever.

The price shall be:

a) Inclusive of adequate packing and forwarding charges for delivery terms on
F.0.T. despatch point and freight whenever F.O.T. destination delivery terms
are agreed to but exclusive of transit insurance.

b) Exclusive of applicable GST which is leviable by law on sales of finished goods
to Owner. The nature and extent of such levies shall be shown separately.

Divisibility of Order

Unit prices and discounts, if any, shall be applicable for ordering without any
stipulation of Minimum order value or on the basis of total order for items covered in
the requisition.

TAXES, DUTIES, UNEMPLOYMENT BENEFITS, ETC.:

GST applicable at the destination on the finished goods alone will be payable by the
Owner at actuals against documentary evidence to be furnished by the Seller. All
other taxes, duties, levies and impost will be to the Seller's account.

The Seller accepts full and exclusive liability for the payment of any and all applicable
taxes (CGST, SGST, IGST, UTGST), levies and statutory payments payable under all or
any of the prevailing Central/ State statues.

The Seller shall comply with all the provisions of the GST Act/ Rules/ requirements
like providing of tax invoices, payment of taxes to the authorities within the due dates,
filing of returns within the due dates etc. to enable NALCO to take Input Tax Credit.
The vendor shall also comply any modification in the prescribed rules by GST council/
appropriate authority from time to time during execution of the contract.

In case, NALCO is not able to take Input Tax Credit due to any noncompliance/
default/negligence of the seller, the same shall be recovered from the pending
bills/dues (including security deposit, BG etc.).

Seller shall be responsible to indemnify NALCO for any loss, direct or implied,
accrued to NALCO on account of supplier’s failure to discharge his statutory liabilities
like paying taxes on time, filing appropriate returns within the prescribed time etc

Seller shall adjust taxes, duties, cess or levies wherever required if the Owner
furnishes exemption certificates even retrospectively.

Seller hereby accepts exclusively liability for and agrees to Indemnify Owner against
liability for the payment of any and all contributions or taxes for unemployment
insurance, old age pensions or annuities or other purposes prevalent under the
present legislation or hereafter imposed by the Govt. of India/or by any unit or sub-
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division or authority thereof, which are in whole or in part measured by and/or based
upon the wages, salaries or other remuneration paid to persons employed by Seller
on work in connection with this order.

CONTROL REGULATIONS:

The supply, despatch and delivery of goods shall be arranged by the Seller in strict
conformity with the statutory regulations including provisions of Industries
(Development and Regulation) Act, 1951 and any amendment thereof as applicable
from time to time. The Owner disowns any responsibility for any irregularity or
contravention of any of the statutory regulations in manufacture or supply of his
stores covered by this order.

TERMS OF PAYMENT:

The Owner will make payments, as they fall due, to the Seller directly for the goods
and materials purchased or released under this order in accordance with the relevant
terms of the order, on satisfaction that, the goods or materials furnished by the Seller
and the invoices therefor, are in accordance with the payment terms and all other
conditions of this Order. However, such payments will not be deemed to constitute
acceptance of goods if the goods are later found to be defective.

Such delay in receiving invoices in the number of copies specified, (or errors and
omissions) or failure or delay in providing the documents and/or certificates required
in the order, or failure to comply with the provisions of owner Invoicing Instructions
shall be considered just cause for withholding payment without loss of discount
privilege, and any demurrage or wharfage resulting thereby shall be borne by Seller’s
invoices and documents shall be negotiated strictly in the manner specified in the
order and all bank charges, if any, shall be to the Seller's account.

The time for payment of invoices or for accepting any discounts offered shall be only
from the date of approval specified in the order or receipt of Seller's correct invoices
whichever is later.

All costs, damages or expenses for which the Seller is liable under this order may be
deducted from moneys, due or becoming due to the Seller or may be recovered by
action at law or arbitration pursuant to Article 37.

Terms of payment shall be as follows, unless otherwise specified :

90% against despatch documents through Owner’s bank. All bank charges will be to
Seller's account.

10% balance within 30 days of receipt and acceptance of Equipment/Material at
Delivery site against a Performance Bank Guarantee as a security for the like amount
from any Nationalized Bank valid till 30 months from the date of last receipt at site
as per Owner's Standard Proforma on an appropriate value of Stamp Paper (in case
of P.0. value upto Rs. Ten Lakhs) The Performance Bank Guarantee will be released
after the expiry of the period of Performance Guarantee.

Necessary Contact cum Performance Bank Guarantee separately @ 10.00% of P.O.
value along with applicable GST as a security to be submitted within 30 days of
TOI/Brief Order, in case P.0. value is more than Rupees Ten Lakhs. The Contract cum
Performance Bank Guarantee will be released after the expiry of the period of
Performance Guarantee.
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Financial settlement of Seller's invoices is liable to be withheld/balance 10% payment
shall not be released, unless the vendor furnishes prints/reproducibles of approved
drawings as specified in vendor data requirement, data, full documentation, manual
as called for in Purchase Order and a list of all the dispatches of material made
against the Purchase Order.

A certificate to the effect that nothing is due to the Seller from Purchaser (No dues
certificate/No claim Certificate) shall form part of the documents to be submitted
while claiming last payment/final payment/or in case of full payment.

PRICE REDUCTION SCHEDULE FOR DELAYED DELIVERY:

The time and date of delivery of stores/materials/equipment as stipulated in the order
shall be deemed to be the essence of the contract.

If any delay is anticipated by the Seller in the delivery of the material(s) beyond the
stipulated date(s) of Delivery, the Seller shall forthwith inform NALCO in writing of
such anticipated delay and of the steps being taken by the Seller to remove or reduce
the anticipated delay, and shall promptly keep NALCO informed of all subsequent
developments.

Unless and otherwise specified, in case of delays in completion of the order, the
Owner will have the following rights:

(i) Should the Seller fail to complete the order on or before the completion data
specified in order or any extension granted thereto in writing by Owner shall
have the right to recover from the Seller 1/2% (half percent) of the order price
of goods or materials not supplied and/or unfinished, per week or part week
of delay thereof, subject to a maximum 5% (five percent) of the total order
price, along with applicable GST. Such reduction of prices shall not relieve the
Seller of his delivery obligations under the order, or any other rights of the
Owner.

(ii) Cancel the order in part or full without any liability/cancellation charges and
purchase such cancelled quantities from elsewhere on account and at the risk
of the Seller, without prejudice to its rights under (i) above in respect to goods
delivered.

REJECTION, REMOVAL OF REJECTED GOODS & REPLACECMENT

In case the testing and inspection at any stage by Inspectors reveal that the
equipment, materials and workmanship do not comply with specification and
requirements, the same shall be removed by the Seller at his/its own expense and
risk within the time allowed by the Owner. The Owner shall be at liberty to dispose of
such rejected goods in such manner as he may think appropriate. In the event the
Seller fails to remove the rejected goods within the period as aforesaid all expenses
incurred by the Owner for such disposal shall be to the account of the Seller. The
freight paid by the Owner, if any, on the inward journey of the rejected materials shall
be reimbursed by the Seller to the Owner before the rejected materials are removed
by the Seller.

STATUTORY REQUIREMENTS

Seller warrants that all goods and materials covered by this Order have been
produced, supplied, sold, dispatched, delivered and furnished in strict compliance
with all applicable laws, regulations, labour agreements, working conditions and
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technical codes and requirements as applicable from time to time. Seller shall
execute and deliver such documents as may be required to affect or to evidence such
compliance. All laws and regulations required to be incorporated in agreement of this
character are hereby deemed to be incorporated by this reference. The Seller shall
furnish the industrial license number or pertinent details to show whether he has a
valid license to manufacture the subject machinery, equipment and materials ordered
on them under Industries (Development & Regulations) Act or any other applicable
statute or whether he is an authorized representative of a licenced manufacturer and
has a valid license. Owner disowns any responsibility for any irregularity or
contravention of any of the statutory regulations in the manufacture or supply of
goods covered by this order.

The Seller shall ensure compliance with the above by all his sub-vendors/suppliers
and shall indemnify Owner or its authorized representative against any actions,
damages, costs and expenses of any failure to comply of aforesaid.

TRANSIT RISK INSURANCE:

Covers for finished goods from Seller's works upto the time of delivery at the storage
yard/warehouse of Owner shall be furnished by the Owner. The Seller shall furnish
immediately on booking each consignment all information required to arrange transit
risk insurance. This shall in no way relieve the Seller of his responsibility to provide
proper packing and protection as stated elsewhere in this order. The Seller shall also
furnish the despatch particulars to underwriters and Owner immediately.

PACKING, CRATING, MARKING, FORWARDING, CARTAGE/SHIPMENT:

The cost of all special Packing, boxing, marking, crating or cartage is included in the
price specified on the face of this order unless otherwise specifically agreed to in this
order.

All packing, boxing, crating, marking, forwarding and cartage/shipment shall conform
to the specifications or requirements detailed in the respective attachment to the
Order. The Seller shall be held liable for damage or breakage of the goods due to
defective or insufficient packing or protection. The Seller shall not charge anything
extra for such packing or any dues or levies on packing or protection.

NON-CONFORMANCE:

Owner reserve the right to claim damages for use of defective or sub-standard goods
supplies by the Seller irrespective of the fact whether goods were inspected by
Owner or its authorized representative or not and without prejudice to rights of
Owner for any other action.

NON ASSIGNMENT:

The Seller shall act as an independent agency and not as an agent or employee of
Owner and the Seller shall not assign or sub-contract this order any part thereof or
any money to become due hereunder, without the prior written consent of
owner/authorized representative.

Any such permitted assignment or sub-contracting shall not relieve the Seller of any
of his obligation against this order. The Seller shall be bound to execute the contract
notwithstanding any change in Seller's constitution. In the event of any change in the
constitution of the Seller, the contract will be liable to be terminated by the Owner.

NON-WAIVER:
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Failure of the Owner or its authorized representatives to insist upon strict
performance of any of the terms and conditions incorporated in the Order, failure or
delayed to exercise of any rights detailed here failure to properly notify the Seller in
the event of breach of any obligations contained herein, shall not constitute a waiver
of any other obligation contained herein. Any waiver to be effective must be in writing.

RECOVERY OF SUMS DUE:

Whenever any claim against the Seller for payment of sum of money arises out of or
under the contract the Owner shall be entitled to recover sums from any sum then
due or which at any time thereafter may become due from the Seller under this or
any other contract with the Owner and should this sum be not sufficient to cover the
recoverable amount, the Seller shall pay to the Owner on demand the balance
remaining due.

If any details shown on the drawings are omitted form the specifications or vice-
versa, the Seller shall notwithstanding such omissions, supply in accordance with
such details and shall be deemed to have included the cost for such work in the price.

The Seller shall treat as confidential all information (whether written or otherwise
supplies by Owner hereunder and shall use his best endeavors to ensure that such
information is not divulged to any third party except where necessary for the purpose
of performance of this order by the Seller, of course, with the consent of Owner. In
such cases, Seller shall ensure that third parties in question undertake a similar
obligation of confidence. This obligation does not apply to information, which at the
time of disclosure is the public domain or is in the Seller's lawful possession without
restriction on disclosure.

The Seller shall be required to sigh a secrecy agreement for certain proprietary items
of equipment which will be specified by Owner later.

PART ORDER, REPEAT ORDER:

Seller hereby agrees to accept part order at Owner’s option without any limitation
whatsoever and also agrees to accept repeat order(s) during a period of twelve
months from the date of original Purchase Order on same unit prices, terms &
conditions as that of the original purchase order.

TECHNICAL INFORMATION:

Drawing, specifications and details shall be the property of the Owner and shall be
returned by the Seller on demand. The Seller shall not make use of drawings and
specification for any purpose at any time save and except for the purpose of the
Owner.

The Seller shall not disclose the technical information furnished to or gained by the
Seller under or by virtue of or as a result of the implementation of the Purchase Order
to any person, firm or body or corporate authority and shall make all endeavors to
ensure that the technical information is kept CONFIDENTIAL. The technical
information imparted and supplied to the Seller by Owner shall at all times remain
the absolute property of the Owner.

HEADINGS:
The headings of the conditions hereof shall not effect construction thereof.

MATERIALS FURNISHED BY OWNER:
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36.0

37.0

38.0

If specifically agreed to in the Order, Owner shall furnish to the Seller such
materials/equipment (hereinafter called Owner's materials) as agreed for
incorporation into the manufacture, fabrication, testing or processing of the goods or
materials subject to availability.

Owner’'s materials shall be consigned on “freight paid basis” to the nearest Railway
point to Seller's works to which railway will accept the consignment depending upon
the nature of the consignment (whether wagon load/small). Seller shall arrange to
promptly collect such materials from the Railways and transport to his works at
Seller own cost. Any duty, eetrei or local taxes levied by the local bodies at the Seller's
end will be to the account of the Seller.

Seller shall arrange to properly store and provide adequate security and protection
to Owner’s materials. Seller shall be solely responsible for the safe keeping of such
materials and shall indemnify Owner against any loss or damage due to misuse or
misappropriation whatsoever of Owner’'s materials while in the possession of the
Seller or his sub-suppliers. The property in such goods shall always remain with the
Owner and the title in such goods will not pass to the Seller's.

The Seller shall arrange to provide at his own cost and experience the necessary
insurance cover against all risks for owner's materials.

Seller shall, if required by Owner, furnish a Bank Guarantee/Insurance Bond equal to
the total value of free issue materials and such guarantees shall remain valid till the
material accounting towards satisfactory utilization and the return surplus free issue
materials are completed.

The Seller shall maintain systematic records of receipt and issue of Owner's
materials and shall be accountable at all times to Owner regarding the utilization
thereof.

Unused surplus materials or scrap from material supplied by the Owner to the Seller
shall be returned by the Seller to the Owner or if the Owner so directs the Seller may
dispose of the same by sale or otherwise on such terms and conditions as the Owner
may stipulate and the Seller shall pay to the Owner the sale proceeds of the material
so disposed off by the sale deducting therefrom expenses incurred by the Seller on
such sale, the quantum of such deduction to be mutually agreed upon in advance
between the Owner and the Seller.

For such of Owner’'s materials which the Seller can not return within a reasonable
time (not exceeding 2 months from the date of last despatch of equipments ordered)
nor account for as legitimately utilized, the Seller shall be liable to pay to the Owner
the expenses incurred by Owner in procuring, expediting, inspection, testing, packing,
shipping handling, incurring payment of duties and taxes and financing of purchases
as notified by Owner regardless of the issue price to Seller, if any, agreed to on the
Order.

ORDER OF PRECEDENCE:

In case of any difference between these conditions of order and special conditions, if
any, referred to or incorporated in a particular order, the latter shall prevail.

ARBITRATION: AS PER CLAUSE NO. 8 MENTIONED IN SPECIAL PURCHASE
CONDITIONS.

GOVERNING LAW AND JURISDICTION:
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All actions at law or suits arising out of or in connection with this order or the subject
matter thereof and whether as to construction or otherwise shall be instituted in a
court of competent jurisdiction in the State of Orissa.

39.0 TRANSFER OF PROPERTY:

In the absence of any provision to the contrary, transfer of property in the goods shall
be deemed to have taken place as follows:

(i) F.0.R. or F.0.T. Despatch Point

On handling over the goods to the authorized carrier against a receipt and
such receipt having been received by Owner.

(ii) F.0.R. destination station : On taking delivery from the Railway at
the Destination Station.

(iii) Equipment sent freight paid : On arrival under lifting hook at the to the
Delivery site delivery site
On temporary acceptance by Owner at job site.

Transfer of property in the Goods shall be without prejudice to any guarantee or
liability of the Seller as to the quality suitability or performance of the Goods.

40.0 PUBLICITY AND ADVERTISING:

Seller shall not without the written permission of Owner or any Company affiliated
with Owner or to the destination or the description of the goods or services supplied
to the Owner in any publication, publicity or advertising media.

41.0 VENDOR DATA REQUIREMENTS:

The submission by the Seller to Owner of drawings and data documentation is an
integral part of the Order. The number of copies (reproducibles and Prints) and time
limits for submitting these documents by the Seller are specified on the Order. These
requirements must be respected failing which the order will not be deemed to have
been duly executed for all purpose.

*hkkkkkkkkkkkkkkkkkhkhkkkkkkkkkkhkhkkkkkkkhkhkhkhkkkkkkkhkkhkkkkkhkhkhkkkkkkkhkhkkkkkkkkhkkhkkkkkkkhkkkkkkkkkkkkk
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ANNEXURE-IX

ENVIRONMENT POLICY
In recognition of the interests of the society in securing sustainable industrial growth,
compatible with a wholesome environment, NALCO affirms that it assigns high
importance to promotion and maintenance of a pollution-free environment in all its
activities.
OBJECTIVES:
+ To use non-polluting and environment-friendly technology.
+ To monitor regularly air, water, land, noise and other environmental parameters.
+ To constantly improve upon the standards of pollution control and provide a
leadership in environment management.
+ To develop employees’ awareness on environmental responsibilities and encourage
adherence to sound environmental practices.
+ To work closely with the Government & local authorities to prevent or minimize
adverse consequences of the industrial activities on the environment.
+ To comply with all applicable laws governing environment protection through
appropriate mechanisms.
+ To actively participate in social welfare and environmental development activities
of the locality around its Units.

*kkkkkkkhkkkkkhkkkkkkkkkkkkk

OCCUPATIONAL HEALTH & SAFETY POLICY
NALCO is committed to maintain a Safe, Healthy and Sustainable work environment in
all its operations. This shall be achieved by:

+ Focusing on prevention of Accidents and Occupational Health issues.

+ Complying with all legal requirements & other requirements related to Safety and
Occupational Health of persons and establishing clearly defined goals & procedures
to achieve the same.

+ Ensuring Safety & Health of all employees and contract workers in its premises,
including those involved in transportation, cleaning and other such activities.

+ Conducting Periodic Safety Audits, Environment Audits, Health Check-ups and Risk
Assessment by both internal and external qualified persons.

+ Considering aspects related to Safety and Health of personnel as well as
environmental issues at the time of procurement of equipment and selection of
technologies.

+ Ensuring health of persons in the peripheral locations, likely to be affected by our
operations.

+ Periodically monitoring and reviewing safety & occupational health issues at
relevant levels, including the highest levels.

+ Communicating Safety Hazards and health related issues to all concerned through
suitable means, including training.

+ Involving the workmen in Policy implementation as well as identification of potential
issues.

+ Considering Health & Safety performance of individuals at different levels during
their career advancement as per NALCO's policy.
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+ Establishing and maintaining suitable set-up with competent persons to monitor
and bring to the notice of the management any issues related to unsafe conditions
& practices.

+ Striving for continual improvements, exceeding statutory compliance levels,
wherever feasible.

*kkkkkkkkhkkkkkkkkkhkhkkkkkkk

ENERGY POLICY
Enhancing Energy Performance, comprehensively optimizing Energy Use, Energy
Consumption and Energy Efficiency, is a major imperative for an Energy Intensive
industry like ours. In recognition of this, we will focus on continual improvement of all
round Energy Performance with special focus on areas of significance by way of having
in place Energy Objectives based on the enshrined Guiding Principles.
Guiding Principles:
= To endeavour for reduction in Specific Consumption of Energy in all forms in
areas of significance.
= To ensure availability of correct information in time and to make available
necessary resources for achieving the Objectives and Targets.
* To comply with all applicable legal and other statutory/ regulatory requirements
related to our energy use, consumption and efficiency.
= To espouse Energy Efficient Technology encompassing procurement of Energy
Efficient products & services and design for energy performance improvement.

To carry out Energy audits and Energy reviews at planned intervals, to improve energy
performance.

*kkkkkkkkkhkkkkkkkkhkkkkkkkk

SOCIAL ACCOUNTABILITY POLICY
We at NALCO are committed to provide a socially accountable work environment to all
employees and uphold ethical business practices by respecting employees’ rights.
We shall achieve these by adopting a companywide culture, which will help to promote:
+ Involvement of all employees in sustenance of SA 8000 standard;
Continual improvement initiatives in all social issues;
Learning and training opportunities to all employees;
Fulfillment of relevant statutory rules & regulations, ILO requirements, applicable
international instruments and their interpretation.

&
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Vi.

Vii.

viii.

Xi.

Xii.

Xiii.

Xiv.

XV.

ANNEXURE-X
INSTRUCTIONS TO THE BIDDERS FOR THE E-SUBMISSION OF THE BIDS

Bidder should do the registration in the tender site http://eprocure.gov.in using the
option available. Then the Digital Signature registration has to be done with the e-
token, after logging into the site.

Bidder then login to the site through giving user id / password chosen during
registration. The e-token that is registered should be used by the bidder and should
not be misused by others.

Please go to the CPP portal. Search for the e-procurement tender No.........

The Bidders can update well in advance, the documents such as certificates, work
order details etc., under My Documents option and these can be selected as per
tender requirements and then send along with bid documents during bid submission.

After downloading / getting the tender schedules, the Bidder should go through them
carefully and then submit the documents as asked, otherwise, the bid will be rejected.

If there are any clarifications, this may be obtained online through the tender site, or
through the contact details. Bidder should take into account of the
corrigendum/addendum published before submitting the bids online.

Bidder, in advance, should get ready the bid documents to be submitted as indicated
in the tender schedule and they should be in PDF/xls/rar/dwf formats. If there is more
than one document, they can be clubbed together.

Bidder should get ready with the EMD as specified in the tender. Scan copy of the EMD
instrument to be uploaded along with other documents as requested. The original
instrument along with all other specified hard copy of documents (one set) should be
posted/couriered/given in person so as to reach the Tender Inviting Authority, within
due date as indicated at Pg-3. Non receipt of the documents along with original EMD
instrument within the stipulated period may lead to rejection of the offer of the bidder.

The bidder reads the terms & conditions and accepts the same to proceed further to
submit the bids

The bidder has to submit the tender document online well in advance before the
prescribed time to avoid any delay or problem during the submission process.

After the bid submission, the acknowledgement number, given by the e-tendering
system should be printed by the bidder and kept as a record of evidence for online
submission of bid for the particular tender.

The Tender Inviting Authority (TIA) will not be held responsible for any sort of delay
or the difficulties faced during the submission of bids online by the bidders.

The bidder should see that the bid documents submitted should be free from virus
and if the documents could not be opened, due to virus, during tender opening, the bid
is liable to be rejected

The time settings fixed in the server side & displayed at the top of the tender site, will
be valid for all actions of requesting, bid submission, bid opening etc,, in the e-tender
system. The bidders should follow this time during bid submission.

All the data being entered by the bidders would be encrypted using PKI encryption
techniques to ensure the secrecy of the data. The data entered will not viewable by
unauthorized persons during bid submission & not be viewable by any one until the
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time of bid opening. Overall, the submitted tender documents become readable only
after the tender opening by the authorized individual.

xvi.  The confidentiality of the bids is maintained since the secured Socket Layer 128 bit
encryption technology is used. Data storage encryption of sensitive fields is done.

xvii.  The bidders are requested to submit the bids through online e-tendering system to
the TIA well before the bid submission end date & time (as per Server System Clock).

xviii.  The bidder should logout of the tendering system using the normal logout option
available at the top right-hand corner and not by selecting the (X) option in the
browser.

If the bidder submits the bid in manual form (if permitted categorically in the tender), he
should have already registered in the tender site and he has to inform the registration
ID in the bid submitted otherwise his tender will not be considered.
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Annexure-XI

Guidelines for Purchase Preference to MSEs against Supply items/Services shall be
followed wherever applicable.

In a tender with splitable or divisible quantity, participating qualified MSEs, who have
quoted within the price band of L-1+15% can be given a chance to match with L1 price
in order of their bid position and take order for supply of upto 25% of the tender
quantity, if the L1 bidder is other than a MSE.

2. In case of participation of SC/ST category MSEs in a tender with splitable or divisible
quantity, minimum 6.25 % of tender quantity shall be reserved for placement of order
on them, out of the 25% tender quantity reserved for MSEs as above, subject to
matching with L-1 Price in the tender.

3. Further in case of participation of women owned MSEs in a tender with splitable or
divisible quantity, minimum 3% of tender quantity shall be reserved for placement of
order on them, out of the 25% tender quantity reserved for MSEs, subject to matching
with L-1Price in the tender.

4. When there is no participation from SC/ST category / women owned MSEs or when
SC / ST category / women owned MSEs do not match the L1 price, then the tender
quantity reserved for them shall be available for other MSEs.

5. In case of more than one such MSEs in a tender, the supply shall be shared equally.
However, it can be done depending upon splitability and reasonability of distributing
the tendered quantity.

Up to 40% of the tender quantity less the quantity considered on MSEs as at Para- (i)
above, shall be reserved for Ancillary Units, subject to matching with L-1 price.

In case, no MSE is participating in the tender and / or are not matching L-1 price,
Ancillary units can be allowed upto 40% quantity on matching L-1 price, subject to
splitability & divisibility of the tendered quantity.

When there is no participation from MSEs & Ancillary Units or when MSEs & Ancillary
units do not match the L-1price, then the reserved quantity for MSEs & Ancillary Units
shall be available for other participants.

For the tenders, which are invited electronically through CPPP, Participating MSE
vendors are required to declare their Udyog Aadhar Memorandum (UAM) number in
CPPP, failing which such bidders will not be allowed to avail Purchase Preference
policy for MSEs as per Public Procurement policy for MSEs order, 2012 and shall not
be exempted from payment of EMD & Tender fee.
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ANNEXURE-XI

REVISED PROCEDURE TO PROVIDE PREFERENCE TO “MAKE IN INDIA” IN PUBLIC
PROCUREMENT

1.

Definitions:

‘Local content’means the amount of value added in India which shall, unless otherwise
prescribed by the Nodal Ministry, be the total value of the item procured (excluding net
domestic indirect taxes) minus the value of imported content in the item (including all
customs duties) as a proportion of the total value, in percent.

‘Class-/ local supplier’'means a supplier or service provider, whose goods, services or
works offered for procurement, meets the minimum local content as prescribed for
‘Class-I local supplier’ under this order.

“Class-I/ local supplier’ means a supplier or service provider, whose goods, services
or works offered for procurement, meets the minimum local content as prescribed for
‘Class-Il local supplier’ but less than that prescribed for ‘Class-I local supplier’ under
this order.

‘Non-Local supplier’ means a supplier or service provider, whose goods, services or
works offered for procurement, has local content less than that prescribed for ‘Class-
Il local supplier’ under this order.

‘L7 means the lowest tender or lowest bid or the lowest quotation received in a tender,
bidding process or other procurement solicitation as adjudged in the evaluation
process as per the tender or other procurement solicitation.

‘Margin of purchase preference’means the maximum extent to which the price quoted
by a “Class-l local supplier” may be above the L1 for the purpose of purchase
preference.

‘Nodal Ministry'means the Ministry or Department identified pursuant to this order in
respect of a particular item of goods or services or works.

‘Procuring entity’means a Ministry or department or attached or subordinate office of,
or autonomous body controlled by, the Government of India and includes Government
companies as defined in the Companies Act.

‘Works means all works as per Rule 130 of GFR - 2017, and will also include ‘turnkey
works’.

Eligibility of ‘Class-I local supplier’/'Class-Il local supplier’/ ‘Non-local suppliers’ for
different types of procurement:

a. In procurement of all goods, services or works in respect of which the Nodal
Ministry/ Department has communicated that there is sufficient local capacity and
local competition, only class-I local suppliers, as defined under the order, shall be
eligible to bid irrespective of purchase value.

b. Only'Class-I local supplier' and 'Class-Il local supplier!, as defined under the Order,
shall be eligible to bid in procurements undertaken by procuring entities, except
when Global tender enquiry has been issued. In global tender enquiries, 'Non-local
suppliers' shall also be eligible to bid along with 'Class-I local suppliers' and 'Class-
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Il local suppliers'. In procurement of all goods, services or works, not covered by
sub para (a) above, and with estimated value of purchases less than Rs. 200 Crore,
in accordance with Rule 161(iv) of GFR, 2017, Global tender enquiry shall not be
issued except with the approval of competent authority as designated by
Department of Expenditure.

For the purpose this Order, works includes Engineering, procurement and
construction (EPC) contracts and services include System Integrator (Sl) contracts.

Purchase Preference:

(a) Subject to the provisions of this Order and to any specific instructions issued by the

(b)

(c)

Nodal Ministry or in pursuance of this Order, purchase preference shall be given to
'Class-I| local supplier' in procurements undertaken by procuring entities in the
manner specified here under.

In the procurements of goods or works, which are covered by para 2(b) above and
which are divisible in nature, the ‘Class-I local supplier’ shall get purchase
preference over ‘Class-Il local supplier’ as well as ‘Non-local supplier as per
following procedure:

i. Among all qualified bids, the lowest bid will be termed as L1. If L1is ‘Class-I local
supplier, the contract for full quantity will be awarded to L1.

ii. If L1 bid is not a ‘Class-I local supplier, 50% of the order quantity shall be
awarded to L1. Thereafter, the lowest bidder among the ‘Class-I local supplier’
will be invited to match the L1 price for the remaining 50% quantity subject to
Class-I local supplier's quoted price failing within the margin of purchase
preference, and contract for that quantity shall be awarded to such ‘Class-I local
supplier’ subject to matching the L1 price. In case such lowest eligible ‘Class-I
local supplier’ fails to match the L1 price or accepts less than the offered
quantity, the next higher ‘Class-I local supplier’ within the margin of purchase
preference shall be invited to match the L1 price for remaining quantity and so
on, and contract shall be awarded accordingly. In case some quantity is still left
uncovered on Class-I local suppliers, then such balance quantity may also be
ordered on the L1 bidder.

In procurement of goods or works, which are covered by para 2(b) above and which
are not divisible in nature, and in procurement of services where the bid is
evaluated on price alone, the ‘Class-I local supplier’ shall get purchase preference
over ‘Class-Il local supplier as well as ‘Non-local supplier’ as per following
procedure:

i. Among all qualified bids, the lowest bid will be termed as L1. If L1is Class-I local
supplier, the contract for full quantity will be awarded to L1.

ii. If L1is not a ‘Class-I local supplier’ the lowest bidder among the Class-I local
supplier’ will be invited to match the L1 price subject to Class-I local supplier's
quoted price falling within the margin of purchase preference, and the contract
shall be awarded to such ‘Class-I local supplier’ subject to matching the L1 price.

iii. In case such lowest eligible ‘Class-I local supplier’ fails to match the L1 price,
the class-1local supplier’ with the next higher bid within the margin of purchase
preference shall be invited to match the L1 price and so on and contract shall
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be awarded accordingly. In case none of the ‘Class-I local supplier’ within the
margin of purchase preference matches the L1 price, the contract may be
awarded to the L1 bidder.

(d) ‘Class-Il local supplier’ will not get purchase preference in any procurement,
undertaken by procuring entities.

Applicability in tenders where contract is to be awarded to multiple bidders -

In tenders where contract is awarded to multiple bidders subject to matching of L 1
rates or otherwise, the 'Class-I local supplier' shall get purchase preference over
'Class-Il local supplier' as well as 'Non-local supplier’, as per following procedure:

a) In case there is sufficient local capacity and competition for the item to be
procured, as notified by the nodal Ministry, only Class | local suppliers shall be
eligible to bid. As such, the multiple suppliers, who would be awarded the
contract, should be all and only 'Class | Local suppliers".

b) In other cases, 'Class Il local suppliers' and 'Non local suppliers' may also
participate in the bidding process along with ‘Class | Local suppliers' as per
provisions of this Order.

c) If 'Class | Local suppliers' qualify for award of contract for at least 50% of the
tendered quantity in any tender, the contract may be awarded to all the qualified
bidders as per award criteria stipulated in the bid documents. However, in case
'Class | Local suppliers' do not qualify for award of contract for at least 50% of the
tendered quantity, purchase preference should be given to the 'Class | local
supplier' over 'Class Il local suppliers'/ 'Non local suppliers' provided that their
quoted rate falls within 20% margin of purchase preference of the highest quoted
bidder considered for award of contract so as to ensure that the 'Class | Local
suppliers' taken in totality are considered for award of contract for at least 50%
of the tendered quantity.

d) First purchase preference has to be given to the lowest quoting 'Class-I local
supplier', whose quoted rates fall within 20% margin of purchase preference,
subject to its meeting the prescribed criteria for award of contract as also the
constraint of maximum quantity that can be sourced from any single supplier. If
the lowest quoting 'Class-l local supplier', does not qualify for purchase
preference because of aforesaid constraints or does not accept the offered
quantity, an opportunity may be given to next higher 'Class-I local supplier’, falling
within 20% margin of purchase preference, and so on.

e) To avoid any ambiguity during bid evaluation process, the procuring entities may
stipulate its own tender specific criteria for award of contract amongst different
bidders including the procedure for purchase preference to ‘Class-I local supplier'
within the broad policy guidelines stipulated in sub-paras above.

Minimum local content: The ‘local content' requirement to categorize a supplier as
'Class-I local supplier' is minimum 50%. For 'Class-Il local supplier’, the 'local content'
requirement is minimum 20%. Nodal Ministry/ Department may prescribe only a higher
percentage of minimum local content requirement to categorize a supplier as 'Class-I
local supplier'! 'Class-Il local supplier'. For the items, for which Nodal Ministry
Department has not prescribed higher minimum local content notification under the
Order, it shall be 50% and 20% for 'Class-l local supplier'! 'Class-Il local supplier'
respectively.
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Margin of Purchase Preference: The margin of purchase preference shall be 20%.
Verification of Local Content:

a. The 'Class-I local supplier'/ 'Class-Il local supplier' at the time of tender,
bidding or solicitation shall be required to indicate percentage of local content
and provide self-certification that the item offered meets the local content
requirement for 'Class-I local supplier'/ 'Class-Il local supplier', as the case
may be. They shall also give details of the location(s) at which the local value
addition is made.

b. In cases of procurement for a value in excess of Rs. 10 crores, the 'Class-I
local supplier'/ 'Class-Il local supplier' shall be required to provide a
certificate from the statutory auditor or cost auditor of the company (in the
case of companies) or from a practicing cost accountant or practicing
chartered accountant (in respect of suppliers other than companies) giving
the percentage of local content.

C. False declarations will be in breach of the Code of Integrity under Rule
175(1)(i)(h) of the General Financial Rules (GFR) for which a bidder or its
successors can be debarred for up to two years as per Rule 151 (iii) of the
General Financial Rules along with such other actions as may be permissible
under law.

d. A supplier who has been debarred by any procuring entity for violation of this
Order shall not be eligible for preference under this Order for procurement by
any other procuring entity for the duration of the debarment. The debarment
for such other procuring entities shall take effect prospectively from the date
on which it comes to the notice of other procurement entities, in the manner
prescribed in below paragraph:

e. The Department of Expenditure shall issue suitable instructions for the
effective and smooth operation of this process, so that:

i. The fact and duration of debarment for violation of this Order by any
procuring entity are promptly brought to the notice of the Member-
Convener of the Standing Committee and the Department of
Expenditure through the concerned Ministry /Department or in some
other manner;

ii. On a periodical basis such cases are consolidated and a centralized
list or decentralized lists of such suppliers with the period of
debarment is maintained and displayed on website(s);

iii. In respect of procuring entities other than the one which has carried
out the debarment, the debarment takes effect prospectively from the
date of uploading on the website(s) in a manner that ongoing
procurements are not disrupted.

Specifications in Tenders and other procurement solicitations:
a. The eligibility conditions in respect of previous experience fixed in any tender

or solicitation do not require proof of supply in other countries or proof of
exports.
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b. The eligibility conditions, including on matters like turnover, production
capability and financial strength do not result in unreasonable exclusion of
'Class-1 local supplier'/ 'Class-Il local supplier' who would otherwise be
eligible, beyond what is essential for ensuring quality or creditworthiness of
the supplier.

9. Manufacture under license/ technology collaboration agreements with phased
indigenization:

While notifying the minimum local content, special provisions may be made for
exempting suppliers from meeting the stipulated local content if the product is being
manufactured in India under a license from a foreign manufacturer who holds
intellectual property rights and where there is a technology collaboration agreement
/ transfer of technology agreement for indigenous manufacture of a product
developed abroad with clear phasing of increase In local content.

10. Exemption of small purchases:

Procurements where the estimated value to be procured is less than Rs. 5 lakhs
shall be exempt from this Order
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